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Abstract geration. Therefore, the process to identify a liar requires

a series of interactions that occur in different rounds or pe-
In peer-to-peer (P2P) environments, trust is a very riods. [4] presented a method to measure the recommen-
important issue when transactions/interactions occur be- dation trust. But the method of evaluating aggregated trust
tween peers. In general, the trust evaluation on transac- values can be further improved.
tions/interactions relies on the recommendations from other  In this paper, we preseBlynamicTrusta peer trust eval-
peers, which may be inaccurate. This paper pres@yts uation system, which is based on our peer trust evalua-
namicTrust a P2P trust evaluation system. It is based on tion models. In our approach, posterior to some interac-
our peer trust evaluation model, which measures the credi- tions with a target peer which is unknown before, the end-
bility of peers’ recommendations, and thus filters noise in peer gives trust evaluations over the target peer. Mean-
responses and obtains more accurate and objective trustwhile, other peers’ evaluations can be collected to measure
values. their recommendation trust (credibility) so as to filter noise
in recommendations and obtain more objective aggregated
trust values. A method for estimating initial credibility is
1 Introduction also studied. Additionally, a set of experiments has been
conducted to study the properties of the proposed models.

In peer-to-peer (P2P) environments, the trust evaluation
on a peer relies on the recommendations of other peersp  Trust Evaluation
which may be unknown either. This may result in inaccu-
rate trust evaluations.

In [1], the authors proposed Rep: a reputation-based
approach for evaluating the reputation of peers through dis-
tributed polling algorithm before downloading any informa-
tion. EigenTrust [2] collects thécal trust valuesof all
peers to calculate thglobal trust valueof a given peer. In ]
[3], the authors proposed a voting reputation system that2-1 Aggregated Rating
collects responses from other peers on a given peer. The
final reputation value is calculated combining the valuesre-  If P, has a number of interactions with target pé&r
turned by responding peers and the requesting peer’s expeduring period {s:q-t, tenal, it can collect the trust values of
rience with the target peer. This is more reasonable than theP, given by other peers so as to aggregate these values with
model in [1]. However, this work and the work in [2] don’t  its own experience.
explicitly distinguish transaction reputation and recommen- | gt Ti(i)m denote the trust value ofi, given by P; in
dation reputation. This may cause severe bias for reputatioryoundk at timet,,, theaggregated trust valuby P, can be
evaluation as a peer with good transaction reputation maycalculated as follows:
have a bad recommendation reputation especially when rec-
ommending competitors. TR y® k) 4 (1- w(k)) (k) 1)

A lying peer’s evaluation is incorrect most of the time, T rooorE " *
which may be a positive exaggeration or a negative exag- where

In the following context, we study the trust evaluation
method with the following assumptions: 1) there are more
honest peers than lying peers, and 2) the requesting peer is
honest.



- T = Ly Ti@x, m is the number of responding results from the deviation of the current round and the peer’s
peers; previous credibilities (history).

Definition 2: Given the credibilitwgk_l) for peerP; in last

round(k — 1), the deviatiordgk) in the current round, the

new credibilitycl(.k) can be calculated as follows:

- wﬁk) is the weight taP,'s experience in round att; and

Uh(«k_l) < Uh(«k) (tg—1 < tg).

Formula (2) controls the changeswof by using two pa-

ters: . 1 d 1, 2 ). _ L _
rameterso (0.5 < o < 1) andg (8 € {1, 2, 3,...}) CZ(;C):CZ(;@ 1)+9§k).(1_d§k) _Cgk 1)) 4)

1
k) _ ] . .
wk) =1-a*" 05 <a<landBe{l,2,3,...} (2 whered ™) is animpact factor
Typically, w", the weight of7}"),, is less than 0.5 (e.g. ol
0.3) as it weights the first interaction betwe®p and P, o®) _ ell=di” " —ei” 1 1 5)
during [tstart, tena]- SO the mean of trust values from other i e+1

peers should be weighted more (e.g. 0.F)corresponds
to thekth roundin periodt,. Given the samex andg, the
largerk is, the Iargelwfnk) is. This means that with more and
more interactions, trust values 6% given by P, should be
weighted more. Other peers’ evaluations become less and

less important. Given the same the increment of!" 3 Further Discussion

is subject to3. The largerg is, the more slowly theuﬁk)

s = 1,2,3,... is astrictness factowhich is used to
control the curve. The higheris, the stricter the evaluation
is.

increases. 3.1 Initial Credibility Assignment
2.2 Evaluation and Noise In the above method, an initial credibility valud”
should be given so that new credibility values (i.e.

With more and more interactions with peg, on one ¢V, ¥ ) can be calculated in the subsequent rounds.
hand, P_r obtains more and mordirect |ntgract|on trust ' However, in the beginning?, may not know the credibil-
evaluations gvele and aggregqte them W|th.oth_er peers ity of each responding peet, especially wherP, is a new
trust evalua'upns and thys obtain the new objective evalua—peer_ In this case?. can assign a value to each peer’s cred-
tions from P.'s perspective. On the other hand, based on ibility, say, ¢() = 0.5. This value may not reflect the true
the aggregated trust values, it is possible forto identify

th noi h luati deviated f h credibility.
a peer with noise whose evaiuations are geviated from the Alternatively, if P, knows the interaction trust status of

“main stream” peers. Thus the credibility of a respondingl several (e.g. 3) peers (referred totasting peerk it can

peer can be estimated based on the recommendation dev'%'nquiry other peers their evaluations over unknown feer

‘tfrgfjill?ili s,?(r)u?: Orfe:r'soeunrldtz.elrrL?aesLOricr)r\:ve"r]l? gfornetsg:ﬁvn\:(z#j:- and testing peers. With the replies on the testing peers, the
y P initial credibility of a responding peer can be calculated.

tion trust. . : L -
. : . This is more accurate than simply assigning an initial value
In our model, we classify four kinds of evaluations as as 0.5

follows: 1) honest evaluatior?) positive exaggeratior3)
negative exaggeratigrand 4)random exaggeratiann our
model, we don't explicitly identify ‘malicious peers’ when
measuring credibilities. Any evaluation deviation is identi-
fied as the noise. With ¢;, more accurate trust values can be obtained.

Definition 1: AssumeT’'®) represents the trust value given Definition 3: Suppose peeP, has collected the trust eval-

by P; in roundk atty, oz\z;p andT¥) represents the ag- uations over peeP, from a set of intermediate peef® =
2 x x (k—l)

3.2 Aggregated Trust Value

gregated trust valueP;’s evaluation deviation in roun¢  {F1, P2, ..., Pn}inroundk. ¢;” " is the credibility of
is peerP; obtained in round — 1. Then the trust value of peer
P, inroundk is:
k k -
i . Tk — 2N =1 (k) 6
2.3 Credibility Evaluation * mi:Z1 ¢ R ©
The credibility value (in[0, 1]) is in inverse proportion Herein the definition oﬁk) in formula (1) has been rec-

to the deviation (if0, 1]). Meanwhile, the new credibility  tified by considering the credibility of each responding peer.



Thus according to formulas (1) and (6), more accurate e
aggregated trust valuéﬁr@m can be obtained: 065 /jf e
k m 0.6(/ - 1
70, =10, T SN G g0 ) L
m i=1 ' \s!raiegyl
According to the above method, after a series of interac- g
tions and recommendations, the credibility of each respond- g%l v oA
ing peer can be calculated. At a certain round, the request- oaf T
ing peer can apply athreshold to filter responding peers with 03l / e
low credibility. Hereby these peers are blacklisted.
Definition 4: Suppose peeP, has collected the trust evalu- Bl
ations over peeP, from a set of intermediate peef$ = 0255 % 00 50 20 E 300
{Pi, P2, ..., P/} inroundk. cgk’l) is the credibility number oftounds
of peer P; obtained in roundk — 1). A is the credibility
threshold. Then theust value of pee, in roundk is: Figure 1. Experiment 1  50% Negatively Ex-

1 k) m aggerating Peers ( s = 2, tt = 0.65)
TR — k) pk) | 27O (k=1) (k) y (g
e =0l T+ — 53 (o ) ®)

1—T

i=1
where In this experiment, we set = 2, o = 0.7, 8 = 2. The
P clP = {Pj\cgk_l) > A}, m = |IP'|, and reason that we cons_,ider only cllass 1 (h_onfest) and class 3
(negative exaggeration) peers is that this is an extremely
blacklist BL = {pj|c§.k—1) <A} malicious environment. If both classes 2, 3 and 4 peers are

considered, their deviations may counteract each other.

However, formula (8) can be further improved. We compare four evaluation strategies in this experiment.

Definition 5: With a set of trustworthy responding peers in

IP ={P, P, ..., P}, their recommended trust val-  gyrateqy 1 : The final trust value obtained in each round is
ues{TzQL} and cred|b|I|ty values{ci )}, theaggregated the mean of all evaluations.
trust value of peef’, in roundk is:
o Strategy 2 : This strategy aims to rectify strategy 1. The
TH) — b .7k 1—w® Z( (k=1) (k) ) ©) credibility of each responding peer is taken into ac-
e e m/ count in the trust evaluation even if the peer’s credibil-
ity is very low (see formula (6)).

1— T
i=1

k—1
w1 — C§ : (10) Strategy 3 : This strategy applies the weight. of the re-

l S ey sponding peeP, via formula (7).
. . k;_l) . ] ) - .

Here, we rectify formula (8) by replacmgg, with  strategy 4 : This strategy improves strategy 3 by ignoring
w ™V As e < B (- low credibility peers. The threshold is set to he=

Howevetd, - 0.6 from the50th rounds onwards. Meanwhlle(k 2

is replaced byuik 2 (formula (9)).

T(k)) leads to a lower trust value.

1—x

ZZ”l(wU’C Y. 1™ ) can rectify the deviation. The per-

1—T

formance differences are compared in our experiments il-|n this experiment, there are 3 classes among negatively ex-

lustrated in sections 4.1 and 4.2. aggerating peers. Their mean deviations are 0.1, 0.2 and
0.3 respectively. In contrast, the deviation of a honest peer

4 Experiments is approximately 0.07. In Figure 1, it is easy to see that
strategies 1 and 2 lead to low trust values where strategy 2

4.1 Experiment 1 is even less accurate than strategy 1 as each peer’s credibil-

ity is less than 1.0 resulting iy xT; < T;. In strategy 3, the
In this experiment, we study the trust evaluation over peer trust values become more and more accurate as the request-
P,, whose true trust valug is 0.65, by collecting the eval-  ing peer’s experience becomes more important. In strategy
uations from a set of peers where 50% peers give negativelyd, the trust values can be improved earliezas replaced
exaggerating evaluations. by w; and low credibility peers are ignored.
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Figure 2. Experiment 2 50% Negatively Ex-
aggerating Peers ( s = 2, tt = 0.65)
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Figure 3. Experiment 2 50% Positively Exag-
gerating Peers ( s = 2, tt = 0.65)

4.2 Experiment 2

In this experiment we compare strategy 4 with strategy 5,
which was the best strategy proposed in our previous work
in [4].

Strategy 5 : This strategy improves strategy 3 by ignoring
low credibility peers, where the threshold is set to be
A = 0.6 from the 50th rounds onwards. Like strat-
egy 3, this strategy also applies the weight of the
responding peeP, via formula (7).

The results with 50% negatively exaggerating peer, and

50% randomly exaggerating peers are plotted in Figures

2 and 3. It is easy to see in all cases, strategy 5 slightly
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improves strategy 3. But it is inferior to strategy 4 when
k < 100.

5 Conclusions

We have implementeBynamicTrust a prototype system
based on Java and XML incorporating the proposed models.
Our approach takes into account the credibility of respond-
ing peers, which is measured via a series of transactions
and recommendations. Moreover, the final trust value re-
sults from both the requesting peer’s evaluation and other
peer’s evaluations while the former one becomes more and
more important. The result is more objective than the direct
transaction trust values which may be intuitive.
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