
Chapter 1
The Roadmap of Trust and Trust Evaluation in
Web Applications and Web Services

Lei Li and Yan Wang

Abstract In the 1980s and 1990s, the issue of trust in many aspects of life has drawn
much attention in a significant number of studies in social science. Nowadays, with
the development of Web applications, trust evaluation has become a significant and
important issue, especially when a client has to select a trustworthy one from a pool
of unknown service providers. An effective and efficient trust evaluation system is
highly desirable and critical to clients for identifying potential risks, providing ob-
jective trust results and preventing huge monetary losses.

This research roadmap presents an overview of the general structure of trust,
the bases of trust and the concepts of trust in different disciplines. Then the typical
trust evaluation methods in each area of Web applications, including e-commerce,
P2P networks, multi-agent systems, recommendation systems, social networks and
service-oriented computing, are briefly introduced from technology, state of the art
and scientific challenges standpoints. This roadmap provides not only the neces-
sary background for on-going research activities and projects, but also the solid
foundations for deciding on potential future research on trust evaluation in broader
contexts.

1.1 Introduction

In our daily life, there are many occasions when we have to trust others to behave as
they promised or as we expect them to do. For example, we trust a bus driver can take
us to our destination on time; we trust a doctor to conduct a physical examination
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and check whether we have an illness; we trust a motor mechanic to find out whether
there is a problem in our car and then repair it; we trust a bank and deposit our
money. Each time when we trust, we have to put something at risk: our lives, our
assets, our properties, and so on. On these occasions, we may use a variety of clues
and past experiences to believe in these individuals’ good intentions towards us and
decide on the extent to which we can trust them. This is the general procedure of
trust evaluation in daily occasions [35].

Nowadays, with the development of information communication technologies,
from time to time it is necessary to have some interactions with others on the Web.
For example, download some files from others, or purchase some products or ser-
vices from online e-commerce or e-service websites. In Web applications, when a
client intends to have an interaction selected from a large pool of service providers,
in addition to functionality, the trustworthiness of a service provider is a key factor
in service provider selection. This makes trust evaluation a significant and impor-
tant issue in Web applications, especially when the client has to select one from
unknown service providers.

Conceptually, trust is the measure taken by one party of the willingness and abil-
ity of another party to act in the interest of the former party in a certain situation
[30]. If the trust value is in the range of [0,1], it can be taken as the subjective prob-
ability by which one party expects that another party can perform a given action
[28].

The issue of trust has been actively studied in Peer-to-Peer (P2P) networks (e.g.,
[14, 29, 90]), which can be used for information-sharing systems (e.g., GNutella1).
In a P2P system, it is quite natural for a client peer to doubt if a serving peer can
provide the complete file prior to any download action, which may be quite time-
consuming and network bandwidth-consuming. Unlike some trust management sys-
tems in e-commerce (EC) or service-oriented environments (SOC), in the P2P trust
management system a requesting peer needs to inquire the trust data of a serving
peer (target peer) from other peers who may have transacted with the serving peer
[29, 56, 90]. The computation of the trust level of the serving peer from the col-
lected trust ratings is then performed by the requesting peer rather than a central
management server, because of the decentralized architecture of the P2P system.

Unlike P2P information-sharing networks or the eBay2 reputation management
system where a binary rating system is used [90], in SOC environments a trust
rating is usually a value in the range of [0,1] given by a service client [80, 84, 86],
representing the subjective belief of the service client on their satisfaction with a
service or a service provider. The trust value of a service or a service provider can
be calculated by a trust management authority based on the collected trust ratings
representing the reputation of the service or the service provider.

In general, in a trust management enabled system, service clients can provide
feedback and trust ratings after completed transactions. Based on the ratings, the
trust value of a service provider can be evaluated to reflect the quality of services in a

1 http://www.gnutella.com/
2 http://www.eBay.com/
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certain time period. This trust evaluation approach in service-oriented environments
is the focus of research works nowadays in service-oriented computing.

Effective and efficient trust evaluation is highly desirable and critical to service
clients for identifying potential risks, providing objective trust results and preventing
huge monetary loss [82].

In this chapter, the literature review on trust is organized as follows:

• Section 1.2 presents a general structure of trust, which provides a general global
picture of trust. With this structure, it is easy to start a preliminary theoretical
analysis of trust.

• Section 1.3 identifies the bases of trust, with which trust can be established from
a variety of diverse sources of trust-related information.

• Section 1.4 briefly introduces the concepts of trust defined in multiple disciplines,
including sociology, history, psychology, economics and so on.

• Section 1.5 focuses on trust evaluation models used in different areas of Web
applications, including e-commerce, P2P networks, multi-agent systems, recom-
mendation systems and social networks.

• Section 1.6 focuses on the typical trust evaluation methods used in service-
oriented computing.

• In Section 1.7, the above mentioned trust evaluation methods in Web applica-
tions are categorized into different taxonomies with respect to trust evaluation
techniques, the structure of trust and the bases of trust respectively.

• Finally, Section 1.8 concludes our work in this chapter.

1.2 General Structure of Trust

The general structure of trust has been proposed in [54] and graphically represented
in Fig. 1.1. This structure provides a general global picture of trust, with which
professionals, scientists and even ordinary citizens can start a preliminary theoretical
analysis of trust. With primary trust and reflective trust as the horizontal axis, and
micro-social trust and macro-social trust as the vertical axis, this presentation creates
four spaces which correspond to four orthogonally placed forms of trust.

• Vertically, passing from the bottom half of Fig. 1.1 toward the top, we move from
micro-social trust (i.e., personal, private and interpersonal trust) toward macro-
social trust (i.e., professional, group and organizational trust).

• Horizontally, the left-hand side of Fig. 1.1 is characterized by trust as feelings,
either based on the interdependence between the self and other, or associated with
security or social cohesion [1]. As we move toward the right-hand part of Fig.
1.1, trust becomes conceptualized and rationalized [1]. Trust in the right-hand
part of Fig. 1.1 is contractual, and is based on obligations and morality.
In other words, in the left-hand side we focus on primary trust (i.e., immediately
apprehended [preconceptual] forms of trust), while in the right-hand side trust is
established between the self and a stranger, an institutions or a kind of group (i.e.,
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reflective trust [1]). However, once trust has been established, it transforms into
common knowledge and becomes taken-for-granted and commonly understood.
In contrast to the left-hand side of Fig. 1.1, this taken-for-grantedness arises from
reflective thinking. There is also a case whereby, as a result of an individual’s
doubt trust is brought back into discourse explicitly. When trust is explicitly ver-
balized, it is no longer taken-for-granted and is partly or fully destroyed. It is
necessary to establish trust from the very beginning again.

1.2.1 Basic Trust

Now let us focus on the bottom left quadrant of Fig. 1.1, the boundaries of which
are determined by micro-social and primary trust. In the bottom left corner of this
quadrant, there is what developmental psychologists describe as basic trust between
a mother and her baby.

Basic trust is the first mark of an individual’s mental life, even before feelings of
autonomy and initiative develop [17]. Through the mutuality between a mother and
her baby, basic trust evolves through mutual somatic experiences and “unmistak-
able communication” that creates security and continuity. With the presupposition
that humans possess the capacity to make distinctions, the child, equipped with an
innate capacity for intersubjectivity, learns through actions, experiences and com-
munications to differentiate between the mental states of others, between feelings,
and between trustworthy and untrustworthy relations [72].
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1.2.2 A Priori Generalized Trust

Moving to the second quadrant in the top left part of Fig. 1.1, we can see that it is
circumscribed by primary trust and macro-social trust. In the top left quadrant of
Fig. 1.1, a priori generalized trust is above all a fundamental psychosocial feeling,
and it is instantaneously apprehended, quite often without the awareness of those
concerned [53]. Generally speaking, the top left quadrant contains trust which is
characterized by the kinds of social relations in a society where individuals have
certain kinds of social activities. In society, they conceive, create and communicate
their social relations and trust with others. Social differentiation leads to the forma-
tion of social groups, associations and institutions in which individuals are bound
together by impersonal relations. Particularly, in a heterogeneous and complex soci-
ety like ours, trust is person-specific and content-specific [72]. In our society, during
daily life we have to deal with strangers all the time, but here we only deal with one
aspect of a stranger and not with the whole person. For example, we trust a motor
mechanic to find out whether there is a problem in our car and then repair it, but we
don’t trust him/her on anything else, such as conducting a physical examination and
checking whether we have an illness.

In this quadrant, somewhere more towards the intersection, we can place in-group
solidarity [11], which can be taken as a special form of trust. It includes the social
binding and bounding of close in-groups, such as the social cohesion and social ties
within family, friends, neighbors, coactivists, and other communities.

1.2.3 Context-Specific Trust

Now we focus on the third quadrant of Fig. 1.1, and it is bounded by macro-social
and reflective trust. This quadrant includes trust resulting from a variety of forms,
ranging from cooperation to audits, strategies, calculations and so on. The typical
form of trust located in this quadrant is context-specific trust [55], which can be
derived from contextual information.

In the computer science discipline, it is firstly pointed out in [55] that trust is
context sensitive: “Whilst I may trust my brother to drive me to the airport, I most
certainly would not trust him to fly the plane!” Generally, context is any information
characterizing the situation of an entity [75]. An entity, in turn, can be a person, a
place, or an object that is considered relevant to the interaction between a user and
an application, including the user and the application themselves [77]. A typical and
simple context-specific trust evaluation process is as follows: in a trust management
system, regarding entity A who has never interacted with entity B in the past, before
making the decision to have an interaction with B, A asks other entities what are
their trust ratings for B under the target context required by A. Then the trust from A
to B will be established only if the weighted average of the trust ratings from other
entities is larger than a threshold, where the weights of trust ratings are determined
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based on the similarity of the context of a trust rating and the target context required
by A [65].

1.2.4 Inner Dialogicality

Finally, we arrive at the bottom right quadrant of Fig. 1.1, and in this quadrant we
can place inner dialogicality [2]. By inner dialogicality, we mean the capacity of hu-
mans to carry out internal dialogues (i.e., dialogues within the self). For example, it
could include evaluations of one’s own and others’ past experiences and present con-
duct, which reflects personal issues and predicts the future conduct. Inner dialogues
include not only self-confidence but also self-doubt [54]. With inner dialogues, in-
dividuals can develop an awareness of how, where, when and why they can trust or
have confidence in specific others (or in themselves).

With the proposed general structure of trust, any form of trust should fall into
one of these four quadrants. As the forms of trust in the same quadrant have the
similar properties, when we start to analysis a new form of trust, it is possible to
begin the research with analyzing the evaluation approaches for other forms of trust
in the same quadrant and then determine the corresponding evaluation approaches
for the new form of trust.

1.3 Bases of Trust

In the proposed general structure of trust, there are a lot of forms of trust. But, how
to establish trust? Research on identifying the bases of trust attempts to establish
the conditions which lead to the emergence of trust, including psychological, so-
cial, and organizational factors that influence individuals’ expectations about others’
trustworthiness and their willingness to behave trustworthily during an interaction
[1, 31]. The bases of trust are significant to understand trust and measure trust in
computer science.

1.3.1 Dispositional Trust Establishment

Individuals behave differently in their general predisposition to trust different people
[31]. To explain the origins of such dispositional trust, Rotter [68] proposed that
individuals tend to build up general trustworthiness about other people from their
early trust-related experiences (e.g., the basic trust proposed in Section 1.2.1). In
addition, we usually assume that an individual has a relatively stable personality
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characteristic [68] in a certain situation, i.e., a relatively stable dispositional trust
in a certain situation. However, as the dispositional trust is related to individuals’
personal characteristic, it is usually hard to estimate its value directly.

1.3.2 History-based Trust Establishment

In the literature, it has been pointed out that individuals’ willingness to engage in
trusting others is largely a history dependent process [6]. Interactional histories pro-
vide decision makers with useful trust information on the estimation of others’ dis-
positions, intentions and motivations. With the assumption of a relatively stable per-
sonality characteristic, this historical information also provides a basis for making
predictions about others’ future behaviors.

Interactional histories have a significant effect on two psychological facets of
trust judgment.

• First, individuals’ estimations about others’ trustworthiness depend on their prior
expectations about others’ behaviors.

• Second, these expectations vary with subsequent experience, which either vali-
dates or discredits the expectations.

In this regard, history-based trust can be taken as an important basis for establishing
knowledge-based or personalized trust [34].

Personalized knowledge about interaction history can provide important infor-
mation for trust estimation. However, from time to time such knowledge is hard
to obtain. In most situations, it is impossible for decision makers to accumulate
sufficient knowledge about the potential individuals with whom they would like
to transact. As a consequence, a variety of substitutes for such direct personalized
knowledge about interaction history have to be utilized [13] and many other bases
of trust have to be introduced.

1.3.3 Third Parties as Conduits of Trust

Considering the importance of personalized knowledge about interaction history
regarding others’ trustworthiness and its difficulty to obtain, third parties can be
introduced as conduits of trust because of their diffusion of trust-related information.

In our daily life, the most common examples of using third parties as conduits
of trust are gossip and word-of-mouth. These ways can provide a valuable source
of second-hand knowledge about others [8], but the effects of these ways on trust
estimations are complex and do not always have positive effects on the estimation
of others’ trustworthiness. That is because third parties usually tend to disclose only
partial information about others [8]. In particular, when an individual has a strong
relation to a prospective trustee, third parties usually prefer to convey the informa-
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tion which they believe the individual wants to hear, i.e., the information which
strengthens the tie between third parties and the individual [31]. This will increase
the certainty about the trustee’s trustworthiness. Thus, in this situation, third parties
tend to amplify such trust.

Third parties also play an important role in the development and diffusion of
trust in social networks [78]. When there is no sufficient knowledge or interaction
history available, individuals can turn to third parties for transferring their well-
established trust relationships. This provides a base of trust which will be validated
or discredited with subsequent experience.

1.3.4 Category-based Trust Establishment

Category-based trust refers to trust estimation based on the information regarding a
trustee’s membership in a social or an organizational category. For example, we can
take gender, race or age as a social category to establish the category-based trust.
This category information usually unknowingly influences others’ estimations about
the trustee’s trustworthiness.

The theoretical foundation of category-based trust is established from the fact
that due to the cognitive consequences of categorization and ingroup bias, individ-
uals tend to attribute positive characteristics such as cooperativeness and trustwor-
thiness to other ingroup members [7]. As a result, individuals can establish a kind
of depersonalized trust (i.e., category-based trust) on other ingroup members only
based on the awareness of their shared category membership.

1.3.5 Role-based Trust Establishment

Role-based trust focuses on trust estimation based on the knowledge that a trustee
occupies a particular role in an organization rather than that a truster has the specific
knowledge about the trustee’s dispositions, intentions and motivations. To some ex-
tent, it is believable that technically competent role performance is usually aligned
with corresponding roles in organizations [3]. For example, in the case of vehicle
maintenance, we usually trust a motor mechanic to find out whether there is a prob-
lem with the car. Therefore, individuals can establish a kind of trust based on the
knowledge of role relations, even without personalized knowledge or interaction
history.

Role-based trust is established from the fact that there are some prerequisites to
occupy a role in an organization, such as the training and socialization processes
that role occupants have undergone, and their intentions to ensure their technically
competent role performance.
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Role-based trust can also be quite vulnerable, especially during organizational
crises or when novel situations occur which confuse organizational roles or break
down role-based interactions.

1.3.6 Rule-based Trust Establishment

Both formal and informal rules capture much of the knowledge about tacit un-
derstandings regarding transaction behaviors, interactional routines, and exchange
practices [52]. Formal rules are determined by a trust management authority to es-
tablish trust between truster and trustee. For example, with the help of PayPal3, a
buyer can trust an unknown seller for a certain transaction. In contrast, informal
rules are not explicitly determined by any trust management authority. Instead, they
are formed by tradition, religion or routines. For example, in academic environ-
ments, early career researchers usually trust senior researchers to help them and
guide their research path.

Rule-based trust is estimated not on a conscious calculation of consequences, but
rather on shared understandings regarding rules of appropriate behaviors. Regarding
the effects of rules on individuals’ self-perceptions and expectations about other
participants in a social network, rules can create and sustain high levels of trust
within the social network [52].

1.4 Concept of Trust in Multiple Disciplines

Complex social phenomena like trust cannot be properly understood from the per-
spective of a single discipline or in separation from other social phenomena [54].
Although considerable attention to the problem of defining trust has been afforded
[31], as it is understandable that a single researcher cannot master all the knowledge
related to trust in all related disciplines, thus a concise and universally accepted def-
inition of trust has remained elusive, and the concept of trust is usually based on
analysis from the viewpoint of a single discipline, as discussed below.

From the perspective of sociology and history, according to Seligman [71], “trust
enters into social interaction in the interstices of systems, when for one reason or an-
other systematically defined role expectations are no longer viable”. If people play
their roles according to role expectations, we can safely conduct our own transac-
tion accordingly. The problem of trust emerges only in cases where there is “role
negotiability”, i.e., there is “open space” between roles and role expectations [71].

Seligman [71] also points out that trust is a modern phenomenon. What might ap-
pear as trust in premodern societies was nothing but “confidence in well-regulated
and heavily sanctioned role expectations”. Modernity saw the rise of individualism

3 http://www.paypal.com.au/
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and the proliferation of societal roles. There was thus a greater degree of negotiabil-
ity of role expectations and a greater possibility for role conflicts, and this resulted
in a greater potential for the development of trust in modern society.

From the perspective of sociology, Coleman [10] proposes a four-part definition
of trust.

• Placement of trust allows actions that otherwise are not possible, i.e., trust allows
actions to be conducted based on incomplete information on the case in hand.

• If the person in whom trust is placed (i.e., a trustee) is trustworthy, then the
trustor will be better off than if s/he had not trusted. Conversely, if the trustee is
untrustworthy, then the trustor will be worse off than if s/he had not trusted.

• Trust is an action that involves a voluntary transfer of resources (e.g., physical,
financial, intellectual, or temporal) from the truster to the trustee with no real
commitment from the trustee.

• A time lag exists between the extension of trust and the result of the trusting
behavior.

This definition allows for the discussion of trust behaviors, which is useful in
reasoning about human-computer trust and trust behaviors in social institutions.

From the perspective of psychology, trust is the belief in the person who you
trust to do what you expect. Individuals in relationships characterized by high levels
of social trust are more apt to exchange information and to act with benevolence
toward others than those in relationships lacking trust. Misztal [63] points out three
basic things that trust does in the lives of people: It makes social life predictable,
creates a sense of community, and makes it easier for people to work together.

From the perspective of economics, trust is often conceptualized as reliability in
transactions [54].

In all cases, trust involves many heuristic decision rules, requiring the trust man-
agement authority to handle a lot of complex information with great effort in rational
reasoning [9].

1.5 Trust Evaluation in Web Applications

The issue of trust has been studied in some Web application fields.

1.5.1 Trust Evaluation in E-Commerce Environments

Trust is an important issue in e-commerce (EC) environments. At eBay2, after each
transaction, a buyer can give feedback with a rating of “positive”, “neutral” or “neg-
ative” to the system according to the service quality of the seller. eBay calculates the
feedback score S = P−N, where P is the number of positive ratings left by buyers
and N is the number of negative ratings. The positive feedback rate R = P

P+N (e.g.,
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R = 99.1%) is then calculated and displayed on web pages. This is a simple trust
management system providing valuable trust information to buyers.

In [96], the Sporas system is introduced to evaluate trust for EC applications
based on the ratings of transactions in a recent time period. In this method, the rat-
ings of later transactions are given higher weights as they are more important in
trust evaluation. The Histos system proposed in [96] is a more personalized reputa-
tion system compared to Sporas. Unlike Sporas, the reputation of a seller in Histos
depends on who makes the query, and how that person rated other sellers in the
online community. In [74], Song et al. apply fuzzy logic to trust evaluation. Their
approach divides sellers into multiple classes of trust ranks (e.g., a 5-star seller, or
a 4-star seller). In [85], Wang and Lin present some reputation-based trust evalua-
tion mechanisms (such as transaction-specific trust, raters’ credibility and the social
relationship between a rater and ratee) to more objectively depict the trust level of
sellers on forthcoming transactions and the relationship between interacting entities.

1.5.2 Trust Evaluation in P2P Information Sharing Networks

The issue of trust has been actively studied in Peer-to-Peer (P2P) information shar-
ing networks as a client peer needs to know prior to download actions which serv-
ing peer can provide complete files. In [14], Damiani et al. propose an approach for
evaluating the trust of peers through a distributed polling algorithm and the XRep
protocol before initiating any download action. This approach adopts a binary rating
system and is based on the Gnutella1 query broadcasting method. EigenTrust [29]
adopts a binary rating system as well, and aims to collect the local trust values of all
peers to calculate the global trust value of a given peer. Some other P2P studies also
adopted the binary rating system. In [90], Xiong et al. propose a PeerTrust model
which has two main features. First, they introduce three basic trust parameters (i.e.,
the feedback that a peer receives from other peers, the total number of transactions
that a peer performs, the credibility of the feedback sources) and two adaptive fac-
tors in computing the trustworthiness of peers (i.e., transaction context factor and
the community context factor). Second, they define some general trust metrics and
formulas to aggregate these parameters into a final trust value. In [56], Marti et al.
propose a voting reputation system that collects responses from other peers on a
target peer. The final trust value is calculated by aggregating the values returned by
responding peers and the requesting peer’s experience with the target peer. In [99],
Zhou et al. discover a power-law distribution in peer feedbacks, and develop a trust
system with a dynamical selection on a small number of power nodes that are the
most trustworthy in the system.
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1.5.3 Trust Evaluation in Multi-Agent Systems

Trust has also drawn much attention in the field of multi-agent systems. In [76],
Teacy et al. introduce the TRAVOS system (Trust and Reputation model for Agent-
based Virtual OrganisationS) which calculates an agent’s trust on an interaction
partner using probability theory, taking into account the past interactions between
agents. In [21], Griffiths proposes a multi-dimensional trust model which allows
agents to model the trust value of others according to various criteria. In [69],
Sabater et al. propose a model discussing trust development between groups. When
calculating the trust from individual A to individual B, a few factors are consid-
ered, e.g., the interaction between A and B, the evaluation of A’s group to B and
B’s group, and A’s evaluation to B’s group. In [15], a community-wide trust eval-
uation method is proposed where the final trust value is computed by aggregating
the ratings (termed as votes in [15]) and other aspects (e.g., the rater’s location and
connection medium). In addition, this approach computes the trust level of an asser-
tion (e.g., trustworthy or untrustworthy) as the aggregation of multiple fuzzy values
representing the trust resulting from human interactions. In [26], during trust eval-
uation, the motivations of agents and the dependency relationships among them are
also taken into account.

1.5.4 Trust-Aware Recommendation Systems

Conventional recommender systems mainly employ the information filtering tech-
niques for making recommendations. In such systems, collaborative filtering ap-
proaches [25] or content-based filtering approaches [16, 64] are used for making
recommendations, which collect ratings from the users with similar profiles or the
items similar to the one a user liked in the past, respectively. However, these conven-
tional approaches take users individually and do not address the trustworthiness of
recommendations directly. In addition, as pointed out in [70], the sparsity of data in
recommender systems has been an outstanding problem, which makes the filtering
techniques less effective. Nevertheless, the ultimate goal of recommender systems
is to provide high quality and trustworthy recommendations that can very likely
be accepted by users. To this end, using the reviews/recommendations from social
networks has drawn much attention in recent studies [48, 49].

Social influence occurs when one’s emotions, opinions or behaviours are affected
by others4. As indicated in Social Psychology [5, 18, 92], in the real society, a person
prefers the recommendations from trusted friends. In addition, based on statistics,
Sinha et al. [73] and Bedi et al. [4] have demonstrated that given a choice between
the recommendations from trusted friends and those from recommender systems,
in terms of quality and usefulness, trusted friends’ recommendations are more pre-
ferred.

4 http://qualities-of-a-leader.com/personal-mbti-type-analysis/



1 The Roadmap of Trust and Trust Evaluation in Web Applications and Web Services 13

Social networks are important to recommender systems due to the data sparsity
problem [48, 70] and the scenarios in real life that people turn to friends and friends’
friends for soliciting opinions [5, 92], raising the need of trust propagation/inference
in social networks (i.e., evaluating the trust between two non-adjacent participants).
Earlier studies have adopted the averaging strategies [19], multiplication strategies
[41, 81], or probabilistic approaches [32, 33] based on the trust values between
adjacent participants. However, they ignore contextual factors that influence trust
relations and trust inference (e.g., a person’s recommendation role [88] or the social
intimacy between people [45]), and/or simply take the confidence to other people as
a probabilistic value without discussing from where the confidence comes. Most of
the existing studies usually model their approaches intuitively, without following the
principles from Social Science or Social Psychology. In some recent work [45, 46,
47], following the principles in Social Psychology [1, 61], both the recommendation
role resulting from social positions (e.g., a professor) and expertise, and trust and
social intimacy degree between adjacent participants in social networks have been
taken into account.

1.5.5 Trust Evaluation in Social Networks

The studies of social network properties can be traced back to 1960’s when the
small-world characteristic in social networks was validated by Milgram [60] (i.e.,
the average path length between two Americans was found to be about 6.6 hops).
In recent years, sociologists and computer scientists investigated the characteris-
tics of popular online social networks (OSNs) [62] (e.g., Facebook5, MySpace6 and
Flickr7), and validated the small-world and power-law characteristics (i.e., the prob-
ability that a node has a degree k is proportional to k−r, r > 1).

In recent years, the new generation of social network based web application sys-
tems has drawn the attention from both academia and industry. The study in [44]
has pointed out that it is a trend to build up social network based web applications
(e.g., e-commerce or online recruitment systems). In real applications, according to
a survey on 2600 hiring managers in 2008 by CareerBuilder (careerbuilder.com, a
popular job hunting website), 22% of those managers used social networking sites to
manually investigate potential employees. The ratio increased to 45% in June 2009
and 72% in January 2010. In Oct. 2011, eBay2 announced their strategic plan to
deepen the relationship with Facebook5 for creating a new crop of e-commerce ap-
plications with social networking features, integrating both their e-commerce plat-
form and social networking platform seamlessly8.

5 http://www.facebook.com
6 http://myspace.com
7 http://flickr.com
8 refer to the Reuters news “eBay and Facebook unveil e-commerce partnership” at
http://www.reuters.com/article/2011/10/12/ebay-facebook-idUSN1E79B22Y20111012
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In the literature, the issue of trust becomes increasingly important in social net-
works. In [81], Walter et al. identify that network density, the similarity of prefer-
ence between agents, and the sparseness of knowledge about the trustworthiness of
recommendations are crucial factors for trust-oriented recommendations in social
networks. However, the trust-oriented recommendation can be attacked in various
ways, such as sybil attack, where the attacker creates a potentially unlimited number
of identities to provide feedback and increase trust level. In [94], Yu et al. present
SybilGuard, a protocol for limiting the corruptive influences of sybil attacks, which
depends on the established trust relationship between users in social networks.

Trust propagation, during which the trust of a target agent can be estimated from
the trust of other agents, is an important problem in social networks. In [20], Gol-
beck et al. present trust propagation algorithms based on binary ratings. In social
networks, many more non-binary trust propagation approaches have been proposed.
In [22], Guha et al. develop a framework dealing with not only trust propagation
but also distrust propagation. In [24], Hang et al. propose an algebraic approach to
propagating trust in social networks, including a concatenation operator for the trust
aggregation of sequential invocation, an aggregation operator for the trust aggrega-
tion of parallel invocation, and a selection operator for trust-oriented multiple path
selection. In [79], Victor et al. present a trust propagation model, which takes into
account fuzzified trust, fuzzified distrust, unavailable trust information and contra-
dictory trust information simultaneously.

1.6 Trust Evaluation in Service-Oriented Environments

In recent years, Service-Oriented Computing (SOC) has emerged to be an increas-
ingly important research area attracting attention from both the research and in-
dustry communities [50, 66]. In SOC applications, various services are provided to
clients by different providers in a loosely-coupled environment. In such context, a
service can refer to a transaction, such as selling a product online (i.e., the traditional
online services), or a functional component implemented by Web service technolo-
gies [41]. When a client looks for a service from a large set of services offered
by different service providers, in addition to functionality, the reputation-based trust
level of a service provider is a very important concern from the view point of the ser-
vice client [28, 41, 43, 50]. It is also a critical task for the trust management authority
to be responsible for maintaining the list of reputable and trustworthy services and
service providers, and making these information available to service clients [66].

In general, in a trust management mechanism enabled system, service clients can
provide feedback and trust ratings after transactions. Then, the trust management
system can calculate the trust value based on collected ratings reflecting the quality
of recent transactions, with more weights assigned to later transactions [36, 82]. The
trust value can be provided to service clients by publishing it on web or responding
to their requests [36, 42]. An effective and efficient trust management system is
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highly desirable and critical for service clients to identify potential risks, providing
objective trust results and preventing huge financial loss [28].

In the literature, the issue of trust has received much attention in the field of
SOC. In [80], Vu et al. present a model to evaluate service trust by comparing the
advertised service quality and the delivered service quality. If the advertised service
quality is as good as the delivered service quality, the service is reputable. In [86],
Wang et al. propose some trust evaluation metrics and a formula for trust compu-
tation with which a final trust value is computed. In addition, they propose a fuzzy
logic based approach for determining reputation ranks that particularly differentiate
the service periods of new and old (long-existing) service providers. The aim is to
provide incentives to new service providers and penalize those old service providers
with poor service quality. In [51], Malik et al. propose a set of decentralized tech-
niques aiming at evaluating reputation-based trust with the ratings from clients to
facilitate the trust-oriented selection and composition of Web services. In [12], Con-
ner et al. present a trust model that allows service clients with different trust require-
ments to use different weight functions that place emphasis on different transaction
attributes. This customized trust evaluation provides flexibility for service clients to
have different trust values from the same feedback data.

Now let us introduce some important topics on trust evaluation in service-
oriented environments.

1.6.1 Trust Vector and Its Evaluation

In the literature, in most existing trust evaluation models [14, 29, 43, 76, 80, 84, 86,
90, 96], a single final trust level (FTL) is computed to reflect the general or global
trust level of a service provider accumulated in a certain time period (e.g., in the lat-
est 6 months). This FTL may be presumably taken as a prediction of trustworthiness
for forthcoming transactions. Single-trust-value approaches are easily adopted in
trust-oriented service comparison and selection. However, a single trust value can-
not preserve the trust features well, e.g., whether and how the trust trend changes.
Certainly, a full set of trust ratings can serve for this purpose, but it is usually a large
dataset as it should cover a long service period. A good option is to compute a small
dataset to present a large set of trust ratings and well preserve its trust features.

In [36, 42], Li and Wang propose a trust vector with three values, including final
trust level (FTL), service trust trend (STT) and service performance consistency
level (SPCL), to depict a set of trust ratings. In addition to FTL, the service trust
trend indicates whether the service trust ratings are becoming worse or better. STT is
obtained from the slope of a regression line that best fits the set of ratings distributed
over a time interval. The service performance consistency level indicates the extent
to which the computed STT fits the given set of trust ratings. However, the computed
trust vector can represent the set of ratings well only if these ratings imply consistent
trust trend changes and are all very close to the obtained regression line.
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In a more general case with trust ratings for a long service history, multiple time
intervals (MTI) have to be determined, within each of which a trust vector can be
obtained and can represent well all the corresponding ratings. In [40], Li and Wang
propose three trust vector based MTI analysis approaches, which are better than the
two existing boundary included MTI algorithms in [82]. The proposed bisection-
based boundary excluded greedy MTI algorithm has a lower time complexity, and
it is much faster than any of the other four MTI algorithms. The proposed boundary
mixed optimal MTI analysis algorithm can guarantee the representation of a large
set of trust ratings with a minimal set of values while highly preserving the trust
features. Therefore, a small set of data can represent well a large set of trust ratings
with well preserved trust features.

In the literature, there exist some other approaches using trust vectors, with dif-
ferent focuses. In [67], Ray et al. propose a trust vector that consists of the experi-
ence of a truster about a trustee, the knowledge of the truster regarding the trustee
for a particular context, and the recommendation of other trustees. The focus of this
model is how to address these three independent aspects of trust in evaluations. In
[98], Zhao et al. propose a method using a trust vector to represent the directed link
with a trust value between two peers. The trust vector includes a truster, a trustee and
the trust value that the truster gives to the trustee. In [84], Wang et al. propose an ap-
proach to evaluate situational transaction trust in e-commerce environments, which
binds a new transaction with the trust ratings of previous transactions. Since the situ-
ational trust vector includes service specific trust, service category trust, transaction
amount category specific trust and price trust [83], it can deliver more objective
transaction specific trust information to buyers and prevent some typical attacks.

1.6.2 Trust Evaluation in Composite Services

To satisfy the specified functionality requirement, a service may have to invoke other
services forming composite Web services with complex invocations and trust depen-
dency among services and service providers [59]. Meanwhile, given a set of various
services, different compositions may lead to different service structures. In [57, 58],
Medjahed et al. present some frameworks and algorithms for automatically gen-
erating composite services from specifications and rules. Although these certainly
enrich the service provision, they greatly increase the computation complexity and
thus make trustworthy service selection and discovery a very challenging task.

In real applications, the criteria of searching services should take into account
not only functionalities but also other properties, such as QoS (quality of service)
and trust. In the literature, a number of QoS-aware Web service selection mech-
anisms have been developed, aiming at QoS improvement in composite services
[23, 89, 97]. In [97], Zeng et al. present a general and extensible model to evaluate
the QoS of composite services. Based on their model, a service selection approach
has been introduced using linear programming techniques to compute optimal ex-
ecution plans for composite services. The work in [23] addresses the selection and
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composition of Web services based on functional requirements, transactional prop-
erties and QoS characteristics. In this model, services are selected in a way that
satisfies user preferences, expressed as weights over QoS and transactional require-
ments. In [89], Xiao et al. present an autonomic service provision framework for
establishing QoS-assured end-to-end communication paths across domains. Their
algorithms can provide QoS guarantees over domains. The above works have their
merits in different aspects. However, none of them has taken parallel invocation into
account, which is fundamental and one of the most common existing invocations in
composite services [59, 95].

Menascé [59] adopts an exhaustive search method to measure service execution
time and cost involving probabilistic, parallel, sequential and fastest-predecessor-
triggered invocations. However, the algorithm complexity is exponential. Yu et al.
[95] study the service selection problem with multiple QoS constraints in composite
services, and propose two optimal heuristic algorithms: the combinatorial algorithm
and the graph-based algorithm. The former one models the service selection as a
multidimension multichoice 0-1 knapsack problem. The latter one can be taken as a
multiconstraint optimal path problem. Nevertheless, none of these works addresses
any aspect of trust.

As pointed in [93], in richer service environments such as SOC or e-commerce,
a rating in [0,1] is more suitable. In [91], Xu et al. propose a reputation-enhanced
QoS-based Web service discovery algorithm for service matching, ranking and se-
lection based on existing Web service technologies. Malik et al. [51] propose a set of
decentralized techniques aiming at evaluating reputation-based trust with the ratings
from peers to facilitate trust-based selection and composition of Web services.

1.6.3 Subjective Trust Evaluation

Conceptually, if the trust value is in the range of [0,1], it can be taken as the subjec-
tive probability by which, one party expects that another party can perform a given
action [28].

In [27], Jøsang describes a framework for combining and assessing subjective
ratings from different sources based on Dempster-Shafer belief theory, which is a
generalization of the Bayesian theory of subjective probability. Wang and Singh
[87] set up a bijection from subjective ratings to trust values with a mathematical
understanding of trust in a variety of multiagent systems. However, their models
use either a binary rating (positive or negative) system or a triple rating (positive,
negative or uncertain) systems that are more suitable for security-oriented or P2P
file-sharing trust management systems.

Considering service invocation structures in composite services, in [37] Li and
Wang propose a global trust evaluation approach, in which each rating is in the range
of [0,1]. However, this approach has not taken the subjective probability property
of trust into account. In [41], Li et al. propose a Bayesian inference based subjec-
tive trust evaluation approach which aggregates the subjective ratings from clients.
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Nevertheless, this approach still has some drawbacks. Firstly, it assumes that the
trust ratings of each service component conform to a normal distribution, which is
continuous. However, trust ratings adopted in most existing rating systems2,9,10 are
discrete numbers. Thus, they cannot conform to a continuous distribution. Secondly,
the proposed subjective probability approach (Bayesian inference) is to evaluate the
trust values of service components, which is not used in the global trust evaluation
of composite services. Therefore, although service invocation structures have been
taken into account, the global trust evaluation of composite services does not keep
the subjective probability property of trust. As in most existing rating systems2,9,10

trust ratings are discrete numbers, the numbers of the occurrences of all ratings of
each service component conform to a multinomial distribution [38]. Hence, in [38]
Li and Wang propose a subjective trust estimation approach for service components
based on Bayesian inference, which can aggregate the non-binary discrete subjec-
tive ratings given by service clients and keep the subjective probability property
of trust ratings and trust results. Although the joint subjective probability approach
proposed in [38] considers the trust dependency between service components caused
by direct invocations, it does not take into account the composition of trust depen-
dency, which is caused by indirect invocations in composite services. To solve this
problem, in [39], on the basis of trust dependency caused by direct invocations, Li
and Wang propose a SubjectivE probabiLity basEd deduCTIVE (SELECTIVE) ap-
proach to evaluate the subjective global trustworthiness of a composite service. All
these processes follow subjective probability theory and keep the subjective proba-
bility property of trust in evaluations.

1.7 Trust Evaluation Taxonomy

Trust evaluation is based on the trusters’ knowledge of trust, which is only in the
trusters’ minds. This makes the analysis process highly human-dependent and there-
fore prone to errors. Knowledge of trust can be abstract/general, or domain/application
specific, etc. From different viewpoints, the trust evaluation approaches in Web ap-
plications (e.g., the ones presented in Section 1.5) can be categorized into different
taxonomies as follows.

1.7.1 Trust Evaluation Technique Based Taxonomy

Similar to the taxonomy in [15, 82], we can categorize the above mentioned trust
evaluation approaches in Web applications as follows according to their computa-
tion techniques. Some approaches may correlate to more than one category.

9 http://www.epinions.com/
10 http://www.youtube.com/
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• Category 1: In this category, to evaluate trust it adopts the approach of calculating
the summation or weighted average of ratings, like the models in [15, 21, 84, 86,
90, 96].
In addition, based on the additive approach, a few studies address how to compute
the final trust value by considering appropriate metrics. For example, later trans-
actions are more important [96]; the evaluation approach should provide incen-
tive to consistently good quality services and punish malicious service providers
[86, 90]. Some other studies also consider context factors, e.g., the new transac-
tion amount and service category [84], the rater’s profile and location [15], or the
relationship between the rater’s group and the ratee [21].

• Category 2: This category addresses the subjective property of trust for trust rat-
ing aggregation, e.g., the work in [27, 38], where subjective probability theory is
adopted in trust evaluation.

• Category 3: The approaches in this category (e.g., [76]) adopt Bayesian systems,
which take binary ratings as input and compute reputation scores by statistically
updating beta probability density functions (PDF).

• Category 4: This category uses flow models, e.g., in [12, 20, 22, 24, 79, 81, 94,
96, 99], which compute the trust of a target through some intermediate partici-
pants and the trust dependency between them.

• Category 5: While each of the above categories calculates a crisp value, the last
category adopts fuzzy models, e.g., in [15, 86], where membership functions are
used to determine the trustworthiness of targets.

1.7.2 Trust Structure Based Taxonomy

According to the general structure of trust described in Section 1.2, the trust evalua-
tion approaches in Web applications (e.g., the ones presented in Section 1.5) can be
categorized into the first quadrant of Fig. 1.1. This is not a big surprise since each
trust evaluation approach in Web applications focuses on trust in a specific envi-
ronment (e.g., e-commerce, P2P networks, service-oriented computing, multi-agent
systems or social networks), and reflective and macro-social trust belongs to the
first quadrant. In contrast, the second and third quadrants focus on primary (taken-
for-granted) trust, and there is no necessity to have any trust evaluation approach in
these quadrants. The fourth quadrant focuses on self trust evaluation.

1.7.3 Trust Bases Based Taxonomy

According to the bases of trust proposed in Section 1.3, the trust evaluation ap-
proaches presented in Section 1.5 can be analyzed as follows to find out which base
of trust is adopted in each trust evaluation approach. Some approaches may be based
on more than one bases of trust.
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• Dispositional Trust focuses on the personality of a truster, with the assumption
of a relatively stable personality characteristic, like the model in [76].

• History-based Trust is the most widely adopted trust base in trust evaluation. For
example, it has been taken into account in [12, 14, 26, 29, 51, 56, 69, 74, 80, 84,
85, 86, 90, 96, 99].

• Third Parties as Conduits of Trust is another widely adopted trust base to evaluate
trust. For example, it has been adopted by the models in [20, 22, 24, 26, 27, 69,
76, 79, 81, 94, 99].

• Category-based Trust addresses the information regarding a trustee’s member-
ship in a social or organizational category, e.g., in [69].

• Role-based Trust uses the knowledge that a trustee occupies a particular role in
the organization, e.g., the work in [15, 26, 85].

• Rule-based Trust specifies formal or informal rules, which can determine trust,
like the models in [21, 27, 86].

1.8 Conclusions

This chapter provides a general overview of the research studies on trust and trust
evaluation. Conceptually, we present the general structure of trust, the bases of
trust and the concepts of trust in different disciplines. The general structure of trust
presents a general cross-disciplinary analysis of trust, and provides a general picture
containing all kinds of trust. The bases of trust illustrate what leads to the emergence
of trust. The concepts of trust present different aspects of trust from the different
viewpoints of different disciplines.

In addition, the typical trust evaluation methods are introduced in a variety of
Web application areas, including e-commerce, P2P networks, multi-agent systems,
recommendation systems, social networks and service-oriented computing. Finally,
these trust evaluation methods in Web applications can be categorized into differ-
ent taxonomies. The trust evaluation methods presented in this chapter cover a wide
range of applications and are based on many different types of mechanisms, and
there is no single trust evaluation method that will be suitable in all contexts and ap-
plications. This roadmap provides not only the necessary background for on-going
research activities and projects, but also the solid foundations for deciding on po-
tential future research on trust evaluation in broader contexts.
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