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Abstract

Web services specification provides an open standard for
the distributed service oriented architecture. It is widely
used in Internet and pervasive networks supporting wire-
less mobile devices. A mobile agent is a composition of com-
puter software and data which is able to migrate from one
host to another autonomously and continue its execution on
the destination host. Mobile agent technology can reduce
the bandwidth requirement and tolerate the network faults
- able to operate without an active connection between
clients and server. Hence, the applications of the combi-
nation of mobile agents and web service have been widely
investigated in recent years. However, the security issue is
still of a major concern. In this paper, we propose a novel
agent-based web service security scheme. This scheme pro-
vides a new authentication protocol without using the user-
name/password pair, which is infeasible for mobile agent,
and gives an alternative method to current security mech-
anism without using Certification Authorities (CA) based
public key infrastructure. With this scheme, we can simplify
the key management and reduce the computation particu-
larly for group-oriented web services.

1. Introduction

Mobile communication networks provide us flexibility
for working at any time, nearly anywhere and in many
forms. More and more flexible-working users heavily de-
pend on it to connect to information sources and network
services. However, current Internet and pervasive networks
using wireless mobile devices have several shortcomings.
First of all, the wireless Internet reliability depends on
where the users are as well as the strength of the reception
signal, it may be unreliable. Moreover, the wireless connec-
tions are usually of low bandwidth and high latency. This
may lead to time consuming and cost user more money.
Web services and mobile agents technologies can compen-
sate each other and overcome these weaknesses. Web ser-

vices are reusable web-applications that are means to share
services and information between other applications [15].
The W3C defines a Web service as a software system de-
signed to support interoperable machine-to-machine inter-
action over networks. It refers to those services that use
SOAP-formatted XML envelopes and have their interfaces
described by WSDL. Web services use XML and the HTTP
network protocol. This makes the Web services nearly un-
limitedly potential. Any program can be mapped to Web
services. XML can accommodate any data type and struc-
ture. Additionally, Web services technologies bridge any
operating system, hardware platform, or programming lan-
guage and create an open era for distributed computing [11].

Mobile agents are software programs that move between
heterogeneous networks taking their state with them to per-
form tasks on behalf of their owners and customers in an
autonomous fashion. A mobile agent can reduce latency
and improve the use of bandwidth because they execute
the task locally on the remote host’s platform. Moreover,
agents can handle the intermittently connected networks.
Hence, the applications of the combination of mobile agents
and Web services have been widely investigated in recent
years [18, 14, 7, 2, 5].

On the other hand, the mobile agent and Web services
security is still of a primary concern for applications. Cur-
rently, Web services and mobile agent security is mostly
based on Certification Authorities (CA) based public key in-
frastructure. Consequently, a trusted third party is required
in advance. Users must have their key pairs and the service
owner must manage all the users’ public key and encrypted
data using different keys. In some applications, this may be
not necessary such as services just for particular groups.

In this paper, we present a new mobile agent and
Web services security scheme. This security scheme em-
ploys a novel Identity-based public key system and pro-
vides a new authentication protocol without using the
username/password pair, which is infeasible for mo-
bile agents, and gives an alternative method to current
security mechanism without using the Certification Author-
ities (CA) based public key infrastructure. It simplifies the



key management and reduces the computation cost particu-
larly for group-oriented Web services.

The rest of this paper is organized as follows. In Sec-
tion 2, we introduce related notations and works. Section
3 presents our new scheme for the integration of Web ser-
vices and mobile agents. Finally, some concluding remarks
are provided in Section 4.

2. Web Services, Mobile Agent and Security
Issues

Web services specification provides an open stan-
dard for distributed service oriented architecture. Web
services standards employ several XML-based tech-
nologies to transport and transform data into and out of
programs and database [11] such as Web Services Descrip-
tion Language (WSDL), Simple Object Access Protocol
(SOAP), Universal Description, Discover, and Integra-
tion (UDDI). These basic standards are used together
for Web Services. Figure 1 shows Web services proce-
dure. When a business Web service is produced, it is
put in a UDDI for advertising. The service provider’s
WSDL file describes the methods and required parame-
ters for the Web service. Messages are exchanged through
the SOAP protocol, which exchanges information us-
ing GET/POST over HTTP.

Figure 1. Web Service

A mobile agent is a composition of computer software
and data, which is able to migrate from one host to an-
other autonomously and continue its execution on the desti-
nation host [3]. A mobile agent has five attributes: state, im-
plementation, interface, identifier, and principals (see Fig-
ure 2). A mobile agent migrates to the services host to en-
able fast local interaction with the service such as analy-
sis and search method and then only brings back the neces-
sary result. Furthermore, a mobile agent user has to connect
to the service server only when launching agents and re-
ceiving agents, and can select the more stable and faster re-
sponse hosts to interact with. Apart from that, mobile agent

systems also support cloning and complement migration.
If an agent accesses multiple services in local hosts, dis-
patching a clone with necessary data can reduce the migra-
tion cost [16, 17]. Thus mobile agent technology can reduce
the bandwidth requirement and tolerate the network faults -
able to operate without an active connection between clients
and servers. Mobile agents can encapsulate protocols, exe-
cute asynchronously and autonomously, and adapt dynam-
ically. They are naturally heterogeneous, robust and fault-
tolerant [3].

Figure 2. Mobile Agent

In addition, the Internet has been extended from worksta-
tions, desktops and notebooks to PDAs, mobile phones and
other small mobile devices. Web services have been widely
used in Internet and pervasive networks using wireless mo-
bile devices such as notebooks and PDAs. On the other
hand, the current Web server centric approach can only be
used online or when a service provider offers a certain ser-
vice. Moreover, it must be connected to appropriate server.
The integration of mobile agents and Web service technolo-
gies can overcome these shortcomings. Hence, the applica-
tions combining mobile agents and Web services technol-
ogy have drawn much attention in recent years [18, 14, 7, 2,
5].

Dominic Cooney et al. proposed a model for implement-
ing Web services with mobile agents [2]. Fuyuki Ishikawa
et al. implemented a mobile agent system for Web service
integration [6] and proposed a general framework for ”Mo-
bile Web Services” in [7]. Riccardo Pascotto presented the
ACTS AMASE project which described a mobile agent ap-
proach for users’ access to network-based services [13].
Jan Peters introduced an integration architecture of mobile
agents and Web services [14]. Wassam Zahreddine et al.
presented an agent-based approach for composite mobile
Web services over mobile devices [18].

Some combination schemes of agents and Web services
are also presented by other studies [5, 4, 10, 9, 12].

However, the security of mobile agents and Web services
is still a major concern. In practice, both Web services and



mobile agent security are based on the public key infras-
tructure (PKI). It consists of the certificates of different par-
ties issued by Certification Authorities (CA), a repository
for retrieving certificates, a method of revoking certificates,
and a method of evaluating a chain of certificates from pub-
lic keys that are known and trusted in advance to the target
name [8].

On the other hand, such an existing security scheme has
its drawbacks. Namely, all the users must have his/her pub-
lic/private key pair based on PKI, and the service server
must verify and manage all users’ public keys. In addition,
the service server has to search the user’s public keys and
use different keys for different users to encrypt messages
whenever they send a message to a user. Furthermore, the
username/password tokens are required in order to do the
authentication. However, in the mobile agent system, the
mobile agents could not take any password or private key
with them for security reasons. This has been a big chal-
lenge for mobile agent security research community. In the
following section, we propose a new mobile agent and Web
services security scheme. In this security scheme, we do not
need Certification Authority (CA) based public key infras-
tructure. We adopt the ID-based encryption scheme so the
mobile agent is not required to carry a password for authen-
tication. Furthermore, the server only needs one key to en-
crypt one service that is available to a group of users.

3. A New Security Scheme for Integration of
Agent and Web Services

In this section, we first briefly introduce the integration
system of mobile agent and Web services. Then we present
the Boneh-Franklin ID-based public key scheme. Then we
present new scheme system setup, authentication scheme
and the secure Web service scheme.

3.1. System Description

Assume there is a Web services provider who provides
a set of Web services and there are a number of users who
have mobile agent enabled devices. Users can subscribe to
or are assigned to any of the Web services and form several
groups. Each corresponds to the users who subscribe to a
specific service resource. Assume the Web service provider
(WSP) can act as a Key Distribution Centre (KDC) and have
the secure channels to distribute keys to the users. Letl de-
note the cardinality of the Web service resources denoted
asr1, r2, · · ·, rl. All the users who subscribe to or are as-
signed to the same Web service resource form a group (G)
denoted asG[1], G[2], · · ·, G[l]. For example, suppose that
WSP provides several related Web services resource i.e. (r1,
r2 and r3). The corresponding mobile agent enabled user
groups areG[1] for accessingr1; G[2] for accessingr2, and

G[3] for accessingr3. Users can subscribe to or be assigned
one to all of the Web Services resources. Based on our pro-
tocol, each client may join, leave a group or switch from
one group to another dynamically. The integration of mo-
bile agent and Web services or Mobile Web service can have
three types of composition: parallel, sequential, and combi-
nation.

3.2. Boneh-Franklin ID-based Public Key Scheme

We introduce Boneh-Franklin ID-based public key
scheme [1] on which our new scheme is based. ID-based
public key scheme includes a trusted Key Distributor Cen-
ter (KDC) and users. The basic operations consist of set up,
private key extraction, encryption and decryption. KDC se-
lects a large primep = 2q + 1 whereq is also a prime
and then runs parameter generator to generate an addi-
tive groupG1 and a multiplicative groupG2 (both have or-
derp) and a bilinear pairinĝe : G1 ×G2 → G2. It chooses
an arbitrary generatorP ∈ G1 and defines two one-way
hash functions:H1{0, 1}∗ → G1, H2 : G2 → {0, 1}.

• Set UP: KDC chooses a random number
s ∈ Z∗

q and sets public keyPpub = sP ,
then the KDC publishes system parameters
params = {G1, G2, q, P, Ppub,H1,H2}, and
keeps keys as master key

• Extraction : a user submits his identity information
ID to KDC. KDC computes the user’s public key as
QID = H1(ID), and returns his private keySID =
sQID using secure channel.

• Encryption : Let m denote the message to be en-
crypted. The KDC computesU = rP wherer ∈R Z∗

Q,
and

V = m⊕H2(ê(Ppub, rQID) (1)

Then KDC sends the ciphertext (U,V) to users.

• Decryption: User can perform Decryption by comput-
ing

V ⊕H2(ê(U, SID)) = V ⊕H2(ê(rP, sQID))

= V ⊕H2(ê(sP, rQID))

= V ⊕H2(ê(Ppuc, rQID)) = m (2)

3.3. New Scheme System Setup

Based on the ID-based encryption algorithm introduced
in previous section, the Web services provider (WSP) select



system parametersp, q, and two groupsG1, G2 and com-
putes the system public keyPpub = sP which are then sent
to all members who have registered with WSP. WSP also se-
lects two strong public one-way functionsH1 : {0, 1}∗ →
G1 andH2 : G1 → {0, 1}∗.

Any user who wants to subscribe to or is assigned any
Web service has to register with the WSP and become a
member. We assume that there is a secure channel between
each user and the WSP. The user applies to join the group
and provides his/herID . The WSP authorizes a privileged
user by sending him/her a private keySID = sQID, where
QID = H1(ID). After registration, users become mem-
bers and they can subscribe to or are assigned to any Web
services.

Assume members subscribe to or be assigned to some
Web service resourcesr1, r2, · · ·, rl and then become a
member of the Web services. Consequently, the Web ser-
vice provider can manage an ∗ l matrixS as follows.

S =


S11 S12 · · · S1k · · · S1l

S21 S22 · · · S2k · · · S2l

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
Sm1 Sm2 · · · Smk · · · Sml

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
Sn1 Sn2 · · · Snk · · · Snl


WhereSmk = 1 if the userum is a member of Web ser-

viceG[k], i.e.um is in groupG(k). Smk = 0 if the userm
is not a member of Web serviceG[k], i.e.um is not in group
G(k). n is the number of the users;l is the number of the
services;k denotes the Web service(1 ≤ k ≤ l); andm the
user(1 ≤ m ≤ n).

3.4. Mobile Agent and Web Services Authentica-
tion Scheme

Our new security scheme for the integration system of
mobile agent and Web services consist of mobile agent user
authentication and Web service data encryption algorithms.
In this section, we present an authentication scheme. As
we mentioned in previous section, each user has a unique
identificationIDi. No matter which user launched the mo-
bile agent to the Web service system, the WSP can verifies
whether the mobile agent is really from the legitimate user
or not.

3.4.1. Signature SchemeTo sign a messagem ∈ {0, 1}∗,
user Ui selects a random numberr ∈ Zq, a generator
P ∈ G1, and a public hash functionH2 : {0, 1}∗ → Zq

and computesRi ← rQi and

Si ← (H2(m,Ri) + r)sIDi . (3)

The signature is now a triple(Ri, Si,m).

To verify the signature, the verification is conducted as
follows:

ê(Si, P ) ?= ê(H2(m,Ri)H1(IDi) + Ri, Ppub). (4)

3.4.2. Authentication SchemeThe scheme works as fol-
lows. The WSP sets up the system by following the algo-
rithm presented in the preceding section and then distributes
each user’s secret key via secure channels separately. At
this stage, each legitimate user has a public keyPpub, se-
cret signing keysIDi

, and a unique identificationIDi.
Before launching the mobile agent, the user sign the mes-

sageMr using his/her secret signing keysIDi and gen-
erate a signature triple(Ri, Si,Mr), whereRi ← rQi,
Si ← (H2(Mr, Ri) + r)sIDi

, andMr is the message.
When the WSP receives the signing register message, it

can verify the signature using the public keyPPUB and the
sender’sIDi.

ê(Si, P ) ?= ê(H2(Mr, Ri)H1(IDi) + Ri, PPUB). (5)

3.5. Secure Web Services Scheme

In this section, we present the second part of our scheme,
i.e. the Web service data encryption. After the Web service
system verified that the mobile agent owner is legitimate,
the mobile agent can move in the Web Server and acquire
all the service data. In order to keep the confidentiality, all
the data with the mobile agent is required to be encrypted.
In this scheme, there is one encryption key for each ser-
vice. We can have two methods to encrypt the data before it
is transferred to the mobile agent. If the data set is not large,
the data can be encrypted directly with the service encryp-
tion key, and only the legitimate user can decrypt it. If the
data set is large, we can use the session key for this service
to encrypt the data, then encrypt the session key with the
service encryption key. After the mobile agent user receives
the encrypted data, she/he can decrypt the session key first
using her/his private key, and then decrypt the data with the
session key. We present this scheme first and then discuss
rekeying scheme for member changes and the rekeying for
service changes.

3.5.1. Secure schemeThis scheme consists of the follow-
ing three steps: Encryption Setup, Encryption process and
Decryption process.

Encryption Setup
In order to provide thel Web services to corresponding

members, Web service provider needs to set up the follow-
ing parameters.

• Select a random numberr ∈ Z.

• ComputeR = rP

• Computexi = ê(rQIDi
, Ppub).

whereê is the Weil pairing mapping.



• Compute the following polynomial function
fk(x) =

∏n
i′=1(x − si′kxi′)/(xn−m)modp =∏m

i=1(x− xi) modp
wherem =

∑n
i=1 Sik, (1 ≤ i ≤ n)(1 ≤ k ≤ l); k

denotes the Web services groupG[k], i.e all the mem-
bers who subscribe to or are assigned to the Web ser-
vice resourcek.

We have the following equation:∏m
i=1(x− xi) =

∑m
i=0 aikxi modp

Therefore we obtain the followings:

a0k =
m∏

j=1

(−xj) (6)

a1k =
m∑

i=1

m∏
j=1,j 6=i

(−xj) (7)

· · ·

am−2,k =
m∑

i=1

m∑
j=i+1

(−xi)(−xj) (8)

am−1,k =
m∑

j=1

(−xj) (9)

amk = 1 (10)

{aik} satisfy
∑m

i=0 aikxjk = 0 modp, j = 1, · · ·,m.
We can use the set{aik} to construct the corresponding

exponential functions.

{a0kP, a1kP, a2kP, · · ·, ankP}

≡ {P0k, P1k, P2k, · · ·, Pmk} (11)

Encryption
Let Mk ∈ {0, 1}∗ be the Web service groupG[k] secret

key or session key, then we can encrypt it as follows.

• Select a random numberRk ∈ Z and a random num-
berDk ∈ G1.

• Compute(m + 2) tuple

Tk ← (R,Mk ⊕H2(Dk), Dk

+RkP0k, RkP1k, · · ·, RkPmk)

= (R,Ck, C0k, C1k, · · ·, Cmk) (12)

• BroadcastTk to usersG[k]

Decryption
When the members in groupG[k] receive theTk, they

can decrypt the correspondent session key by using his/her
private key as follows.

ê(SIDi
, R) = ê(sQIDi

, rP ) = ê(rQIDi
, Ppub) = xi

(13)

C0k+
m∑

j=1

xj
iCjk = Dk+Rk(a0k,+a1kxi+···,+amkxm

i )P

= Dk (14)

Ck ⊕H2(Dk) = Mk (15)

If a member does not subscribe to data stream group
G[k], she/he will not be able to decrypt the session key.
Hence s/he can not get the session key. This is because for
any member not belonging toG[k],

∑m
i=0 aikxi

j 6= 0 mod
p.

3.5.2. Re-keying for Member Changes and Ser-
vice Changes.

Member Changes (Members Join, Leave and Switch
Web Service Groups)

In order to maintain the forward secrecy and backward
secrecy, when a member changes to another Web services
groupG[k], the Web service provider needs to re-key the
corresponding Web service group session key. This includes
cases where new members join, old members leave, and an
existing member switches from one or several Web service
groups to another one or several Web service groups.

Here we consider the case where one member switches
from one Web service group to another. The join and leave
operations are similar to the group switch operation. Sup-
pose that a memberum unsubscribes from the web service
groupG[k] and subscribes to Web service groupG[k

′
](k 6=

k′), then the Web service provider needs to update the Web
service group registration matrixS as shown below.

S =


S11 S12 · · · S1k · · · S1k′ · · · S1l

S21 S22 · · · S2k · · · S2k′ · · · S2l

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
Sm1 Sm2 · · · Smk · · · Smk′ · · · Sml

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
Sn1 Sn2 · · · Snk · · · Snk′ · · · Snl


Here theSmk is set to 0, andsmk′ is set to 1.
Then the Web service provider needs to recom-

pute fk(x) to revoke the memberum from Web service
groupG[k], and then recomputefk′

(x) to add the mem-
berum to data groupG[k′]. Consequently, the Web service
provider can get the new set{aik} and{aik′} and then en-
crypt those two Web service session keys by computing the
two (m + 2) tuplesT andT ′.



T k ← (Rk,Mk⊕H2(Dk), Dk+RkP0k, RkP1k, ···, RkPmk)

T k′
← (Rk′ ,Mk′ ⊕H2(Dk′), Dk′+

Rk′P0k′ , Rk′P1k′ , · · ·, Rk′Pmk′) (16)

The corresponding Web service group members need to
decrypt the session key by using their ID-based private keys.

When a new member joins the group, the Web service
provider only needs a new row in the registration matrix,
then recomputes the relatedTk which is similar to the mem-
ber’s switch into the new Web service group.

When an existing old member leaves the group, the Web
service provider needs to remove one line in the registration
matrix or just set all values to 0, and then recompute the re-
latedTk which is similar to the member’s switch away from
one Web service group.

Web Service Changes (Web Services Provider adds
or removes Web service)

When a Web service provider wants to add a new Web
service, s/he only needs to add a new column in the regis-
tration matrix, then recompute the related parameters.

When the Web service provider wants to remove a Web
service, the process is much easier; s/he only removes the
corresponding column in the registration matrix.

4. Conclusion

In this paper, we have proposed a new security scheme
for the integration of mobile agents and Web services. In
this security scheme, a mobile agent can be employed to
autonomously search Web services on behalf of the cus-
tomers. Additionally, Web services security is based on an
ID-based public key management algorithm. With this mo-
bile agent authentication scheme, the mobile agent owner
can be verified before providing service. This scheme pro-
vides an alternative to the current literature without using
Certification Authorities (CA) based-public key infrastruc-
ture. In this scheme only one key for each service and one
key for each user permanently, it simplified the key man-
agement.
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