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Abstract—Since the term first coined in 1999, the Internet of
Things (IoT) has gained significant momentum in connecting
physical objects to the Internet and facilitating machine-to-
human and machine-to-machine communications. By offering the
capability to connect and integrate both digital and physical enti-
ties, IoT becomes an important paradigm that enables a whole
new class of applications and services. Security is one of the
most challenging issues that need to be addressed before these
IoT applications and services can be fully embraced. In this sur-
vey, we investigate the major research efforts over the period
of 2013-2019 that address IoT security and privacy issues. We
provide extensive discussions on securing cloud-based IoT solu-
tions. The main focus of these discussions is on securing the
information in transit between IoT devices and IoT applications,
where most of the data processing and modelling tasks take place.
These discussions include all security aspects and challenges fac-
ing the data in transit. Specifically, a number of common attacks
that target IoT solutions are first discussed, while presenting
the main challenges of IoT security (e.g., the resource limitation
of IoT devices, which hinder the ability of such devices to do
expensive computations for securing the data). Then we present
the main security requirements needed by IoT systems, which
include access control, integrity, and authentication. We review
recent research work in providing security and privacy services,
which delegate the expensive computations to an edge or cloud,
to cope with the low computations restrictions in IoT devices.
Open research issues and possible research directions in secur-
ing cloud-based IoT systems are discussed, while proposing some
possible solutions.

Index Terms—Internet of Things, secure M2M, security and
privacy, outsourcing computations, attribute based cryptography,
access control, anonymous authentication, data integrity.

I. INTRODUCTION

T HE SMARTER the network develops the more challenges
need to be overcome to ensure Internet of Things (IoT)
security and privacy [1]. To realize the recent smart world
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requirements, systems need models for monitoring physical
data and environmental conditions. These models capture envi-
ronmental data using sensors, and then transfer the data to be
processed or monitored through a gateway to the cloud. IoT
brings the physical and digital worlds together in the sense
that IoT is creating a seamless integration of physical things
into communication networks.

In the near future, everything will be embedded with small
devices that connect them to the Internet [2], to enhance vari-
ous application domains in our daily life, such as smart cities,
smart homes, smart transportation, smart health and smart
surveillance systems. Thus, IoT provides intelligent services
for human life improvement [3]. Knowing that, IoT devices
are heterogeneous in nature, leading to different types of
security threats. Information risk increases with the deploy-
ment of growing number of the smart things. The limited
resources owned by these devices make them vulnerable
to security attacks, such as denial of service attacks [2].
These attacks can be performed on different layers of an IoT
architecture.

A. IoT Architecture

The generic architecture of IoT systems consists of three
main layers as illustrated in Fig. 1, including the physical
layer (collection of data), the information layer (data analytics,
sharing and storage) and the application layer (use of data).

The Physical Layer acquires data from sensors and network
technologies making up an IoT ecosystem. In IoT services,
sensors communicate with each other or with cloud-based
servers. IoT devices have limited capacity to transmit large
messages, due to the low radio frequency operation mode
and low computational abilities. Data collection is done at
this layer using actual physical devices, such as RFID (radio
frequency identification) sensors and others. Securing the
physical device itself is as important as securing data trans-
ferred to or from the device. The limited hardware and
application protection of IoT systems, caused the most com-
mon threats in the physical layer. The devices at this level
need to be secured, to protect the collected data and owners
privacy.

The Information Layer processes the collected data and
then takes actions according to the application needs and
requirements. The data are then either stored or sent for dis-
tribution towards the application layer. This layer is attracting
attention of researchers in the recent years, as it facilitates
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the development and integration of services [4]. The security
and privacy components are required to ensure the collected
data authenticity and to maintain the user’s privacy. Different
algorithms and techniques can be used in this layer for
data processing, decision making, ensuring the protection and
maintaining the privacy of the moving data, data owners and
data consumers. The details of threats and current solutions to
secure and maintain data privacy at this level, will be discussed
throughout this survey.

The Application Layer focuses on the feature specification
for providing services, according to the final service imple-
mentation. This layer provides the user with the system’s
intended functionalities. It also inherits all the functionalities
from the Information Layer [4].

B. Risks and Limitations

This section presents some of the security risks and limita-
tions for IoT devices in general across different layers, with
more focus on threats targeting the Information Layer.

Physical Layer: To improve the security of IoT products,
IoT devices need to be frequently patched and updated [5].
However, IoT devices have limited battery power as well as
limited computational ability. In general, devices can be imple-
mented on a broad spectrum of hardware and software. On the
one hand, servers, desktops and some types of smartphones
are usually on the high end of the spectrum. On the other
hand, embedded systems, RFID and sensor networks are on
the lower end of the spectrum [6].

In regards to the hardware, IoT devices rely on micro-
controllers which can vary in performance attributes. The
most common available microcontrollers are 8-bit, 16-bit and

A generic architecture of IoT systems. The physical layer collects data to be processed and modeled in the information layer, which then delivers
the data to the application layer.

32-bit microcontrollers [6]. As indicated in [6], there are
significant sales of 4-bit microcontrollers for certain ultra-
low cost applications. These ultra-low cost microcontrollers
usually contain only a small number of simple instructions.
Accordingly, a huge number of cycles will be needed to exe-
cute traditional cryptographic algorithms, thus making them
time and energy inefficient for applications involving these
devices [6]. Moreover, some microcontrollers have very lim-
ited amount of random-access memory (RAM) and read-only
memory (ROM). For instance, for TI COP912C [7], [8], the
amount of memory can be as little as 16 bytes of RAM.
Furthermore, the bottom of the spectrum lies the RFID tags
that are not battery-powered, which are powered by limited
surrounding environmental power and have limited number of
gates available to serve the security requirements. A study on
the constraints of such devices for cryptographic applications
was performed in [9].

Regarding the IoT software level, there are a number
of operating systems that are designed to perform within
constrained memory, size and power used by current IoT
devices, such as ARM Mbed [10], Brillo (Google Android
Things) [11], Ubunto core [12], RIOT OS [13] and Contiki
OS [14]. IoT OS security is very important and should sup-
port security services and privacy. However, most of these
common operating systems are incapable of addressing the
needed security requirements for IoT infrastructures [15], [16].
The challenge is to build less vulnerable standardized, secure
operating system for the constrained devices that can provide
all of the security and privacy services. Protecting [oT devices
with the given limitations is a challenge. Nevertheless, security
patching is considered as one of these challenges that will
expose IoT systems to a number of security risks.
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Information Layer: There are a number of protocols and
standards that help empowering IoT devices and applications.
The most common IoT infrastructure and transport proto-
cols used are IPv6 over Low-Power Wireless Personal Area
Networks (6LowPan), Internet Protocol v4/v6 (IPv4/IPV6),
Routing Protocol for Low-Power and Lossy Networks (RPL),
Bluetooth, Long Range Wide Area Network (LoRaWan),
Zonal Intercommunication Global-standard (ZigBee) and
Z-Wave. Regarding IoT data protocols, the most commonly
used protocols are Message Queuing Telemetry Transport
(MQTT), Constrained Application Protocol (CoAP) and
Advanced Message Queuing Protocol (AMQP), WebSocket
and Node [17]. Unfortunately, these protocols mostly are
deployed insecurely, resulting in sensitive data leakage, such
as device details, credentials, and network configuration
information [18]. For instance, it was reported in [18] that the
flawed implementations of MQTT which serves as one of the
backbones of IoT and industrial IoT communications, expose
sensitive information on the devices/servers to attackers using
raw commands. Moreover, since MQTT can also be used for
IoT devices software and firmware updates, this makes IoT
devices more vulnerable to attacks [19]. The authors of [20]
discussed the available security protocols and presented them
in respect to the IoT layers. They analyzed the risks associated
with each of the layers showing protection gaps. For instance,
from this analysis, they observed that there is no fragmenta-
tion attack protection in the physical layer, the network layer,
the transport layer and the application layer. They also high-
lighted that replay protection is not supported in the physical
layer, the network layer and the 6LoWPAN layer [20].

IoT generated data from sensor devices flow to a cloud,
Internet, gateway or another device within the information
layer. This data will be used in IoT applications. The
information layer includes real-time and mobile data that
feeds different IoT applications through cloud, gateways or
edge devices and are sent from resource constrained sensors.
Accordingly, IoT systems have to deal with multiple threats
or attacks which are described in Table I.

Application Layer: The exposure and communication of IoT
systems to the Internet have introduced new security require-
ments that applications should follow [24], [25]. Malicious
modules can be deployed on nodes by attackers. Moreover,
malicious users can attack vulnerabilities on operating systems
(e.g., exploiting a buffer overflow vulnerability). Accordingly,
software applications should run isolated from any other appli-
cation, and other applications should not be able to intercept
or alter its run-time state [26]. Furthermore, vulnerabilities
in Web applications and IoT software can lead to com-
promised systems. For instance, Web applications can be
exploited to either steal user credentials or to inject malicious
software.

C. Contributions and Paper Organization

In this work, we have surveyed more than 100 information
security related work over the period of 2013-2019, while a
number of them are specifically for securing the IoT with the
focus on their diversity.
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The security and privacy issues in each of the three layers of
the IoT system architecture have been studied independently
under the theme of IoT device security, cloud/edge secu-
rity, and application security. However, such independently
developed security solutions miss the point that IoT services
and applications are delivered by collecting data from the
physical layer, processing them at the devices/edges/cloud and
then being accessed or consumed by users via applications and
services. To the best of our knowledge, none of the previous
surveys looks at the security solutions at the information
processing layer while considering the interactions with the
physical and application layers. To the best of our knowledge,
this is the first survey that attempts to include all security
aspects and security challenges facing the information layer
of IoT solutions including outsourcing techniques for partial
computations on edge or cloud, while presenting case stud-
ies to map security challenges and requirements in real IoT
scenarios. We first study the common security attacks that
can target IoT systems, while understanding the significant
security requirements to counter such attacks. The significant
security requirements for all cases are data secrecy protection,
integrity, access control, privacy protection and the need for
outsourcing computations to tackle the resource constrained
devices problem. Accordingly, we identify and arrange the lit-
erature targeting each of these requirements, and study the
recent research advances to secure the data and the users
in IoT. Then we identify the criteria, to study and compare
these research works. We focus on the IoT special require-
ments due to the resource limitations. This leads us to survey
outsourcing and delegation of computation mechanisms in
the literature. Finally, after reviewing different techniques for
securing IoT and comparing them to the defined require-
ments for IoT systems, we identify several open issues that
researchers can work on, in order to eventually achieve a more
secure, efficient, and scalable IoT ecosystem.

The remainder of this survey is presented as follows.
Section II presents related work and summarizes the differ-
ences between previous surveys and this paper. Section III
presents a walk-through on some of the important secu-
rity concepts and security requirements for cloud based IoT.
Three IoT applications are used as case studies, to reflect
the security solutions needed for cloud-based IoT systems.
Section IV explores possible solutions to mitigate cloud-based
IoT threats. Section V discusses recent solutions for IoT
cloud data sharing, including solutions for data access con-
trol, data and user privacy, integrity of IoT data, outsourcing
of computations for IoT devices to edge or cloud, respec-
tively. Section VI discusses some open challenges, to direct
researchers in this area. Finally, Section VII concludes the
survey.

II. RELATED WORK

A number of surveys studied and highlighted recent research
work that focus on providing solutions for the IoT framework
enhancements [27], [28]. In general, most of these surveys
focused more on enabling technologies, business process and
data modeling related issues. Some surveys focused on IoT
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TABLE I

SECURITY THREATS FACING IOT AND POSSIBLE COUNTERMEASURES. THESE PRESENTED ATTACKS INCLUDE NETWORK, SOFTWARE

AND HARDWARE ATTACKS THAT CAN TARGET 10T SOLUTIONS

Threat/Attack

Description and Possible Countermeasures

Fabricating Attack (forgery)

This attack fabricates a message and sends it to another person, while pretending to be a certain person
(e.g, pretend to be your manager and send a promotion email to HR for yourself). To counter this attack,
the receiver of the message should authenticate the sender source. This can be achieved by Public Key
Infrastructure (PKI) or similar signature techniques such as Attribute Based Signature (ABS).

Masquerade Attack

Malicious attackers duplicate valid entities, to be able to either access systems or impersonate a person. PKI
can counter this problem by issuing a trusted identity certificate from a trusted Certificate Authority, while
systems should always check on the validity dates of certificates, the certificate trust path (hierarchy) as well
as revocation list.

Interception and Eavesdrop-
ping Attack

It attacks data and user privacy. Encryption techniques, such as AES should be used, to counter it.

Data Alteration and Modifica-
tion

The integrity of exchanged or saved data can broke by modifying or deleting part or all of its content. Public
Key Infrastructure (PKI) can be used as a way to detect and prevent data alteration. Hash functions as well
as HMAC techniques can also help counter such attacks.

Illicit Access

Curious attackers try to access systems that they should not be able to access. To combat such attack, access
control techniques should be used. Access control techniques are either cryptographic, such as Identity Based
Encryption (IBE) and Attribute Based Encryption (ABE) or non- cryptographic techniques such as Role-Based
Access Control Technology (RBAC).

Replay Attack

In this attack, attackers resend correct data, which they gathered maliciously. Their target is to gain access to
systems. There are a number of solutions to counter such attack, such as adding timestamps to the messages.

Man-in-the-middle Attack (M-
I-T-M)

In M-I-T-M attack, a malicious entity secretly eavesdrop on the communication and can alters the
communication between two entities, while the two entities think that they have direct communication.
Cryptographic solutions from encryption techniques as well as mutual authentication techniques, are the
common ways to prevent this type of attacks.

Impersonation/Sybil Attack

Sybil is a type of impersonation or fabrication attack. To prevent such attack, PKI solutions with trusted
identity certificates should be used as well as other signature techniques such as digital signature or ABS.

Collision Attack

One or more illicit entities can collide together and combine their credentials to access data, that each one
of them separately can’t access. Each access control system has different ways to prevent such attack. For
example the use of identity certificate using PKI can mitigate these attacks.

Timing Attack

It is delaying time sensitive information, which can significantly affect time-critical applications. Such attacks
can be prevented, by adding timestamps to data as well as by appending digital signatures.

Denial of Service (DOS)

This attack targets the data or system availability, in which malicious entities try to disallow system users from
using the service/data. Different techniques can be used to reduce the effect of such attacks. For example,
clustering (duplicate or triplicate) of all important servers or services.

Malware Attack

Also called software attacks. Software attacks are the major source of security vulnerabilities in any system.
These attacks have different forms such as worms, virus, trojan horse, and logic bombs. These attacks also
can exploit a buffer overflow or inject malicious code into the system using different techniques such as sql
injection. There are some famous malware attacks targeting IoT operating systems (OS) such as Mirai and
the recently discovered malware Silex [21]. Silex is a malware running across the Internet with focus on
bricking IoT devices. Once it finds a Unix-based system with default login credentials, it overwrites all of
the system’s storage with random data, drops its firewall rules and network configuration, and then restarts
the system effectively rendering the device useless [21]. To protect devices against such attacks embedded
security as well as physical security mechanisms should be implemented.

Ransomware Attack

It is a subset of malware which locks the data on a victim’s computer, typically by encrypting it. Backing
up data and ensuring business continuity by having disaster recovery plans is one of the usual recommended
techniques to protect the data against this attack.

Security Attack on Devices
With Limited Resources

IoT sensors and devices have limited computational ability, which makes it difficult to use traditional
cryptographic techniques. To handle such problem, lightweight cryptographic solutions as well as delegation
or outsourcing part of the encryption and decryption process to a computational powerful device, can be
used.

Side Channel Attacks

This is a non-invasive type of attacks that are based on “side channel Information” that can be retrieved
from the encryption device that is neither the plain-text to be encrypted nor the cipher-text resulting from the
encryption process [22]. Side channel attackers can use different techniques such as timing attack, hardware
glitching attack and power analysis. There are a number of countermeasures for these attacks such as blinding.
However, the known countermeasures can work on certain scenarios but not for all. Accordingly, security
should be embedded as one of the building blocks starting from the design phase.

Hardware Semi-Invasive and
Invasive Attacks

Attacks on the device hardware such as decapping package and use infrared emission analysis of backside to
find location for attack then use laser to flip bits and break encryption. Other examples of hardware invasive
attacks are micro-probing and modify chip with Focused Ion Beam (FIB). Physical security for devices can
limit such attacks [23], devices should have physical safeguards against tampering or at least limit the access
to the hardware by putting the devices in restricted place or secured with the appropriate locks or other tools.

security such as [2], [29], [30], [31]. The depth and security In 2014, the authors of [28] studied 50 projects implemented
coverage of these surveys are illustrated in Table II. between 2001 and 2011, and presented a deep analysis of con-

In [27], the authors focused on cloud-based IoT, and text aware computing in IoT. The analysis included a number

presented enabling technologies and future applications. A  of open research ideas. For instance, the authors suggested to
number of IoT concerns were discussed but not security issues. address security and privacy issues in different layers of their
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TABLE 11
SECURITY SERVICE DISCUSSED IN IOT SECURITY SURVEYS

Paper Reference Year | Security Service Discussed

Gubbi et al. [27] 2013 | Identification, Integrity, Privacy.

Perera et al. [28] 2014 | Authorization, Authentication, Integrity,
Secrecy, Trust.

Granjal et al. [32] 2015 | Authorization, Authentication, Integrity,
Secrecy, Trust.

Sicari et al. [29] 2015 | Authentication, Identification, Privacy,
Trust, Integrity, Secrecy.

Gil et al. [33] 2016 | Authorization, Identification, Privacy,
Integrity, Trust.

Sain et al. [2] 2017 | Authentication, Privacy, Authorization,
Mobility.

Sfar et al. [30] 2017 | Identification, Authorization, Trust, Pri-
vacy.

Zhou et al. [31] 2017 | Authentication, Anonymous Authentica-
tion, Privacy, Mobility.

Noor & Hassan [34] | 2019 | Authorization, Authentication, Trust.

Our Work 2019 | Authentication, Privacy, Secrecy, Autho-
rization, Integrity, Scalability, Outsourc-
ing partial computations to secure the
resource constrained devices data.

proposed model. However, the authors did not present actual
research work in the security field.

In [32], an investigation of current IoT communication pro-
tocols and security mechanisms were presented. The authors
presented security requirements and solutions on a standard-
ized five layer protocol stack. The main focus of their work
is on security issues related to several standards, e.g., IEEE
802.15.4, Constrained Application Protocol (CoAP) and IPv6
Low-power Wireless Personal Area Networks (6loWPAN),
thus, limiting their research activity to a number of standards.
Moreover, the authors did not consider other IoT security
related issues as well as the limited computational resources
in IoT devices.

The authors of [29] analyzed the existing solutions related
to security, privacy, and trust in IoT. However, they did not
present a clear IoT taxonomy and there was no logical sorting
for the listed research activities. Moreover, the paper does not
target security from the point of view of resource constrained
devices. In 2016, the authors of [33] reviewed IoT techniques
and architectures and also spotlighted some data-related chal-
lenges. The authors focused mainly on Social Internet of
Things (SIoT), while giving little attention to security issues.

Sain et al. [2] classified IoT security into communication
security, application security, and data security. The authors
reviewed recent IoT technologies, techniques and models and
showed the security gap in existing communication technolo-
gies, application interfaces, and data security. Another focus
of the work was highlighting recent IoT related efforts, as well
as giving very high-level introduction on network communi-
cation technologies used by IoT. The authors then discussed
communication security within IoT layers for each IoT proto-
col. The paper was limited to certain security services, while
not covering anonymity. Although the survey mentioned that
the devices in IoT are resource constrained, it did not present
research works that target such problem.

IEEE COMMUNICATIONS SURVEYS & TUTORIALS, VOL. 22, NO. 2, SECOND QUARTER 2020

In [30], security challenges facing the IoT and some solu-
tions proposed for each security challenge were presented. The
authors of this paper offered a guideline that considers intel-
lectual IoT techniques, which the authors claimed that it was
specifically effective for constrained and heterogeneous IoT
ecosystems. The paper described IoT context by a tetrahedron-
shaped model, representing end-points and how they connect
and interact to each other. The authors then discussed each
edge with related security research on it. The authors did
not mention that the resource constrained limitation is one of
the barriers in IoT security. Accordingly, they did not present
any computation delegation or outsourcing techniques to solve
such problem.

The authors of [31] discussed the security risks and chal-
lenges for IoT cloud based data communication, while pre-
senting some of the IoT security and privacy essentials. They
defined the need to identity privacy with the term “conditional
identity privacy”, focusing on protecting the IoT user’s identity
from being revealed in public. However, when a disagreement
occurs, the identity should be fetched only by the authori-
ties. This paper presented some common attacks and security
needs for securing packet forwarding and privacy authentica-
tion in cloud based IoT, while focusing on location privacy and
mobile IoT devices. This survey focused only on mobile IoT
and the location privacy, without consideration of anonymous
access control to protect the identity of receivers. Moreover,
the scalability issue, as well as users and/or attributes man-
agement and revocation, were not discussed.

In [34], the authors categorized IoT threats into three cate-
gories: threats in the perception layer, threats in the network
layer, and threats in the application layer. The authors also
included an overview of current countermeasures for the
aforementioned threats. The survey focused on the weak-
ness of current authentication methods, declaring that most
of current authentication techniques do not provide an ideal
authentication solution for IoT systems. The authors men-
tioned light weight encryption techniques as for securing
end-to-end communications. However, they did not go in
depth in current access control methodologies as well as data
integrity techniques and the possibility of implementing these
methodologies in IoT infrastructures.

A number of surveys focused on specific aspects of IoT
security. For instance, the authors of [35] reviewed IoT frame-
works and the details of the security features within each
framework. The authors of [36] abstracted IoT systems into
four layers, and presented a high level overview of the security
challenges and solutions for each of the proposed layers.

The previous discussions revealed that most of the intro-
ductory surveys did not have a holistic review on IoT security
requirements. On the one hand, some of these surveys did not
consider securing IoT as a priority. Other surveys included
security but with very limited discussions. On the other hand,
in our work, we include diverse IoT security services such as,
Authentication, Privacy, Confidentiality, Integrity, Access con-
trol, Non-repudiation as well as management issues such as
attributes and user revocation. Moreover, we present existing
works that target securing the limited computational resourced
IoT-cloud based devices. The target of this survey is to provide
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Requirement/Service

Description

Confidentiality/Secrecy

It prohibits the interpretation of sensory data (in transit or at rest) from attackers. Allowing only legitimate
users to access data.

Integrity

Needed to ensure the detection of any modification of the data sent by sensors.

Authentication

It is needed for most secure IoT communications, to be able to identify the communication peer. This helps
to prevent fabrications or impersonation attacks.

Privacy Protection

RFID tags are widely spread. Recently, it became, easy to track or identify objects using their tags, thus,
raising privacy concerns. In addition, as wearable and implanted health devices increases its pace, our bodies
will be connected to the Internet from the small embedded devices. Consequently, people personal information
such as, health care records or location must be secured and prevent its unauthorized disclosure.

Conditional Anonymity

Protecting the anonymity of users in some IoT related applications is crucial. Some users are reluctant to
share data with others, to protect their privacy. Systems that don’t protect user’s anonymity may put the
users under the risk of being attacked (impersonation, tracking) [38]. However, most IoT application need
to authenticate the sender or receiver and ensure only particular authorities can trace this user (conditional
Anonymity) which can be used for emergencies.

Access Control (Authorization)

It is needed to limit and control access to data as per the pre-defined access rules/privileges.

Non-repudiation

It prevents the data owner (source), the denial of previous data upload.

Availability

All sensor must be accessible while being used. The systems should be functional, and immune against
attacks. High availability and clustering solutions can help maintain services availability

Scalability and Interoperability

The number of users and devices communicating grows widely with the growth in technologies. IoT
devices interact with different patterns, with a large number of entities. Capabilities based access control
mechanisms, assures and compliment [oT ecosystems security [39]. The proposed security protocols should
be scalable enough, to handle massive number of users/sensors. The systems should allow the integration
and communication of devices from different environments.

Resilience to Attacks

IoT devices are usually inexpensive with limited physical protection. Sensors can also be in remote locations
with limited monitoring, that they can be easily moved. Thus, the sensed data output can be modified, without
anyone noticing. As a result, single points of failure should be avoided as well as enforce different security
measures to secure systems against different attacks.

Forward and Backward Secu-
rity

Backward secrecy is to ensure that newly group joining entities, can’t decipher data created before they joined
the group. While, forward secrecy is to ensure that someone previously already had a key, after revoking

him, he does not have access to future keys for the group.

a road map for IoT practitioners and researchers to enhance
different IoT areas, thus, improving IoT security.

III. CONCEPTS AND CASE STUDIES

There are three main security requirements that need to
be satisfied to protect any system, namely Confidentiality
(Secrecy), Integrity, and Availability [37]. Confidentiality
ensures that the interpretation of a message is impossible for
anyone except the targeted recipients. The integrity maintains
the authenticity of the data in the IoT system. Availability
ensures that the system can be accessed anytime and can serve
in hostile conditions. Besides these main properties, there
are a number of other security services, that are specifically
important for IoT systems.

Table III describes the services that are needed in IoT
systems. These services are needed by IoT systems to be
able to mitigate security challenges and risks as well as other
challenges due to the heterogeneous nature and the resources
limitation problem of IoT sensors.

The typical entities of an IoT system include a data sender
(sensors), a data receiver (users/ sensors or actuators), and a
Cloud Service Provider (CSP), as shown in Fig. 2. The sen-
sors send the sensed data to a cloud to be stored for later
user’s access. Most of the receivers use more cloud services
for sharing and securing data. An actuator does not send data,
but receives them to be used or further processed as per the
application. The user is the entity that retrieves the specific
data and accesses the shared data.

IoT solutions can use cloud and edge computing not only
for storing data but also for delegating computations to it.
This can ensure the data availability as well as to provide
the needed processing power for the security operation of
the constrained devices. The cloud can participate in the
infrastructure management tasks such as keys and/or attributes
issuing and revocation to facilitate the use of security services
by IoT devices. IoT sensors can delegate partial computa-
tions during either encrypting or decrypting data to a powerful
computational device.

The delegation of computations can be divided into two
models. The first model is to delegate the computations
directly to the cloud. The cloud has the highest computational
power that can assist in all types of operations. However, the
latency in communication will increase by sending and receiv-
ing directly to the cloud. The other approach is to use edge
devices as a delegator. Edge computing is a way to enhance
cloud computing by performing data processing at the network
edge (e.g., mobile phone, access point, laptop) near the source
of the data. In edge computing, substantial computing and stor-
age resources (cloudlets, or fog nodes) are usually adjacent to
sensors [40]. Edge devices can be used by IoT sensors/devices
as a bridge or gateway to cloud. IoT devices can borrow some
computational power from edge devices to do partial encryp-
tion/decryption during uploading/downloading data to cloud.
Thus, latency will be reduced while maintaining security and
countering the resource limitation of devices. Moreover, the
use of cloudlet computing can increase scalability and avail-
ability (in case the cloud server is not responding or in case
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Fig. 2. A system model for cloud based IoT services.

of network failure) of IoT systems. Outsourcing techniques to
edge device or cloud will be discussed in Section V.

To ensure security, a third party such as an Attribute
Authority (AA) and/or Central Authority (CA) may be
involved. An AA is a trusted key authority, that checks a user’s
identity to generate attribute keys. Moreover, it manages the
revocation or updating of user’s related keys when needed. In
general, an AA verifies the users’ identities through a CA.

In an IoT ecosystem, most connected devices do not
previously know each other. Accordingly, symmetric secu-
rity techniques for securing the communication will not be
an effective solution. Thus, devices in such a situation usually
depends on asymmetric security techniques, and uses a trusted
third party for securing the communications. The focus of this
proposal is on the techniques used to secure the communica-
tion and data sharing in an IoT ecosystem. A brief discussion
of the current security techniques’ limitations are presented
and clarified in the following.

Firstly, authentication of source and confidentiality of data
are crucial security requirements that can be achieved by the
public key encryption techniques. However, most of the pub-
lic key encryption algorithms use intensive calculations (e.g.,
Rivest-Shamir-Adleman (RSA). Moreover, these techniques
are mainly based on certificates for identifying and authenti-
cating entities. The verification and management of certificates
consumes large amount of computation and bandwidth. Since
most IoT devices are based on ultra-low-cost microcontrollers,
the excursion of such traditional cryptographic techniques will
not be practical enough for IoT applications [6]. Therefore,
a lightweight encryption algorithm with limited communica-
tion overhead is needed for securing communication between
devices with limited resources.

Secondly, some of the current personalized authentication
solutions may leak information which can cause privacy con-
cerns [41]. In the IoT scenario, it is important to keep IoT users
and devices anonymous from malicious entities as well as
the communicating parties, except in emergencies and critical
situations.

Data Services
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Thirdly, there is a strong need for delegating the expen-
sive computations to a powerful device to adapt the intensive
computational encryption algorithms to the IoT systems with
limited resources. There exist many techniques in the literature
for outsourcing the computations. However, the challenge is
retaining the privacy and secrecy of the data and users, while
using the outsourced and lightweight IoT systems.

Finally, there is a demand for a security solution that can
be lightweight enough to be used in resource-constrained IoT
systems, while satisfying the required security requirements.
To mitigate the aforementioned challenges, we set a number of
objectives according to each of the following IoT case studies.

A. Smart Grids and Smart Meters

A smart metering system is a type of IoT-enabled technol-
ogy that supports high frequency data collection compared to
the existing metering systems. Smart grid users can securely
manage and share their energy usage data. The captured data
is analyzed and a report is created. This gives users the ability
to inspect their energy consummation and correlate it with oth-
ers (e.g., from the same suburban area). Accessing, analyzing,
and responding to accurate and detailed data features, are cru-
cial for an efficient use of the energy [42]. However, the more
frequent the data is collected, the more the consumer’s privacy
is in risk, as it may expose the consumer’s daily habits.

Smart grids and smart meters are essential for efficient
energy management [42]. In [43], the authors showed the
importance of not revealing the identity of users in smart grids.
Moreover, a good number of surveys and technical papers
discussed the security needs for smart grids. For example
in [44], the authors analyzed the privacy concerns in smart
cities, including identity privacy, query privacy, location pri-
vacy, footprint privacy and owner privacy [44]. Then, they
proposed a model for mitigating these issues to ensure the
privacy in smart cities.

Due to the openness of smart cities and smart grids
technologies, IoT systems are deployed in a vulnerable
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environment under the risk of a number of security threats.
Regarding smart grid, there is a number of security objectives
for a practical solution, including:

o Data Authenticity: In smart grids, if malicious users alter
or forge energy usage data, this would provide mislead-
ing reports [45]. While the concern can be addressed
by using cryptographic and integrity methods, e.g., mes-
sage authentication code (Integrity) or digital signatures
(Authenticity), other issues may be difficult to handle
such as anonymity and efficiency. In other words, systems
need to make sure data is from an authentic source (from
a valid member) and data content does not change.

o Anonymity: Energy usage data contains customers’ pri-
vate information [46], [47]. Hence, safeguarding the
identity of consumers is crucial for such applications [48],
to avoid raising privacy concerns and reluctance from the
consumers to share their data.

o Efficiency: Data sharing in smart grids could be as
big as sharing data of smart grids for a whole coun-
try [49]. Thus, the reduction of the computation and
communication costs is very important to prevent energy
waste.

o Availability: The ability to access services or systems
even in hostile conditions is critical [45].

o Access Control: Access to systems or data is restricted to
authorized users only [50].

o Confidentiality (Privacy): Data should be protected at
all times (at rest and while moving) and can only be
interpreted by authorized users and devices [49], [50].

B. Cloud Based IoT Health Devices and Patients Records
Sharing

A Personal Healthcare Device (PHD) nowadays is one
of the fundamental elements of healthcare applications. The
demands for healthcare for chronic and cardiovascular patients
have increased significantly over the past years [3]. PHDs are
movable medical sensors used by healthcare practitioners, to
measure, record, and share user’s biomedical information as
shown in Fig. 3. The importance of PHDs is evolving, due
to the increased demand of people to carefully monitor their
health. Accordingly, such devices must be able to securely and
easily share information with the healthcare servers. However,
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the heterogeneity of these devices makes them difficult to
be managed and maintained, thus are mostly vulnerable to
attacks. For instance, in 2017 some implanted medical devices
were attacked where the WannaCry ransomware attacked
devices running Windows OS and encrypted the data on the
hard drive, making the devices inaccessible by users [51]. Such
devices (wearable or implanted health devices) need to sense
and send data to authorized recipients. Accordingly, a fine
grained access control of patients data sourced from e-health
devices is needed, while controlling who to access all data and
who to access the data without knowing the identity of patient
(anonymity) as well as preventing access to user data if not
authorized (e.g., not primary physician or secondary physi-
cian). Moreover, a survey on medical device cybersecurity
risks [52] showed that healthcare security professionals con-
cern medical device security, patient privacy and data breaches,
specifically as the patients physiological data are transmit-
ted through the Internet. Therefore, users need to be securely
authenticated before using any of the IoT-based medical care
services [3]. There is a number of security objectives for an
efficient healthcare solution, including:

e Data Authenticity (Integrity and Source Authentication):
Authentication is needed to certify that health data
sources are credible and legitimate [53], [54].

o Mutual Authentication: Both the sender and receiver need
to ensure each other’s authenticity [3], [55].

o Conditional Anonymity of Sender: The true identity of
a patient can be revealed to, e.g., primary physician or
police but cannot be revealed to, e.g., research students
or any other secondary doctor [56].

e Access Control: Fine grained access controls is required
to define who to access the data [57].

e Privacy: Data should be protected at all times (at rest and
while moving) [53], [54].

e PHD and Health Implanted Devices Limited
Computational Abilities: It is critical to be able to
offload encryption (partial) and decryption (partial)
computations to proximity edge devices such as mobile
phones or to the cloud, while preserving the data
confidentiality and users keys privacy [3].

C. Smart Transportation (Smart City Applications)

The main goals of smart transportation are to build a real-
time intelligent public transportation system to reduce traffic
congestion, increase safety and efficient energy consump-
tion, to name a few [58], [59]. Sharing information among
vehicles (mobile sensing) can provide location awareness, geo-
distribution, and communication efficiency [60]. Such data
can be shared from the vehicle self-installed module or using
an edge device (e.g., mobile phone) to the cloud as shown
in Fig. 4. However, security and privacy in aforesaid infras-
tructure are challenging. Most of the cloud and fog service
providers cannot be fully trusted. This will lead to the unwill-
ingness of vehicle owners to share their collected data with
strangers [60]. A trusted entity is needed, to prevent privacy
violation, and promote the cooperation in uploading vehicles
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data to fog nodes. Practical smart transportation systems
should ensure that the following security services are in place:

o Confidentiality: The confidentiality of reports from vehic-
ular IoT devices is one of the primary objectives to
achieve [61].

o Authentication of Source and Data Integrity:
Authentication is needed to certify that sources of
vehicular sensing reports are credible and legiti-
mate [62]. Blacklist-based authentication can help in
preventing impersonation and Sybil attacks.

o Anonymity and Privacy: Privacy is a major concern, as
the sensed data includes some information related to the
drivers or passengers [61], such as their current location
as well as their daily habits while driving. Accordingly,
a system that can conceal the identity of the data source,
while ensuring their authenticity is needed.

e IoT Low Computational Ability (Secure Delegation to
Cloud): 1t is critical to be able to outsource partial encryp-
tion and/or partial decryption of the vehicular data to a
fog device or cloud, while maintaining the data and the
users privacy [63].

o Non-repudiation: It is important to prevent the data owner
(source) the denial of previous uploaded data [63].

There are also several other security requirements that are

needed for all the three IoT cases:

o Unforgeability: An attacker should not be able to pretend
to be an honest sender in creating an authentic signature
text that can be accepted by the decryption algorithm.
Forging keys and attributes or certificates should also not
be allowed [49].

o Collision Resistance: It should be infeasible that two
or more users collide and combine their credentials to
access data that each one of them separately cannot
access [64], [65].

o Unlinkability: Attackers should not be able to link the
used pseudonym (hidden name) with the true identity of
the sender (multi-show) [66], e.g., given two messages
and their signatures, no one should be able to tell if the
same signer signed both messages.

e Revocation: User revocation is of great importance to
IoT systems. A user/device may have limited subscription

IEEE COMMUNICATIONS SURVEYS & TUTORIALS, VOL. 22, NO. 2, SECOND QUARTER 2020

period and has expired or the device has been attacked
or stolen. Accordingly the communicating party needs
to find out whether a user/device is revoked [67]. Any
revoked user/device should not be allowed to read the
data or authenticate himself. Efficient revocation is very
challenging and it is especially important for a large-scale
network.

IV. SECURITY MECHANISMS

This section explores some of the current or possible solu-
tions to mitigate the previously discussed security threats. To
assure data security and preserve the privacy of users in IoT
solutions, different security mechanisms are needed for each
of the IoT architecture layers. Protection of both the phys-
ical and application layers should be ensured by including
both software and physical security measures to safeguard
data security and data owner’s privacy. IoT operating systems
require an end-to-end security approach that should address
security issues during the design phase. The software that
is running on embedded devices needs to be secured, regu-
larly updated and the solutions should have the ability to limit
access to embedded systems to a need-to-use basis. Moreover,
the embedded systems should provide a way for network
administrators to monitor connections to and from the embed-
ded systems. Furthermore, the systems should have the ability
to integrate with third-party security management systems.

The operating system should support some important secu-
rity features, such as securing the memory of the nodes [68].
On the nodes, all modules must not interfere with each
other [68] and the implemented software should include cryp-
tographic solutions for authentication and hashing. Moreover,
communications among nodes should be secured against snift-
ing attacks, especially the RFID systems [69]. Encryption
and access control services are usually used to protect the
communication against such attacks, which will be explained
in securing the information layer in details. Furthermore, to
prevent the detection of RFID tags, there are a number of solu-
tions in which an RFID reader transmits pseudo-noise. This
noise is balanced by the RFID tags, which hinder the detection
by malicious readers [70]. Physical security of IoT devices is
currently at of high importance. Protecting the hardware-level
of IoT systems is a parallel issue, which is under investiga-
tion and research in itself such as in [71]. Additionally, access
restrictions on such devices and securing the information they
contain, must be ensured. Discussions on the current and pos-
sible solutions for securing the information and preserving
privacy related data in the information layer are detailed in
Section V.

V. SECURITY SERVICES

A good number of proposals have been presented in the
literature on secure systems. Some of these proposals can be
studied to see whether they can be implemented in the IoT
scenarios to face the IoT specific security challenges. Selected
proposals are therefore briefed using security methodologies
classification with respect to the targeted security service in
Table IV. A brief classification of the security services that will
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be covered in this survey and the methodologies of each secu-
rity service is illustrated in Fig. 5, followed by the discussion
of outsourcing techniques of such security services.

A. Access Control

Any access control solution should manage who can do
what on data. The system provides permissions and verifies the
authorization of a user before accessing data. For IoT systems,
access control solutions should take into consideration the
special requirements needed by IoT devices, e.g., delegation
support due to limited computational power of sensors and
devices.

Credential Based Access Control (CBAC) techniques use
users’ credentials to access the requested data. Public key
cryptosystems (PKC) use pairs of keys, i.e., a public key and
a private key that belong to a certain owner. PKC can be
used to accomplish two functions, namely authentication and
confidentiality. Identity-based Encryption (IBE) is a type of
PKC which was firstly proposed in [72]. In IBE, the user’s
public key can be a user’s email address, or any string that
particularly identifies the user. A number of identity-based
encryption schemes [73], [74], [75], [76] and their variants
were introduced and studied. In [77], an identity based encryp-
tion for lightweight devices was introduced, by eliminating
the use of multiplicative group operations for encryption to
reduce computations. Most of the IBE schemes are used
for one-to-one encryption or at least need to know all the
recipients’ public keys, thus, not useful for large scale data
sharing.

Attribute Based Encryption (ABE) was introduced in [78]
to provide flexible, concrete authorization solutions. All users
keep their authorization attributes and private keys. The data
owner can encrypt data according to certain access policy.

Cryptographic

BlockChain

Public Key Encryption

Anonymous Authentication

Attribute Based Signature

Identity Based Encryption

Group Signature

ﬁllLiTlli |

Ring Signature

Signcryption & AB-Signcryption

Server-Aided Signatures

Homorphic Encryption and/or Interactive Proofs

Proxy Re-Encryption

Delegation of Computations

Anyone that has an attribute set that fulfills the access policy
can retrieve the data.

There are two variants of ABE as illustrated in Fig. 6:
Ciphertext-Policy ABE (CP-ABE), where ciphertexts are
encrypted with access policies and keys include user’s
attributes [79], and Key-Policy ABE (KP-ABE) where keys
are associated with access policies and ciphertexts are associ-
ated with sets of attributes as defined in [79]. The choice on
which ABE variant should be used relies on specific appli-
cations. For instance, CP-ABE allows the data encryptor to
decide who can access the data and choose an access pol-
icy, thus it is more suited for access control applications as
compared to the KP-ABE schemes [147].

Many variants of ABE were proposed later. ABE with
constant-size ciphertext was proposed in [85], [91], [92],
which produce less communication overhead. To limit the
credibility of attribute authority, ABE that supports multiple
authorities was proposed, such as in [87], [88]. To enhance
or reduce ABE computations, on-line/off-line ABE was intro-
duced [86]. The authors of [82], [90] and [89] proposed solu-
tions for efficient ABE revocation and leakage-resilient ABE,
respectively. ABE is required for rigid control on private data,
such as personal health records (PHR). Narayan et al. [81]
proposed an attribute-based solution for PHR systems, which
encrypted the patient’s health records using CP-ABE that
allows revocation instantly. However, the proposed solution
allowed not only the patient’s specific doctor, but also practi-
tioners to access the patient’s medical record, without hiding
the patient’s identity.

An access policy needs to be protected as it may include
sensitive private information of a user. To prevent reveal-
ing the user’s attributes, anonymous ABE has been discussed
n [41], [99]. In anonymous CP-ABE, the decryptor can not
guess the cipher-text access policy (hidden access policy). In
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TABLE IV
THE CLASSIFICATION OF 10T SECURITY METHODOLOGIES ACCORDING TO THE TARGETED SECURITY SERVICES
Threat Security Services Security Solutions (Methodology) References

Illegal access

Access Control

Identity-based Encryption

[73], [74], [75], [76], [77]

Attribute-based Encryption

(78], [79], (801, [81], [82], [83], [84], [85],

(Confidentiality) [86], [87], [381, [89], [90], [91], [92]
Attribute Based Signcryption [93], [94], [95], [96], [57], [97], [98]
Disclosure of the user’s | Anonymous Attribute-based Encryption with Hid- | [99], [100], [101], [41], [47]

identity with illegal ac-

cess control

Access Control

den Access policy

Fabrication or imperso-

Public Key Cryptography

[102], [103]

. Authentication
nation
Identity-based Cryptography [104], [77]
Anonymous Credentials [105], [106], [107]
Attribute Based Signature [108], [109], [110], [111], [112], [113],
User privacy breach Anonymous [114]
Authentication Identity-based Signature [115], [116]
Group signature [117], [118]
Ring signature and Identity-Based | [119], [120], [121], [122], [123], [124],
Ring Signatures [125]
Signcryption, Identity based Signcryp- | [93], [126], [127], [128], [94], [95], [96],
tion and Attribute Based Signcryption | [57], [97], [98], [49], [129]
Public key Infrastructure (PKI) [102], [103]
Data corruption, altera- Tntegrity Hash and HMAC [130], [131], [132]

tion and manipulation

Cryptographic and auditing techniques

[133], [134], [135]

Attribute Based signature

[T08], [109], [110], [111], [112], [113],

[114].
Signcryption, Identity based Signcryp- | [93], [94], [95], [96], [57], [971, [98], [49],
tion and Attribute Based Signcryption | [129]

Blockchain

[136], [137] ,[138], [139]

Attack on availability

Trusted Computing
/Outsourcing (Scal-
ability AND Resou-
rce constrained dev-
ices)

Server-aided signature schemes

[140], [141]

Homomorphic Encryption and Interac-
tive Proofs

[142], [143], [144], [145], [146]

Constant size cipher text

[91], [85], [147], [92], [148]

Proxy-Re-Encryption (PRE)

[149], [150], [151],[67], [152], [153], [47]

Delegation of Computations

[154], [155], [156], [157], [158], [159],
[148]
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Fig. 6. KP-ABE versus CP-ABE illustration.

a number of anonymous CP-ABE techniques, the user has to
perform a number of decryption trials to check if his attributes
match the hidden access policy, which will lead to inefficiency
in the system. To mitigate such problem, Zhang et al. [99]
constructed an anonymous CP-ABE scheme with match-
then-decrypt, which improved the decryption efficiency. The

J Attribute Set A, T(A) =1
r 4 @ w

Encrypted File under Set of
Attributes T

Le

Attribute Set B, T(B) =0

shortcoming of this proposal is that it does not reinforce access
policy updates [41]. The authors of [41] proposed a solution
that provides both user access policy update and attribute pri-
vacy protection. However, the anonymity in this solution was
only for the access policy. Moreover, the attribute and user
revocation were not discussed in this paper.
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B. Integrity

The authenticity of data is needed, to ensure that the data
content is not maliciously altered or deleted. Data integrity
solutions should guarantee that a malicious user cannot make
any change in the data (even if it is one bit) without being
detected by the system as well as the receiver. In the literature,
trap-door functions or hash algorithms, such as MD5 [130],
SHA1, SHA256 [132] are functions that produce fingerprint
of any size input data, while creating a fix sized output. This
function reflects any single change in the input data, produc-
ing a totally different output fingerprint. Many other forms
of integrity checking systems can be used, such as Hash-
based Message Authentication Code (HMAC) [131]. HMAC is
a message authentication code (MAC) [160], combined with
one-way hash function and a secret cryptographic key. This
allows the verification of both the authenticity and integrity
of a message simultaneously. The strength of HMAC is based
on the type of hash function and its output size as well as
the size of the key. Usually, integrity checking tools are com-
bined with other cryptographic solutions to provide integrity
and other services. For example, PKI and digital signature pro-
vide both authenticity of the sender and data integrity. Some
techniques that will be discussed later in this survey, provide
the integrity service in parallel with its targeted service, such
as certificateless attribute based signature (ABS).

Data integrity can be ensured by distributing and replicat-
ing data over a set of nodes, which will reduce the possibility
of a malicious entity imposing data on any node without
being detected. The blockchain technology is a type of data
replication disseminated among a huge number of nodes in
diversified networks. The blockchain technology has appeared
recently in the market, firstly used for the Bitcoin cryptocur-
rency [161]. Blockchain database provides balanced integrity,
while guaranteeing efficiency and stability [136]. There are
a number of proposals in the literature [136], [137], [138],
[139] that assure data integrity and resilience using blockchain
technology.

Blockchain can be used to provide a number of secu-
rity services besides integrity because blockchain encrypts
and hashes data using the conventional cryptographic algo-
rithms [162] and hash functions. However, the use of the
conventional cryptographic solutions adds processing overhead
on the IoT devices which leads to slow transmissions [162].
Recently, a number of techniques have been proposed that use
blockchain to provide security services with enhanced trans-
mission rates. For instance, [163] considered blockchain as a
provider of a complete secure [oT network. The authors intro-
duced a blockchain-based framework that provides a number
of security key elements such as decentralization, transparency,
anonymity and autonomy while considering the quality of
service to ensure better transmission rates.

C. Authentication

The ability of the broad spread IoT devices to collect huge
amount of information from their surroundings can cause pri-
vacy leakage issues and authentication problems, as reported
in [164], [165]. Moreover, some studies such as in [166] have
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shown that the data collection can lead to the identification of
individuals.

PKC is usually used to authenticate two entities with the
use of identity certificate [102]. It is used to identify and
manage users and bind the user’s public keys to their iden-
tity certificates, in a way that a third party can validate this
binding. By binding PKC and trap-door functions (Hash), a
digital signature is created, which adds the identity of the
sender to any message [103]. This signature can then be ver-
ified using the sender’s certificate. Identity-based (ID-based)
cryptosystem, proposed by [102], eliminates the use of identity
certificates and its verification, as the certificate management
is time, bandwidth and computation cost consuming. ID-based
cryptosystem uses any string that uniquely identifies a user as
his/her public key. The string can be a passport number or an
email address. Eliminating the certificate validation reduces
the communication and computation costs, which makes the
whole verification process more efficient. Many more imple-
mentations of IBE in the literature were studied. For example,
the authors of the work in [104] designed a cloud architecture
that uses ID-based cryptography for authenticating users and
protecting data privacy.

The interaction of IoT devices and users produce personal
information and leave traces that can allow malicious users to
trace the users’ real identities [166]. For instance, when a user
uses a mobile application to adjust his house temperature, the
system knows that this command comes from an authorized
user. Accordingly, such systems cache the user’s information
that can reveal his actual identity [166]. Users authenticate
themselves to any service before they can use it. The identity
provider verifies the user to the requesting provider. This facil-
itates authentication of identities. However, the involvement of
the identity provider in all operations, can give him the ability
to trace users’ connections to services [166].

To preserve user’s identity while achieving the needed
authentication, the notion of anonymous authentication has
been studied. Anonymous authentication can be achieved using
a number of techniques according to the system needs and
computations capabilities. Ni et al. [167] presented a real-time
steering system by utilizing vehicular crowd sensing while
preserving users’ privacy. In the system, a Trust Authority
(TA) issues anonymous credential for each registered vehicle.
A vehicle queries the nearby fog or edge, while using a group
signature. The information is gathered from the vehicles on
roads, where the vehicles send real-time traffic information
to the cloud-lets, while preserving their identities by using a
signature induced from the anonymous credential. The request-
ing vehicle can then benefit from the recommendation path
and follow the path to reach the target place. More impor-
tantly, the TA is able to identify misbehaving or forging data
vehicles [168].

As IoT systems communicate with many heteroge-
neous devices, authentication between devices is needed to
ensure they are communicating with the intended party.
Authentication usually includes identifying the device or
user [169]. However, such identification makes users and
devices traceable, hence their privacy is threatened. There
are a number of approaches that tackle this problem, such
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as Anonymous Credentials [105], [106], Attribute-Based
Signatures [108], [109], [110], [111], [112], Identity Based
Signatures [115], [116], Group Signatures [117], [118], and
Ring Signatures [119], [120], [120], [121], [122], [124], [125].

1) Anonymous Credentials (AC): AC was presented
in [105], and then formalized in [106]. These schemes are
one of the essential components in privacy-preserving identity
management solutions. AC allows users to authenticate them-
selves to systems while confirming possession of credentials to
service providers without being identified. In an anonymous
credential system, a credential-issuing entity identifies users
by pseudonym and issues a credential to them according to
this pseudonym. This pseudonym is related to the actual iden-
tity of the user. A user can prove to a service provider that
he owns a pseudonym, which he received according to his
credentials from an authentic organization [107]. Anonymous
credential systems is also capable of providing fine-grained
access control [53]. However, it is not efficient to support
complex predicates when compared to ABS and ABE [107].

2) Attribute Based  Signature (ABS) Scheme:
Maji et al. [108] formulated ABS and grouped it into
KP-ABS (Key Policy ABS) [109] and SP-ABS (Signature
Policy ABS) [110]. Liu et al. [111] proposed an Anonymous
Attribute Based Signature (ABS) for anonymous authentica-
tion while outsourcing most of the users’ computations to
cloud servers, to be able to use this authentication system with
low power computational devices. In [112] the authors used
ABS as AC, while allowing the users to reveal the required
information only to any service provider to ensure unlinka-
bility as well as preserving the anonymity of the user. The
authors relied on a non-interactive protocol in their deriva-
tions. Guo et al. [113] proposed an attribute based signature
for electronic health records that ensured the integrity of data
within blockchain and disclosed only the related evidence or
data as per the attributes used. The authors of [114] proposed
a multi-authority ABS that uses only a subset of the attributes
to reduce the computation and communication overhead.

3) Fuzzy Identity-Based Signature (IBS): Fuzzy identity-
based signature was presented in [115], [116], which
enabled users to use part of their attributes to gener-
ate signatures. however, IBS does not protect the signer’s
identity.

4) Group Signature Scheme: Group signature scheme is an
approach that allows any group member to anonymously sign
data, and the signature will be seen as group signature. It was
originally introduced in [117] as a concept. For example, a
large company can create a group signature scheme for its
employees. An employee from this group can sign a message,
and it is acceptable to verify that an employee signed that mes-
sage, but not who was the specific signer. Then the authors
of [118] proposed an attribute-based group signature scheme.
It protects the signer’s identity, while proving only that the
signer’s attributes match the policy. The verifier can only iden-
tify that the signer is a group member. Attribute-based group
signature can provide conditional anonymity, which makes it
more useful for attribute-based signature in certain situations.
Conditional anonymity is a feature that the group manager can
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identify the signer of any signature. The identity of the signer
can then be revealed, if required.

5) Ring Signature: Ring signatures were firstly proposed
by the authors of [120]. It is a type of adjustable signature
that protects the signer identity within a group. A user can
be a member of a ring spontaneously, in which he can create
a group of his choice. The other users in this group might
not know that they are a ring group members [107]. Messages
can be signed anonymously from any member of this group.
By verifying the message, it can be justified to the verifier
that a ring member signed the message, without being able to
trace the identity of the signer. Ring signatures could be used
in applications that need signer anonymity, while not having
the complicated group formation stage. A number of different
techniques were discussed in [122], [124], [125] since the first
proposal and first introduction of ring signature in [119], [120],
respectively. The idea of ID-Ring signature was proposed in
2002 [121]. ID-Ring signatures can provide the same fea-
tures of identity-based crypt-systems, without using the high
computational bilinear pairing.

The Ring signatures and ID-ring signatures can provide
total anonymity. However, conditional anonymous authentica-
tion cannot be achieved as no one can tell who signed from
the ring, even in emergencies.

A cloud infrastructure provides solutions that are reliable
and ensure data availability at low cost, which is useful for
both service providers and consumers. The external storage
of a user’s data on cloud server owned by third parties, and
the ability to access this data from the Internet put data and
users privacy under concerns. Accordingly, the security and
privacy of user’s data have become an active research question
recently. To prevent cloud insider attacks, Bleikertz et al. [133]
introduced a fine-grained privilege levels approach to provide
users’ privacy and integrity as well as the ability to perform
cloud maintenance. Raykova et al. [100] proposed a tech-
nique that hides private data in policies from the cloud insider
attacks. The authors defined an access control system with two
sides: the cloud side that has limited access to information, to
be used by cloud provider, and the client side, which depends
on access control cryptosystems.

D. Integrated Access Control and Authentication

A number of applications require data secrecy while ensur-
ing the authenticity of the origin. For example, e-Health
systems as well as Personal Health Record (PHR) share
patient’s personal health with a number of expected users, such
as doctors and insurance providers. The e-Health and PHR ser-
vice providers usually use cloud for PHR data storage. Storing
the health data on a semi-trusted cloud raises security and pri-
vacy concerns. The main need of such systems is to guarantee
that the health data is available for legitimate authorized users.
Health-care fraud or abuse as well as mis-diagnosed patients
can happen [54] unintentionally, or intentionally if a malicious
unauthorized user accesses the data and modifies the e-Health
data before the doctor accesses it. This may lead to an incorrect
prescribed treatment for a patient, which could cause threat
on the patient’s life. To prevent patient’s identity, both the
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patient’s privacy and the authentication of the target receiver
should be achieved, during the process of uploading e-Health
information to the cloud. Securing the privacy and anonymity
of patients while sharing PHR data in cloud computing envi-
ronments is an evolving issue. Accordingly, fine-grained data
access control solutions that ensure confidentiality, authenticity
and anonymity of users are essential.

Signcryption provides confidentiality and authenticity
simultaneously [93]. It executes both signature and encryption,
with less computational overhead compared to Sign-then-
Encrypt approaches. Attribute-based signcryption (ABSC)
was proposed such as in [95], combining the functional-
ity of ABS and ABE. There are two types of ABSC:
signcryption-policy attribute-based signcryption (SCP-ABSC)
and key-policy attribute-based signcryption (KP-ABSC). On
the one hand, there are two policies associated with the
users’ attributes in SCP-ABSC, and a key is tagged with
receiver attributes and sender attributes. On the other hand,
in KP-ABSC, everything related to policies and attributes are
swapped. The authors of [94] described dynamic attribute-
based signcryption, that does not need to re-issue users
secret keys during the access structure updates. Then, a num-
ber of attribute-based signcryption schemes [49], [95], [96]
have been proposed in the literature. A number of pro-
posals handled computational limitation of mobile devices
[571, [98], [129].

It is noted that the computations and communication over-
head of ciphertext policy attribute based signcryption such
as in [57], [94] boost linearly with additional attributes.
This computation and communication boost has motivated
the construction of a ciphertext policy attribute based sign-
cryption scheme with a fixed size and computational cost.
For preserving the users’ privacy and identities, there is a
need to use multi-authority based attribute encryption to limit
the capabilities of a single authority, while including a semi
or partial ID verification for collision, without exposing the
identity of either the sender or the receiver. ABC and AB-
signcryption can be used in many applications. But, it is still
not widely spread on mobile and IoT applications due to its
high computations.

E. Outsourcing of Computations

Cloud computing can provide users with powerful compu-
tational ability and resources. Users with mobile devices or
limited power devices can outsource their intensive computa-
tions or store their data on the cloud. Cloud brings security
challenges when users delegate private operations on it, such
as signature generation. The cloud can sign user’s messages,
without the knowledge of the user. To handle the semi-trusted
or untrusted cloud or service provider problem, a server-aided
signature scheme approach was proposed in [140]. The tech-
niques still need expensive computations, which cannot be
afforded by IoT systems. Another methodology centers around
outsourcing with methods presented [142], [143], [144], [145],
[146] that use homomorphic encryption or interactive proof
systems. However, such methods were proved by Gentry and
Halevi [145] that they are not efficient enough for systems
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with limited computational power and resources, such as IoT
devices.

In IoT, many devices are resource constrained. Accordingly,
a number of security solutions targeting limited computational
power systems started to emerge, such as the one presented
in [153]. The authors introduced a solution that considers
limited capability devices, and delegates the CP-ABE com-
putations to powerful computational devices. The produced
ciphered text is then either re-sent to the sending device or for-
warded to cloud service provider for storage or sharing [170].
In another work, the authors of [147] proposed a CP-ABE
technique that generates constant size ciphertexts and private
keys, which is more feasible for IoT devices.

Proxy Re-Encryption (PRE) was introduced in [149] and
formally studied in [150]. PRE allows a proxy which holds
re-encryption key created by the data owner, to re-encrypt
ciphertexts (that are already encrypted with Alice’s public
key), to be encrypted with Bob’s public key instead. In a way
that only Bob’s private key can decrypt the newly re-encrypted
chiphertext. PRE and attribute-based encryption (ABE) can be
used for securing data access stored on the cloud. PRE is an
ultimate solution specially for cloud storage since we cannot
fully trust CSP, while the useful property is the ability to do
the ciphertext conversion without revealing the corresponding
plaintexts. Integrating ABC and PRE can produce a flexible
and practical fine-grained access control data sharing solu-
tion. Ciphertext-policy ABPRE technique was first introduced
in [151]. In this technique, a proxy is able to convert a ciphered
message ciphered under an access policy to a ciphered mes-
sage ciphered under another access policy. Liang et al. [152]
constructed the first CP-ABPRE that has only one trusted
authority for generating keys. Thus, it is not feasible to be used
in scalable big data systems. Massive data systems should be
supported by multiple authorities to allow scalability and sep-
arate authorities roles. In 2017, the authors of [47] proposed
a CP-ABPRE with attribute privacy protection, by hiding the
access policy, to protect a user’s identity.

IoT devices are usually light weight devices with very lim-
ited hardware resources. Unfortunately, the computational cost
of cryptographic algorithms (e.g., pairing and exponentiations)
are costly. IoT devices cannot afford such cost. Accordingly,
it would be desirable that such devices can outsource or dele-
gate part of the extensive computations to a gateway or cloud
as illustrated in Fig. 7.

In the literature, there are a number of conducted work
that target delegating the computations of encryption, decryp-
tion and/or revocation of ABC, as shown in Fig. 8.
Green et al. [154] described a CP-ABE solution that out-
sources the decryption process. In [171], the authors described
a technique that delegates both the encryption and decryption
of CP-ABE to the cloud. Their proposed encryption process
has two access structures (T1, T2) connected by an AND
root node. This solution requires three exponentiations on the
user side, which still needs plenty of resources. The authors
of [156] presented a CP-ABE technique that outsources both
the encryption and decryption extensive computations. During
key generation, a user’s secret key and a transformation key
are created. This transformation key should be given to a
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Fig. 7. Delegating partial encryption and decryption to the edge or the cloud.

proxy or cloud service provider. The proxy uses the transfor-
mation key for partial decryption of the ciphertext to ElGamal
ciphertext [172], only when the user’s attributes match the
policy. Then the resource-constrained device can decrypt the
generated ElGamal ciphertext with limited computations. An
efficient outsourced ABSC (OABSC) was presented in [157],
which borrows computational resources from a third party
cloud to partial decrypt ciphertexts. In this process, users need
to select and record their secret keys, which will allow them
to do the final decryption of ciphertext. Usually, the ciphertext
is stored on cloud. When users request to access the data, they
need to get verified by presenting their attributes. Then a trans-
formation key created from the user’s key should be sent to
the cloud system to partial decrypt data. This will then return
a partial decrypted ciphertext. Then the receiver can verify the
correctness of the transformed ciphertext, before decrypting to
its original form using their kept secret key.

Yang et al. [173] proposed a multi-cloud based outsourc-
ing for decryption, while preserving the receiver’s attributes
from being disclosed. In [159], OEABE outsourcing scheme
was introduced, that outsources ABE ciphertext-policy encryp-
tion. This proposed solution targets the delegation of the
most expensive computations in the ABE encryption to a
cloud, while maintaining the confidentiality of data against
both external and internal attackers. The encryption pro-
cess requires only one exponentiation on resource-constrained
devices. However, the solution does not target revocation of
users and attributes, or the delegation of attributes management
(issuance or revocation) to cloud or proxy. Zhang et al. [148]
proposed an energy efficient KP-ABE decryption outsourcing
that takes into consideration of the cipher-text size, mak-
ing sure that the cipher-text size is constant to reduce the
communication overhead.

Regarding attribute revocation, a number of CP-ABE mech-
anisms that manage attribute revocation have been presented.
Yu et al. [67] used a semi-trusted proxy for instant attribute
revocation. In their proposal, the proxy transforms the cipher-
text, as well as refreshes all the authorized users secret
keys. Yong et al. [155] described a CP-ABE technique that
outsources both decryption and attribute revocation. This
technique uses attributes versioning to accomplish attributes
revocation. Liu er al. [158] presented a technique to outsource
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decryption as well as attribute revocation. Their technique con-
centrates on ciphertext updates as well as updating user’s keys,
reflecting the revoked attributes.

There are a number of solutions that tackle the outsourc-
ing of either encryption, decryption or attribute management
(i.e., revocation) to the cloud. However, to the best of our
knowledge, no technique nor framework in the literature inte-
grates all the needed services for IoT devices. IoT frameworks
need to provide conditional anonymous authentication, fine
grained access control with receivers and sender privacy and
data integrity. Such techniques need to outsource the encryp-
tion, decryption, revocation management and access policy
management to a gateway or the cloud.

VI. OPEN RESEARCH ISSUES

In recent years, although active research efforts have been
dedicated on securing IoT, there are still a number of open
issues that need to be tackled. This section will describe some
of the major open research questions in securing and privacy
preservation of IoT systems.

Comprehensive Security: Several promising opportuni-
ties [3], [22], [26], [48], [92], [114] have emerged with the
evolution of IoT and cloud computing, facing IoT security
challenges [2], [17], [29], [31]. However, a complete solution
has not yet been implemented, as most of the available solu-
tions target on only certain security requirements. To the best
of our knowledge, there is still no methodology that devel-
ops security attack free, conditional anonymous authentication
and fine-grained access control protocol to be used by the
various [oT use case scenarios. This framework should also
outsource part of the heavy computations in either uploading
or downloading data, to a computational powerful device or
the cloud. Existing techniques can be integrated to accomplish
an all-inclusive security solution. However, the integration is
not simple, due to the possibility of techniques interference,
usability and efficiency problems. We believe that comprehen-
sive security solutions are needed for usable and efficient IoT
data sharing.

Non-Repudiation: In any system involving with user inter-
actions, non-repudiation is needed to prevent the data owner
(sender) the denial of previous data upload. Most of the work
in IoT security, however, neglected the importance of non-
repudiation. IoT systems concentrate more on privacy of users
and devices. However, non-repudiation can still be provided,
while preserving user privacy. This can be achieved by condi-
tional anonymity, as the sender still needs to be anonymous,
and for security or emergency reasons, certain authorities need
to find out the real identity of a user. Conditional anonymity
can be achieved by a number of techniques such as group
signatures. However, providing conditional anonymity feature
on limited-resourced 10T devices is a challenging task, and
extensive research is needed in this direction.

Scalability: 10T devices interact in different patterns with
different entities. The number of users and devices commu-
nicating together within an IoT ecosystem is growing widely
with the growth in technologies. Accordingly, the efficiency
and scalability of systems need to be ensured by not only
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storing secured data on the cloud, but also by delegating the
encryption and decryption in a secured manner to a cloudlet
or cloud. Outsourcing the revocation management and access
list management to cloud (proxy) are also needed, to reduce
computational load of both sender and receiver in different
perspectives. Additionally, the size of the encrypted data (sent
or received) should be minimized to reduce communication
overhead, which can be achieved by using constant size ABE
encryption techniques.

Revocation: As the user/device may have limited sub-
scription periods or the device has been hacked/attacked or
stolen, the communicating party needs to find out whether
a user/device is revoked. The revoked entity authentication
and access to data should be disabled. Efficient revocation
is very challenging and it is especially important for a large
scale network. Scalable key management revocation in IoT
systems is an important aspects. It should ensure both back-
ward and forward secrecy. Newly joined users to a group,
should not be able to interpret data encrypted, before their
joining time. Revoked users that previously had a key, should
not be able to interpret future encrypted data using their
previous revoked keys. Finding the proper and efficient way
to revoke attributes and/or users is still an issue. The existing
schemes are not flexible nor efficient enough. For instance,
some existing techniques are based on users to interact on-
line with the authority, such as in [80]. Some techniques do
not allow revocation instantly, such as in [67]. More research
is therefore needed to enhance the user and attribute revoca-
tion and management systems. Outsourcing the management
to a semi-trusted cloud can add flexibility and scalability of
infrastructure management systems (issuing and revocation of
keys and attributes).

Interoperability: Interoperability in IoT is needed, knowing
that there are some legacy proprietary hardware and software
deployed systems. Governmental efforts to create standards
for IoT interoperability and backward compatibility should
be taken into consideration during all phases of IoT systems
implementation and fabrication. Moreover, governmental and
non-governmental entities should provide a way to set univer-
sal privacy policies and find a way to impose them. This is
needed to allow the interoperability of different systems, while
maintaining user’s privacy.

Trust Management: Trust management is needed to estab-
lish trust across different IoT systems and domains. In such a
large scale IoT network, it is a big challenge to build trust
between different domains and a large number of limited

[Asim and Ignatenko 2014], [Datta et al. 2015],
[Chen et al. 2016], [Liu et al. 2017], [Zhang 2019]

et al. 2013], [Chow and S.M.
2016], [Liu et al. 2017]
~__

Classification of research in outsourcing according to what to be outsourced.

resources devices [174]. The number of IoT consumers can be
huge and dynamic. Accordingly, the trust management system
must be adaptive and scalable. Moreover, the accuracy of trust
systems is crucial. To improve the trust result accuracy, dif-
ferent techniques can be integrated such as reputation and
recommendation techniques. However, most of the available
trust management systems cannot be easily integrated with
each other [175], [176]. Accordingly, more research is needed
for providing techniques to efficiently integrate various trust
feedbacks. This should be done while protecting user’s pri-
vacy. Furthermore, the response time of trust management
systems is of great importance. The longer the response time,
the lower the number of inquiries that the system can handle.
Systems with minimal response time are urgently needed for
IoT systems.

Latency Constraint: It is important to note that not only
the information in IoT should be stored and processed in a
timely manner, but also services should be secured with min-
imal added latency. It is not recommended to rely on the
cloud for applications that require fast processing and minimal
delays [40]. Edge computing and federated-machine learn-
ing [177] are some of the promising ways that can ensure
the rapid delivery of IoT cloud-based services as well as scal-
ability and privacy-policy enforcement. More research efforts
are needed in finding efficient ways to use edge computing
with IoT and the cloud to combat the security challenges in
IoT systems.

VII. CONCLUSION

This paper presents a better understanding of security threats
and security requirements in the Internet of Things (IoT), as
well as approaches to address different threats and security
challenges. IoT systems should be constructed with the due
consideration of security, privacy, and trust. Security require-
ments should be addressed in all of the architecture layers
of IoT systems. Furthermore, constraints introduced by the
IoT such as big data, distributed and low powered devices,
should be taken into consideration during the solutions design
phase. In this paper, [oT security threats and possible counter
measures for each threat are investigated. Challenges to IoT
devices and the exchange of data between IoT systems, edge
device and the cloud are evaluated. In particular, we present a
detailed survey on security mechanisms that address different
security services and challenges in 10T, namely confidentiality,
access control, authentication, privacy, integrity and resource
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constrained IoT devices. Finally, we identify the gap in IoT
security research and development, as well the future research
efforts needed. We hope these research questions will stimu-
late further research in this important area, thereby realizing
an Internet of Secure Things eventually.
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