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Data61: Australia’s Digital Innovation Powerhouse

Creating Our Data-driven Future
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Trend: Products > (Data/Services) Platforms

Every industry becomes data/service-driven

2018 2008
Rank Company Founded USbn | Rank Company Founded USbn
1. Apple 1976 890 1. Exxon 1870 492
z. Google 1998 768 2. General Electric 1892 358
3. Microsoft 1975 680 3. Microsoft 1975 313
4. Amazon 1994 592 4. AT&T 1885 238
5. Facebook 2004 545 5. Proctor & Gamble 1837 226
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Trend: Trust Shifts to Distributed Trust

Local -> Institutional -> Distributed

TRUST STACK —
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How Technology

1\ Indl\/ldual Brought Us Together -

:md Why It Could Drive Us Apart
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Trend: Value Arises from “Joint Analytics”/Services

“Data-as-a-Service” & “Al/ML/Model-as-a-Service

CHAOS

MONKEYS

S
Access and use of sensitive data from another organisation/country & b

Connecting in-house data silos

Alternative public data sources (social media, satellite/aerial images, sensors)

Data analytics over encrypted data A

—

Open data/innovation (anonymised data) A I g L

RANDOM FAILURE IN

AN OA\TAL L TV
SILICON VALLEY

" o O Antonio Garcia Martinez
mm oy,
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Statistics
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Data aggregation Device/Mobile Analytics
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Tre n d : Tru St t h ro u g h Reg u I ati O n ? Al News  Images  Videos  Books  More

About 782,000 results (0.32 seconds)

Data Economy: Balancing Innovation & Regulation Burden
GDPR And The 'Security By Compliance' Mistake

Forbes - 12 hours ago

For the past month, we have all been flooded with emails from
pop-ups with “privacy notice updates” about their awareness ...
What's Holding Back GDPR Compliance Efforts?

Security Intelligence (blog) - 13 hours ago

GDPR Policy Disregard: Companies That Collected Data lllegally

New Legislations
Trust behind Data Services?
* Privacy, security and “specific” purpose of use

° G D P R The Market Mogul - 9 hours ago
New GDPR Requirements Spark Questions Amongst Small Businesses
. Business 2 Community - 3 hours ago
e Australia

US sites continue to block European visitors post-GDPR
Digiday - 20 hours ago

Companies under strain from GDPR requests

In-Depth - Financial Times - 22 hours ago

N S
o oy

- & E
Security Intell... The Market M... Business 2 C... Digiday Financial Times FEI Daily

* Data Breach Notification Scheme
* Consumer Data Right (CDR): Open Banking, Energy, Telco

New Concerns

Ethical Al = Trust behind Al Service?
- Fairness, Accountability, Transparency way
- Rights to explanation and redress | Al ethics framework on the
. jona - iment.
2018. Natio 30m inves
Budee’ d regulation signalled as part of 3
Incre ase My 10 2018 0220 PM
By Edward pollitton P
15" |
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Trend: Challenges in Adversarial Al & Robust Al

Stealing model/data from Al-as-a-Service & Trust in Al-as-a-Service

Hype Cycle 2018: Al-as-a-Service on the rise
New threat vectors:
@ Trust in Al-as-a-Service: counter examples

® Stealing model/data from Al-as-a-Service: Info leaking through models, model inversion

@® Stop Sign ->
Speed Limit Sign [2]

-

@® Impersonating celebrities using printed glasses[1] 7
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Trust is the New Currency




Service
Governance &
Regulation

TANGLED LEGISLATION
[HE FEDERAL, STATE & LOCAL LEVELS




Trust Can be Easily Breached

Facebook-Cambridge Analytica Data Scandal

2. Share the collected data
(more than 50 million users)

1. Collect data(since 2014)

CA**

4. Analyze the data Facebook

Generate user profile

5. Provide data service &%}

Facebook Users

-

for 2016 election

6. Send messages
pd
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Consequence of Loss of Trust

v’ Facebook shares fell 13%.

v The reputation of Facebook is dropping.

* According to one survey, 1/3 respondent said “will leave Facebook”.
MS (50%), Snap (46%), Uber (40%), Google (30%), Amazon (34%)

* Total participants are 2,600 IT employees.

v’ Facebook faces investigation (US, UK, Australia...).

-
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Data Services & Flow in “Platform Ecosystem"”

Targeted Advertising

Publisher’s Ad Web
Server / Server £ Gather _»  Supply Side
N\ 3.5end /2. browse the browsing informati Platform
4.Display ad \ adjag \
g 1.Search “Laptop” www 8.Return
g browser Buyer(DSP)’s code
R a>ds, ' to browser Auction ¢ _m
‘ 10.Display ad |
9.Call the DSP Buying _ 6.Selling the
v 7.Su’bm|t information
DSP’s Demand Side Buyer’s code
Ad Sever Platform «
pd
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Data Governance Needs in Platform Ecosystem

v’ Clarify data ownership/rights and data uses.

- Define clear roles, responsibility and data uses (for data owner/subject right protection).

- Extend and reinforce the roles and responsibilities for secondary use.

v' Make data platform/services visible.

- Increase transparency of platforms/services and improve trust.

- Monitor, audit and trace all the activities taken place, and open to every stakeholders.

v" Build and implement due processes.

- Include all the considerations of data governance, and make them executable.

e
e |

N~
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New Data Governance Model for Platform Ecosystems

S. Llee, Ross J., L. Zhu, "
Contingency-Based Approach
to Data Governance Design for
Platform Ecosystem", PACIS
2018

S. Lee, R. Jeffery, L. Zhu, "Data
Governance Decisions for
Platform Ecosystems", HICSS
2019

Traditional Life Cycle of Data (ISO/IEC 38505-1)

P

Data Manager

create save update move delete
\ 4 \ 4 \ 4 A\ 4 \ 4
Create >> Store >> Process >> Archive >> Delete >
& 'y &

a%.
Data anager

manage

Data Provider

up/oad

ana/ysrs

Data Analyst

generate

Data Consumer

use/shure

Data Provider

terminate

Collect Manage Survey/Research/
Productize

For evolving (aggregate, combine data...)

Data in a Platform Ecosys

] ] 1
] 1 1
] 1 1
] 1 1
! ! ! :
1 ! If derived data ! H
e 3\ ! g 1 1
e - P N

| Privacy/Sensitivity | H |
i PIl data i i i
Data source H L Non-Pll data 1 Process ] Access :
Machine-generated i | Raw data i Open data :
Human-sourced 'l oOwnership/Rights | Derived data H Closed data i
Process-mediated i ) 1 Derived insights ! Shared data !
! Proprietary data ! | i
! Public data ! H i
A QN J ) I H
AN 1 | }
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Retained data
Withdrawn data
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What about Trust through Regulation?

Innovation vs. regulation burden

regulated entity~hased on interpretation of rules

“Producers” write/enforce rules-applicable to

“3rd parties” interpret the rules &

may lobby “producers” for changes Régulated entities are provided
advice/solutions from 3™ parties on how to
comply

Producers
Legislators, Regulators or C de

Set and enforce the rules to protect ppl and
property

Regulated firms/persons

Liable to comply with rules

Lawyers, tech firms, Ve , ultants, associations /T

| &™ |

™ /
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Legislation/Regulation-as-a-Services/Platform

Encode trust into digital rules once & benefit everyone through services

A service-oriented platform to help businesses ...

/. N\
J_
v —®
Link regulatory requirements Untangle regulation and Assure compliance Ensure consistent scalable
to business process/services. allow appropriate efficiently for business, experience
Reduce manual effort and business outcomes from auditors and regulators
auditing costs regulation changes
-
| DATA |
61
e
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Digital Legislation as Services

L e ) & https://digital-legislation.net/

\ '. Ao | @#— Normalised logic lan
T
ENDORSE \ Q agiclanguage

~ T LOBIE -~ S T
— DATABASE »)

™
+Reasoner \ Github
‘L—"‘/\* d / "
. gov.au

@o

Regulators & policy owners

Prwate

SECTOR
Business Procass Live-Contracts PermitME Mational cnnstl:n\.cllnn code: Futur pplil:at s to come
Compliance Energy efficiency? B’A strack 0O visa application
O rFsanz? O Trade/imports permits

O Procurements? O Ausdex marketplace?
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Consumer Data Rights

How can consumer trust their data to organisations and their specific use

* Australia’s new legislation impacting consumer data and its services
« Consumers can authorise 3™ parties to access their data

* Currently 3 designated sectors
- Banking first (similarly to PSD Il in Europe/Open Banking in UK) Levelling the paying field

- Energy, Telecommunication to follow An earthquake in European banking
- Potentially applicable to all sectors which have consumer data

New payments regulation has the potential to shake up the banks

* Datab1l’s Role

- Setting Service/AP| standards + Security profiles standards
- Advising on “directory” (related to service directory)

https://consumerdatastandards.org.au

24 May 2018

Data61 appointed to Data Standards Body role

ICSOC18: Distributed Trust | Liming Zhu 20
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Distributed Trust through Federated Model

Joint analytics without moving data together

Centralised Model Federated Model

.
. ]

Gov Dept Gov Dept
e———
L]

N )
L J L]
n

Internal

Centralised

Datastore Datastore

]
1
I Virtual
1
1
1

S
:
] ]
! 1
. ] I . ]

—— —— /
/ /
Internal Public 7 Internal Public /
Data Data Data Data

Data is collected and analysed centrally Data remains with its source department
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(Data) Service API for “Analytics”

RESTful/HATEOS Services for Data Exploration/Analytics

Motivation: Data Service APIs were designed for retrieving info and perform transactions, not for Exploration & Analytics

Services |
. <4 i
e Lo

s Rol up/dril d y Relate /’_"
oll up/drill down/pan LT
P P _Narrow down

| Gateway I ; - .-~ Narrow down*!
: , esource - "
SCrp ; 1t Wrap up

7 v — API

Template:

+ * * 1 ~ [}
A 1 I ' I : BN ¥
Function i e|at‘é‘;\\‘5ummary ' Summary B
Sampler Filter Aggregator : Packager L T _Wrap up
Supplier N P
*</ Resource
. gpay /) /0 - r AP|
Data Source i Roll up/drill down/pan

Template:
______________________

Resource
API
Template:

Resource
API
Template:

2,3

Yun Zhang, L. Zhu, X. Xu... “Data Service API Design for Data Analytics”, SCC 2018

e
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Confidential Computing

Improving trust through “use without access” /“encryption-during-use”

Homomorphic Encryption

Analytics
Encrypt (1) “+” Encrypt(2) = Encrypt(3) — Corficertial
New ways to secretly analyse data Federated Learning
Mary Smith - 10/4/1998 - 0403674324 Zero
Knowledge
Proofs

BLOCKCHAIN Secure Multiparty

001001011110100101001 Compute

001000100001011110101

Private linkage of identities Many others!

https://www.nlanalytics.com

ICSOC18: Distributed Trust | Liming Zhu
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Data Service Provider’s Constraints

Spectrum of Technologies to Solve the Problems

Linked unit record data

Linked unit record data

Linked unit record data

Query result over linked data

Model trained over linked data

Linked unit record data

Query result over linked data

Linked unit record data

ICSOC18: Distributed Trust | Liming Zhu

Data custodian <->
Data custodian

Data custodian <->
Data custodian

Data custodian <->

Data custodians <->
Data analysts

Data custodians <->
Data analysts

Data custodians <->
Data analysts

Data custodians <->
Data analysts

Data custodians <->
Data analysts

Cannot share identifiers

Cannot share unit record data

Cannot store linked dataset

Cannot share unit record data

Cannot share unit record data

Negligible re-identification risk

Negligible re-identification risk

Must retain control over data and
environment

Privacy Preserving Record Linkage

Confidential computing

Virtual datasets

Confidential computing
Secure & obfuscated API

Confidential computing
Data Airlock

Privacy risk assessment & defense

Privacy risk assessment & defense
Secure & obfuscated API

Secure containers
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Defend Trust by Protecting Models (not just data)

Against Adversarial Machine Learning/Al

New threat vectors

@® Poisoning

@ Adversarial examples

® Model inversion/Stealing through Services

Solutions

® Game theory

@ Data integrity and provenance

® Random projection & noise injection




Improve Trust through Sharing Models/Interpretation

Sharing Deep Learning Models with Interpretation

* Models are shared in MLaaS (ML-as-a-Service) platforms
- Deploy models as accessible query APIs

- Models are IP
@m
webservices™

, Training APls

Prediction APIs s
Shared Models

XN\ ‘
.~ / -
D % ( Gy?
APP V
Application Non- shared Data DATA
Developer avelone I
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Sharing “Boundary Tree”

* DNN decision making remains a black-box

- Too complicate to explain; training data dependency
- There is no clear specification of a DNN model

* Providing interpretability to a model is helpful
- Enable a user to get insight about model behaviours

I DNN -transformed Testing

I

I representations |

: 420 @ " N |

Huijun Wu, Chen Wang, Jie Yin, Kai Lu and Liming Zhu, | IQJ ,ol ol ol T@ S |
"Sharing Deep Neural Network Models with Data | I | I | b | v | | || Decision Boundary Zpucale |
Interpretation”, WWW 2018 Sammplet, | Id O O O 1 ' Characterization Boundary Tree [ |9 [
P ! : ‘} | I 1’ ’ Construction |

= = N I

BANC lasslﬁu \ Model Translation / |

I

|

Explicable Boundary Tree (for DNN Classifier)

ICSOC18: Distributed Trust | Liming Zhu
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Blockchain

Shifts/Spreads Trust

-
Ve
/

S

Organization 1 @ Organization 2

N Centralized Trusted Authority

N o o o o o — — —— — — — — — — — — — — — — — — — —

=

o —— — — — — — — — — e e

ey
|

Traditional trusted environment
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How?

Immutable database
Every node hosts a replica
Transaction is verified by every node

Combination of knowledge from
e Distributed Systems,
* Peer-to-Peer,
* Cryptography
* Incentive Systems
* Game Theory

ICSOC18: Distributed Trust | Liming Zhu



Visualization of a Blockchain http://ethviewer.live

Empirical Analysis of Transaction Data

Miners of last 1000 blocks Uncles mined in the last 100 blocks PE—
/ @ Ethermine @ Ethermine
@ 2pool @ f2pool
of Ethereum . [ <
DATA blockchain o uncle link ® Nanopool ® Nanopool
E‘I for more infomation ' @ miningpoolhub_1 @ miningpoolhub_1
or more infomation,
\ / please visit ‘ ‘

Real time

monitoring —— direct link

hitp://goo.gl/Fn3wYl 1”2V 13V

» 4455637
ey

e D
<» 4455636
e e
eco
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eccee oo
cees 000000 GYS
>eoees—°°®
ssc00
ecc0e
0:080
° oo
2.02. o8008 00
o ® eeeee
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e °
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Zoom
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Blockchain 2"9 gen — Smart Contracts

From Data to Programs/Services

e 1stgen Bitcoin transactions are financial transfers

* Blockchain ledger can also store/transact any kind of data

* Blockchain can deploy and execute programs: Smart Contracts
* User-defined code, deployed on and executed by whole network
e (Can enact decisions on complex business conditions
* Can hold and transfer assets, managed by the contract itself
 Ethereum: pay per assembler-level instruction

e
DATA |
bl

N~
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Blockchain Research at Data61

Improve Trust through Formal and Empirical Studies

* Designing Systems * Trustworthy Blockchain * Defining & Using Smart
with Blockchain Systems Contracts
* Design trade-offs * Formal * As legal contracts
* Model-driven It L
development LR LN |
* Governance and risk
management * Empirical * Cross-org business processes
,g“/ P = ", : Y ‘§ e “ I
e
| DATA |
61
N~
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Designing Trust with Blockchain (1/2)

Design process, quality analysis, design patterns and governance/risks

* Design Process, including Suitability Analysis N b |
: Trust .
- Ataxonomy of blockchain-based systems for architecture design, X. Xu, I. Weber, M. Staples et al., ICSA2017. Has trusted Yes -~ Can it be Decentralization
: thority? = d tralised?
- The blockchain as a software connector, X. Xu, C. Pautasso, L. Zhu et al., WICSA2016. St Ves ST
. No
 Quality Analysis : How to decentralise Use traditional
: (VA) v database

- Quantifying the cost of distrust: Comparing blockchain and cloud services for business process execution.P. ~ : |  ——
Rimba, A. B. Tran, I. Weber et al., Information Systems Frontiers, accepted August 2018 (previously SCAC 2017) v

Storage and computation:
on-chain vs. off-chain

- Comparing blockchain and cloud services for business process execution, P. Rimba, A. B. Tran, |. Weber et al.,

ICSA2017. (IV.B)
- Predicting latency of blockchain-based systems using architectural modelling and simulation, R. ‘
Yasaweerasinghelage, M. Staples and I. Weber, ICSA2017. S
Need a new Need multiple
. 2 . > o > What type?
€5 blockch ? blockch ?
* Design Patterns £ ockehain ockehains ;
. A pattern collection for blockchain-based applications. X. Xu, C. Pautasso, L., Q. Lu, and |. Weber, EuroPLoP s "E’: What block si d Wh
20‘,1 A pp Q “8 afre::en?;g AN e :::tc;r;?r)?sus l«| What data structure?
* Integration with other systems T o
2239 What incentive? I z—:\nopym;ty
+  EthDrive: A Peer-to-Peer Data Storage with Provenance, X. L. Yu, X. Xu, B. Liu, CAISE2017. °s§= mechanism:
................................................... R
* Governance and risk management e
- Risks and Opportunities for Systems Using Blockchain and Smart Contracts, Treasury report
/
I DATA |
b1

N~
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Designing Trust with Blockchain (2/2)

Cross-org focused, Process/Data/Assets/Artifact-based model-driven engineering

° Business Process Execution

- Untrusted business process monitoring and execution using blockchain,

Key distributor O—O{g}j

Off blockchain

_____________________________________________________________________

* Combined Asset & Process Modelling

Lorikeet: A Model-Driven Engineering Tool for Blockchain-Based Business Process Execution and
Asset Management A. B. Tran, Q. Lu, I. Weber, BPM 2018 Demo

. Weber, X. Xu, R. Riveret et al., BPM 2016 pesign Time :.“.“E‘.T."I‘? ......................... ey

i BPMN o Process !nslance contract ' i

- Optimized Execution of Business Processes on Blockchain, ; model o (Mediator/Monitor) 5
L. Garcia-Bafiuelos, A. Ponomarev, M. Dumas, Ingo Weber, BPM 2017 i 111 || Escrow o or 3

- Caterpillar: A blockchain-based business process management system, O. Lopez-Pintado, L. Garcia- v 11 |[ Verification Business logic || _| Factory !
Bafiuelos, M. Dumas, and I. Weber, BPM 2017 Demo i Translator V| (rarmraam] | Passive) conret »

' E E E payload E |

- Runtime verification for business processes utilizing the Bitcoin blockchain, C. Prybila, S. Schulte, v P11 | FExecution | W 2
C. Hochreiner, and I. Weber, Future Generation Computer Systems (FGCS), accepted August 2017 i P state account \ .

* Data / Asset MOdE"ing i imprer:;f::ﬁo“ il ____________________________ { Trigger J |
- Regerator: a Registry Generator for Blockchain, A. B. Tran, X. Xu, |. Weber, CAISE 2017 Demo | Factory contract | Data #—H
| | payload H| Interface |

I
I
1
1
I
I
I
i
I
: Internal process
]
i
1
I
I
I
I
1
1

e
e |
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Red Belly Blockchain (Data61 & USyd)

Achieving Trust at Scale

* New technology particularly for private / consortium blockchain
* ~660,000 tps with 300 nodes in one data center, and > 50,000 tps with globally distributed nodes

EVEN LARGE-SCALE

APPLICATIONS DESERVE AN
UNFORKABLE BLOCKCHAIN.

Endemic to Sydney, Australia, the Red Belly Blockchain builds upon cutting edge
consensus research to preserve integrity world wide regardless of failures and attacks.

http://redbellyblockchain.io @TA |

N~
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Projects with Australian Treasury

DLT Foresight

What might plausibly happen, across society &

economy?

Technical Risks & Opportunities

How do needs in various use cases fit

blockchain’s capabilities?

* Funded by Australian National Innovation Science Agenda
* Two reports, launched 6 June 2017
* See www.datab1.csiro.au/blockchain

BUSINESS

INSIDER

BRIEFING

The CSIRO believes blockchain technology will change
Australian industry

. CHRISPASH w

T FINANCIAL REVIEW

Home News Business Markets Street Talk Real Estate Opinion Technology Personal | Financ]|

Can IT move at the speed of DevOps?
Hom Technology

Data61 reports blockchain will have a profound impact on the

CSIRO’s Data61 and Treasury join forces to
examine the blockchain

Blockchain expected to change the way Australia’s economy operates

Jennifer O'Brien (C10
04 May, 2016 12:16

economy

ICSOC18: Distributed Trust | Liming Zhu
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Service Composition using Smart Contract

e
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Blockchains are Not Stand-Alone Systems

Service-oriented approach for connection

Ul for humans % E {}
:‘ /’:
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S
Blockchain is a component BIG DATA
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integration private databases
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Blockchain is a closed-world system

* To interact with smart contracts on blockchain, need to:

- Write: create and broadcast a blockchain transaction (BCTX) for each method call
- Read: monitor smart contract variable values and/or event logs to see updates

* The outside world speaks Services
- REST / SOAP-WSDL / JSON RPC

* How to bridge between the two worlds?

- Recurring problem
- Our solution: a Trigger component as bridge

e
e |

N~
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Service-Oriented Approach to Integration

Trigger as bridge between blockchain and services

e
|&"™ |

\ /
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Motivation

* Integration of services across org: key driver of productivity gains
- Means: service composition — orchestration and choreography

Collaborative process execution
Doable when there is trust — supply chains can be tightly integrated

Problematic when involved organizations have a lack of trust in each other
—> if 3+ parties should collaborate, where to execute the process that ties them together?

- Common situation in “coopetition”

Jan Mendling, Ingo Weber, Wil Van Der Aalst, ....Liming Zhu, “Blockchains for business process management — challenges and opportunities” ACM
Transactions on Management Information Systems (TMIS), 2018. ﬁlﬂ_ N | %
b1

N~
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Motivation Example

receive receive provide provide Service
3 order request details waybill Interface
=
: s O—>@—@
A A
 —— _ ¥ L) |
1 T ' ' v |
A I . . - I
l. l. i |
receive ~ deliver
= order 2 order
e
o
5 <;> N USSR S.
= T
2 k]
s forward Ordef z receive  request receive receive
order transport ) order details details waybill
0 : ------------------------------------------
—) —]
N . . report
(] receive . ' start of deliver
g order production product
g8
S
c
1]
= ; place receive i i
— ol oTueT ' [ |
T Il [l | |
T 2, ¥ —
=<
S
F

Issues:

Knowing the status, tracking correct execution
Handling payments
Resolving conflicts

ICSOC18: Distributed Trust | Liming Zhu

- Trusted 3rd party ?
- Blockchain!
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Approach in a nutshell

* Goal: execute collaborative business processes as smart contracts
Translate (enriched) BPMN to smart contract code
Triggers act as bridge between Enterprise world and blockchain

Smart contract provides:
* Independent, global process monitoring

*  Conformance checking and process enforcement: only expected messages are accepted, only from the
respective role

* Automatic payments & escrow
* Data transformation
* Encryption

Ingo Weber, Sherry Xu, et. al, “Untrusted business process monitoring and execution using blockchain”. BPM 2016

O. Lopez-Pintado, L. Garcia-Bafuelos, M. Dumas, I. Weber. “Caterpillar: A blockchain-based business process management system” BPM 2017

L. Garcia-Banuelos, A.Ponomarev, M. Dumas, |. Weber, “Optimized Execution of Business Processes on Blockchain”. BPM 2017 yd
DATA

& |
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o e e o = = = e = —— = = = —— o — ——— — ——— — ———— = ————— —————— = ——— —— ————————

Internal process

Key distributor O—Q—@)

Off blockchain

-
|&™ |

N7~

| Design Time 1 1 Run Time .
I e e e e e e e e e = — |
i 1 On blockchain 1 |
| BPMN . Process instance contract P!
| . .
| model i E i (Mediator/Monitor) i !
! N Deposit L
: b Escrow collector P!
i R . |
| L Verification | | Business logic Factory !
| i (Active/ < contract L
! Translator C‘—_[_—D i !
! 1] Partial data passive) , P!
| . payload P!
o —— -
! L S—— |
! o Execution Participants ! :
! R state account L
[ | — |
' M I \ x
! 1 roy
! 1 = I I
: Process Ll oo { Tri -
! implementation 1 1 rigger :
: ¥ A !
' : : v |
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| ' payload ' Interface !
! | !
! I :
! I I
! I |
! I |
! 1 I
! 1 I
! I [
! I [
! I i
! I |
| I I
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Runtime

* Instantiation:

New instance contract per process instance

Assign accounts to roles during initialization
Exchange keys and create secret key for the instance

* Messaging:
Instead of sending direct WS calls: send through triggers & smart contract

Instance contract h an d I €es: Bulk Buyer BB Trigger Cz:l?:ct Mf. Trigger Ma:r:a- Mm. Trigger Middleman

| |
| |
|
Blockchain | Check I
Transaction | conformance |
(BCTX) | '
|
P
Smart Contract effect | API call Execute
| internal logic
| API call: |
BCTX | Place order

f
|
|
|
|
|
|
|
|
|

* Global monitoring
*  Conformance checking

API call: >

Order goods

* Automated payments*

* Data transformation*

<

Check
conformance

- - ___]

API call

I
|
|
1
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
: Smart Contract effect
|

- ___]
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Service Composition Variants

Mediator (orchestration) Choreography = C-Monitor

Pool 2 Pool 1 Pool 2

O

0@ @ [ }

e e {JO

Pool 3

e
|&"™ |

N~
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Tooling: Design and Runtime

e @ Lorikeet Home Design Manage Welcome 0x180d34b876DAag0057B2Ec345E82E2B1E9a4A082 -

Edit BPMN Design > Smart Contract Output Solidity Code

Business Process Name

GrainSupplyChain

function or ansTer_owne I addr bu dr bool
Use Petri-Net Method 1
Save Model Source XML -
s ™ s ~
= Start
Bl Truck is p| Graindropped Truck is
weighed into silo weighed again
{[_r? -:-.‘ \ J \ J
' N\ ' ™
"| |" Quality
Qua!;ykzﬁmple — assessment
from sample
O @ \. / \ J
O C fy] "
i creaegrain  Buyer wants oo
fitle buy title
0 8 = .{ Selltite o :R \
o o equest loan
Grain Title ! Buyer and get
Registy | P paid from bank
H:I o . is direct sale
[}
RegistryReference_03z5ksr
General || Listeners | Extensions || Registry Reference
General
Id 7~
RegistryReference_03z5ksr X true;

2

N~
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Blockchain-as-a-Service

e
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Commercial Offers

aWS. Contact Sales Products ~ Solutions Pricing Getting Started Docume
~—

Blockchain Overview AWS Blockchain Templates Partners

Blockchain on AWS B Microsoft Azure

. - verview v Solution FOAuUCts Jocum tatio rici raining
’ Shared ledgers for trusted transactions among multip Overview Solutions Products Documentation Pricing  Training

Learn Vv  Solutions v Services  Indug B I o C kc h a i n

Develop, test and deploy secure blockchain apps

IBM Blockchain Platform.
The complete blockchain 1

IBM Blockchain

Starter Plan.

experience. {
Claim $500 in credits for your first network with the IBM Blockchain Platformg

* But: some of these providers require that all nodes are using the same provider
- Decentralization?
7
| DATA |
61
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Early-stage Research: Unified Approach

* “uBaas: A Unified Blockchain as a Service Platform”
- Under review

° Deployment as a service
- Includes a blockchain deployment service and a smart contract deployment service
- Platform agnostic to avoid lock-in to specific cloud platforms

* Design patterns as a service

- Common data management services and smart contract design services

- Based on a design pattern to better leverage the unique properties of blockchain
(i.e. immutability and data integrity, transparency) and address the limitations (i.e.

privacy and scalability)

'

I DATA
bl

N~
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uBaaS architecture

ICSOC18: Distributed Trust | Liming Zhu

Auxiliary services

Key generation

File comparison

Design pattern as a service

Data management
On-chain & off-chain
Data encryption
Hash integrity

Smart contract design
Multiple authorities
Dynamic binding
Embedded permission

Deployment as a service

Smart contract deployment

Blockchain deployment

A

Blockchain f-=--==-==-----

node

PR RN
1
o AR
~ . \
,’ \ ‘\\ s ] 'l \
r N ~ -- ’ / |’
N N AT
I SN 1\ g
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Smart Contract as Microservices
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Microservice as DevOps Consequences

* Keep teams relatively small

- Amazon’s “two pizza rule”: no team should be larger than can be
fed with two pizzas

- Advantages: make decisions quickly, less coordination overhead,
more coherent units

) L

<

=
o
(¢
<
o
o
@
>
¢
7
g
%

* Team size becomes a major driver of the overall % DCVOPS
architecture:

- Small teams develop small services = Microservices ol i T b

- Coordination overhead is minimized by channeling most j” p* i) Mingo Weber
. . . . e iming Zhu
interaction through service interfaces: e

* Team X provides service A, which is used by teams Y and Z
* If changes are needed, they are communicated added to the interface.

( A Softwar€ Architect’s Perspective
Y |
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Microservice Architecture

Most services are not externally available

Service depth may be 70, e.g., LinkedIn

ICSOC18: Distributed Trust | Liming Zhu

Each user request is satisfied by some sequence of services

58

Each service communicates with other services through service interfaces

Microservice

) —

Microservice

Microservice

Microservice

Microservice

P

Microservice

Microservice

Microservice

A 4

Microservice

Microservice

Microservice

I
I
I
|
|
I
I
|
|
I
I
|
|
I
I
I
|
|
A 4 |
|
|
I
I
|
|
I
I
I
|
|
I
I
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Smart Contracts as (Micro)Services?

* Analogy:
- Smart contract code = Java Class

- Deployed smart contract = Java Object, but with some properties
* Defined interface
* Standard way to invoke

* Callable by anyone (who can send transactions to the blockchain)
—> Similar to Web service!

* Some design principles can apply
Iﬁ&TAl
Vo ¥
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Service-Orientation Design Principles

x Standardized Service Contract: the public interfaces of a services make use of contract design standards.

v Service Loose Coupling: to impose low burdens on service consumers

% Service Abstraction: “to hide as much of the underlying details of a service as possible”

~ Service Reusability: services contain agnostic logic and “can be positioned as reusable enterprise resources”

v" Service Autonomy: to provide consistent results, a service has to have strong control over its underlying environment
x Service Statelessness: services should be “designed to remain stateful only when required.”

x Service Discoverability: “with communicative metadata by which they can be effectively discovered and interpreted.”
~ Service Composability: “effective composition participants, regardless of the size and complexity of the composition.”

% Fundamental requirement — interoperability of services: “...stating that services must be interoperable is just about as
evident as stating that services must exist.”

Based on SOA Principles of Service Design, Thomas Erl, Prentice Hall, 2007, http://serviceorientation.com/serviceorientation. -
Summary: . Weber, Semantic Methods for Execution-level Business Process Modeling. Springer LNBIP \ol. 40, 20089. I DATA I
b1

N~
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Microservice Principles

v'Small, focused functionality
v Split of responsibility
~ Full-stack & independently updatable without downtime

x Stateless

* While some design principles for Microservice Architectures apply, others do not

- Updates can be independent
- But reliance on the inability of anyone to update without consensus is one source of trust in a smart contract

-
16" |

N7~
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(Service) Design Patterns for Blockchain

X. Xu, C. Pautasso, L. Zhu, Q. Lu, I. Weber,. et

al. “A pattern collection for blockchain-based
applications”, EuroPLoP2018

Some patterns of
relevance here

ICSOC18: Distributed Trust | Liming Zhu

Verifier

Reverse verifier

Legal and smart

contract pair

Patterns for Interaction
with External World

Encrypting on-
chain data

Tokenisation

Off-chain data
storage

State channel

Data Management
Patterns

Multiple
authorization

X-confirmation

Off-chain secret
enabled
dynamic

authorization

Security Patterns

Contract
registry

Embedded

permission

Data contract

Factory contract

Incentive
execution

Contract Structural
Patterns

JATA
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Microservice Patterns for Smart Contracts

Blockchain

Blockchain

Pattern 11: Contract Registry Pattern 12: Data Contract Pattern 13: Embedded Permission
[
On-chain | Off-chain o _ On-chain | Off-chain
! On-chain : Off-chain I
! | |
Registry Cont tm i = i Smart :
ontracts

Contract | » i i Contract :
: |
| name --> addr | ™ E Logic Contract i C permission ) :

| name -->addr H—| Contract: ' ! . <
! : function '

I name --> addr | | I S
~ — ] ~ '

N : ! P
Contracts : ! C permission ) < !
|
: Data Contract | function |
=~ || : |
Contractz : : I
. ! Blockchain '
: : |
: ! !
I

e
e |
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Summary: Connecting with Industry Impact

Trust in Data Services & Trust in the Space Trust through
ML/Al-as-a-Service between Organisations Governance/Regulation

AUSTRALIAN (#é)' %@ > ‘?,1 E—

NATIONAL \ ¥

BLOCKCHAIN

Dataﬁl appointed to Data Standards Body role

Consumer Data Rights &
Data61 Challenge: Supply Chain Integrity =~ ANB: Smart Legal Contract as Services Regulation-as-Services

https://data61.csiro.au/en/Who-we-are/Our- https://www.australiannationalblockchain.com
programs/Challenge

Building Distributed Trust Infrastructure
- behind Services &
- for the Space Between Services



