The Evaluation of Situational Transaction Trust in E-Service Environments

Yan Wang Ee-Peng Lim
Department of Computing School of Information Systems
Macquarie University Singapore Management University
Sydney, NSW 2109 80 Stamford Road
Australia Singapore 178902
yanwang@ics.mqg.edu.au eplim@smu.edu.sg
Abstract P2P system, it is quite natural for a client peer to doubt if

a serving peer can provide the complete file prior to any
Trust is a critical issue in e-commerce and e-service en- download action, which may be quite time-consuming and
vironments. In some applications (such as eBay), the trustnetwork bandwidth-consuming. Different from some trust
management mechanism has been introduced to providgnanagement system in e-commerce environments, in a P2P
valuable information to buyers prior to placing orders and trust system, a requesting peer needs to enquire the trust
making payments. However, most studies and applicationsdata of a serving peer (target peer) from other peers which
focus on determining the general trustworthiness of individ- may have transacted with the serving peer in the past [1,
uals but not providing transaction specific trust information 5, 13]. The computation of the trust status of the serving
that involves factors associated with forthcoming transac- peer on the collected trust ratings is then performed by the
tions. In this paper, we present a new concept - situational requesting peer.
transaction trust, and propose a novel approach to evaluate  In existing trust management studies, the final trust value
it, which binds existing trust data with a new transaction. is computed to reflect thgeneralor global trust status of
This can deliver more accurate trust information to buyers every service provider. While a buyer or service customer
and prevent some typical attacks. is more concerned about the trust status of transactions of
the product or service that the customer is going to order,
she or he cannot rely on the global trust, which does not
accurately reflect the trust level of the forthcoming trans-
action. There are some typical attacks that may occur in a
trust management enabled environment that provides only
In e-commerce or e-service environments, the global trust status. For example, a malicious seller can
reputation-based trust status of a seller or a serviceabuse the trust management system by selling cheap prod-
provider is very important from the point view of a buyer ucts and earn good reputation. After having accumulated a
or a service customer. When there are a few sellers orgood reputation, the seller can start cheating customers by
service providers providing the same product or service, selling expensive products (case 1). In another case (case 2),
the customer would like to order from the seller or service a malicious seller can cheat customers by offering a much
provider with the best transaction reputation. This is cheaper price to attract mass orders from buyers. After the
particularly important when the customer has to select from payment, a buyer may receive nothing.
unknown sellers or service providers. Thus a good trust management system should provide
In general, in a trust management mechanism enabledmore (precise) trust information that indicates not only the
system, buyers or service customers can provide feedbackylobal trust level, but also the trust statist is bound to
and ratings after transactions [13]. The trust managementhe forthcoming transactioriWe term this trust as thatu-
system can calculate the trust value based on collected ratational transaction trus{or transaction specific trug9]),
ings reflecting the quality of recent transactions. The trust which consists of a set of trust values and extends the notion
value can be provided to customers, by publishing it on the of situational trust{4] in e-commerce or e-service environ-
web or responding to their requests. ments. In this paper, we also propose a novel model for
Trust issues have been actively studied in Peer-to-Peeevaluating the situational transaction trust.
(P2P) networks often used for information sharing. In a  This paper is organized as follows. In Section 2, we re-

1 Introduction



view the trust management approaches of eBay and somdt leaves much room for improvement - such as, recent rat-
existing studies. Section 3 discusses the metrics of situa-ings are more important in the trust evaluation [14]. It does
tional transaction trust evaluation and presents our proposediot divide sellers into multiple classes of reputation ranks
approach. Some empirical studies are presented in Sectiorgither (e.g. a 5-star seller, or a 4-start seller) as in [6].

4 for further illustrating the properties of our model. Finally

Section 5 concludes our work. 2.2 Other Related Studies
P2P network technology has been widely used in
2 Background information-sharing systems, where a peer (serving peer)
can share some information (e.g. music files or movie files)
2.1 Trust Management at eBay with other peers (client peers) without any central manage-

_ _ ment authority. In this environment, the issue that the file

eBay.comiis a typical Customer-to-Customer (C2C) web peing provided is complete or incomplete may be the con-

site. Its trust management mechanism is one of the earliestery of a client peer before any download action. Eigen-
systems in applications. _ _ Trust [1] collects théocal trust valuesf all peers to calcu-

At eBay, after each transaction, the buyer can give feed-|5te theglobal trust valueof a given peer. In [5], Marti and
back to the system accord_mg t_o the service quality of the garcia-Molina proposed a voting reputation system target-
seller. The feedback (or rating) is stored by eBay (a central- inq at e-commerce applications that collects responses from
ized management architecture). The feedback can be “posiyiher peers on a given peer. The final reputation value is

tive”, “neutral” or “negative”. eBay calculates the feedback cgjculated by combining the values returned by responding

scoreS = P — N, whereP is the number of positive feed-  heers and the requesting peer’s experience with the given
back left by members (customers) aivdis the number of peer.

negative feedback from memberS.value is displayed on In the literature, trust issue also received much atten-
the web page (see Figure 1}. = P (89 R = 99.1%) tion in service-oriented computing research. In [3], kin
is called thepositive feedback ratebased on which the 5 hroposed a method of reputation-based trust evaluation
seller can be awarded as a “Power SelleR?if- 98% (98% in service-oriented environments based on a proposed ar-
is the threshold). chitecture consisting of distributed trust management bro-
kers. In [7], Vuet al proposed a model to evaluate and rank
Meet the seller the trust and reputation of QoS-based services. In [10], an
Seller:  liftankysynergy ( 7157 3% ) ¥ iaer me event-driven and rule-based trust management for service-
Feedback: 99.1% Positive oriented application is proposed, where a formula based ap-
Member:  since 31-Jul-05 in Hong Kong proach is adopted for incremental trust computation. The
See detailed feedback approach is adaptable to applications by incorporating rule
Ask seller 4 question management. The computed result can be taken as a global

Add to Favourite Sellers
View sellers other items: Store | List
Visit seller's Store:

trust value reflecting the accumulated trust level, which is
not particularly relevant to a forthcoming transaction.

£/ mydigitaland
2.3 Some Problems in Existing Work
Figure 1. A Seller's Reputation at eBay To the best of our knowledge, the existing studies on trust
evaluation neglect some important factors that are directly
Feedback Score: 7157 Rocont Fecabeck Ratings (s 12 nonie relev_ant toa buyer. The trust management system s_hould
Positive Feedback: 99.1% — R provide precise trust information that can clearly indicate
montl & months 2 months . .
Members who left a positive: 7225 @ Postie =m0 sio7 the trust status for a forthcoming transaction based on pre-
Members who left a negative: 68 . . R .
Al oosit _ @ vewar 5 103 vious transactions and their trust values. Namely, differ-
positive Feedback: 7928

Negaive 4 4 ent situations require different considerations with regard to
trust, and hence with different values for trust [4]. With dif-
ferent forthcoming transactions, situations will be different
for the same seller or service provider with the same exist-
eBay further provides rating data in 12 months listed in ing trust data set. In this paper, we therefore consider the
a table, which is divided by receatmonth 6 monthsand  following:
12 monthgrefer to Figure 2). Thus, eBay provides some 1. The trust evaluation should offer trust status directly
simple mechanisms of trust management and trust calcula- relevant to the product that the buyer is going to pur-
tion and leave some raw data to buyers for self-judgement. chase.

Find out what these numbers mean

Figure 2. A Seller’s Trust Data at eBay



In general, in existing studies, the global trust level

is useful but too limited as the trust status of transac-

In the next subsection, we will present some trust eval-
is computed, which is based on all transactions and uation metrics, based on which we will propose the trust
corresponding trust values (in a certain period). This evaluation method.

tions bound to a product is one of the concerns of the 3.1  Trust Evaluation Metrics

buyer. The trust evaluation mechanism should offer
clear information. Otherwise, some malicious sellers
may abuse the trust management system as we intro-
duced in Section 1. The buyer may have to ignore a
seller with good global trust if its transaction trust for
the product to be purchased is not good.

Similarly, transactions can also be categorized by
products. The trust evaluation should also consider
previous transactions in the same product category.
This helps offer situational trust to the buyer. For
example, when a buyer is going to purchase a digi-
tal camera from a seller, the buyer may be concerned
about all transactions of the same seller selling various
digital cameras, in addition to the transactions of the
seller selling the specific digital camera to be ordered.
If there are problems in either product level or prod-
uct category level trust, the buyer may look for other
sellers.

2. The trust evaluation should also consider transaction
amount (or price). Different transaction amounts may
indicate different risk with respect to the loss of a buyer
in case of transaction failure. Transaction amounts can
be categorized. Transactions in the same amount cat-
egory can be considered relevant when calculating a
transaction trust bound to a new transaction.

Furthermore, the offered price itself may imply the
transaction trust level to some extent when compared
with the market price, which is considered as reason-
able. If the offered price is much higher or less than the
market price, it suggests low trust level and high pos-
sibility of monetary loss of the buyer or service cus-
tomer.

In this paper, we propose the new concept - situational
transaction trust, and a novel trust evaluation approach. The
trust evaluation is based on old transactions and the new
transaction that may happen between the buyer and the
seller, and incorporates the above discussed factors.

3 Trust Evaluation

As mentioned in Section 2.3, from the point view of a
buyer, the concern of the trust of a seller should not be the
global one only. The trust value should be bound to the
particular product or service that the buyer is going to pur-
chase. Namely, it is the situational transaction trust evalu-
ation, which delivers more valuable information to the cus-
tomer.

1.

Global Trust (GT)

The global trust value is based on all transactions com-
pleted between the service provider or seller with all

customers. It helps provide a global overview of the

trust status of the service provider or seller. In most
existing studies, the final result belongs to global trust
type.

In the computation of global trust, recent transactions
should be given higher weight. This principle has been
followed in many existing studies, such as [14, 11].

2. Product/Service Specific Trust (PST)

4.

This trust is based on the trust ratings of transactions
of the same product or service as this is directly the
concern of a buyer or service customer.

. Product/Service Category Trust (PCT)

This trust is is derived based on transactions that in-
volve the same category of the product or service to be
ordered.

This trust can illustrate the trust status of the seller or
service provider for the quality in the same service (or
product) category.

For example, when a buyer is going to buy a digital
camera from a seller, the buyer is more likely to trust
the seller more if the seller obtained good reputation in
all transactions selling various digital cameras.

Transaction Amount Category Specific Trust (TACT)

The trust of transactions with similar transaction
amount (or price) to the new transaction should be
computed. It can illustrate the trust status of the seller
or service provider for the transactions with the same
nature in terms of transaction amount.

. Global Weighted TrugiGWT)

GWT is an important indication for trust level. Its
value is bound to all transactions with different trans-
action amounts [2, 8]. Namely, when calculating the
GWT value, both transaction ratings and transaction
amounts are taken into account. The amount (or price)
of the new transaction is also taken into account.

This trust value iglobal in the sense that it is based
on all transactions in a recent period. It is termed as
the weighted trustas it is bound to the forthcoming



transaction. The weight depends on the price (transac-

tion amount) of the new transaction, the price of each (torares fona] L )
existing transaction, and the proportion of transactions GIgm = — >, R w (2
with the same price as the new transaction in all previ- t€[tstarts tendl

ous transactions. If most previous transactions of the  \yhere

seller has similar transaction amount as the new one,

the GWT value will be good provided that each trans- 1. n is the number of transactions &fin the period of
action rating is good. [tstart, tend);

By calculating the global weighted trust value, the ma- 2. 4,(") is the weight for transactioman(R'") at timet;
licious seller mentioned in case 1 in Section 1 can be

identified as its trust value will be low, based on the 3. w{" < w® (t; < ) andy", .,
fact that he/she has larger number of transactions with
low transaction amount and none or few transactions 3.4 Product/Service Specific Trust

with the same amount as the new transaction (very ex- ] ) -
pensive one). In the computation of Product/Service Specific Trust, the

transactions selling the same product/service are taken into

M — 1.

w .
start, tend] 1

. Price Trust (PT) account.

Furthermore, another concern is also bound with the Definition 1: Let P denote the product/service that cus-
new transaction - we term it arice Trust (PT) In tomerC is going to order from service providét at time
general, a buyer is concerned about whether the of-tenq+ 1. R” denotes the trust rating given $o TheProd-
fered price is a normal one in the market. If it is too uct/Service Specific Trui defined as follows:

high or too low, it indicates high transaction risk level

and thus low transaction trust. In particular, some ma- PSTg(‘}Z“)”’ Fenal

licious sellers aim to attract buyers by offering quite

low price then cheat them. Tlrice Trustis expected

1
to identify this type of cases (case 2 in Section 1) and — Z RZ(-t) . uﬁl(t) 3)
leave risk indication to potential buyers. m pd(tran(R))=P and t€[tsrare, tend]
3.2 Trust Data Representation where

In order to calculate the situational transaction trust, we
assume the following trust data structure.

1. mis the number of all transactions 8fselling P dur-
ing the periodtstart, tendl;

" 2. w" is the weight for transactioman(R\"), w, (") <
TR =< S) Cv RC%S? P7 D, t> (1) uv)j(fz) (tl < t2), andzte[tmumt ’lD,Et) = 1. Note

end]

where for the sameS, asn may not be equivalent tor, it is

likely w(" # w®.

1. TRis the transaction occurred at timbetween seller
or service providef and buyer or service customer 3.5 Product/Service Category Specific Trust
2. P=pd(T'R) is the product purchased in the transaction;  |n the computation of this trust, the transactions selling
3. p=pr(TR) is the price for the product or service pur- the_products/ser\_/lces in the same category as the new trans-
. S action are taken into account. The product/service category
chased in the transaction; i o
can be pre-defined or specified by the customer.
4. RY o = rating(TR) € [0,1] is the rating given by ~ Definition 2: AssumeP is the product or service that cus-
C: tomerC is going the order fron$ andCat(P) denotes the
o _ roduct/servi tegory d?. Let P’ = ®)
5. In addition, we uséran(Rc_. ) to denote transaction product/service category d? ,e (f)d(tmn(Rl )
TR. denote the product of transactionan(R;”’). The Prod-
uct/Service Category Specific Tristdefined as follows.
3.3 Global Trust 1
[tstarh ten } — (t) "’(t)
| N | PCT gy ! = = > R} b,
As we discussed above, this is not a new issue. P'eCat(P) and t€[turart, tend)
Given the latest perioftsiart, tend] (tenda + 1 = now), (4)

the global trust of sellef is where



1. gisthe number of all transactions 8fselling products
in Cat(P) during the period € [tstart, tend;

2. @5” is the weight for transactiotran(R;) between
customelC; and service provides;
3. "™ <al® (ty <t)andy, g, @l =1,

3.6 Transaction Amount Category Specific Trust

In addition to the product/service category trust, the cus-
tomer may be concerned about the trust of transaction with
similar transaction amount with he new transaction. From
the point view of a seller, more transaction amount may
imply more profit. However, for the point view of a cus-

2. The Global Weighted Trust is low if the conducted
transactions similar to the new transactibR,,.,, are
in small proportion among all conducted transactions
even if each transaction rating obtained is good.

The calculation of the global weighted trust can be based
on the difference of the price of the new transaction (of
productP) and the one of the existing transaction. Namely,
A = op — priceyq. The different results in the impact fac-
tor 0 € [0, 1], which is proportional to the difference. The
global weighted trust can be calculated as

2.

tE€[tstart, tend)

[tstu.’rtv tend] — l .. (t) . .
GWTL, =~ 6;- RY - w,

(6)

tomer, more transaction amount indicates more loss in caseyhere

of fraudulent transactions. The trust status of the seller in
all transactions with similar transaction amount to the new
transaction can outline the reputation and risk level of the
seller.

Definition 3: Assumeop is the offered price of the prod-
uct or serviceP that customelC is going the order from

S and Cbt(op) denotes the price category op. Let
p= pr(tran(Rl(-t))) denote the transaction amount (price)
of transactiortmn(REt)). The Transaction Amount Cate-

gory Specific Trust (TACT3 defined as follows.

TACTg&t;jn-, tend] — l Z Rq(t)wz(t)
peCat(op) and tC[tsiart, tend)
©)
where

1. k is the number of all transactions 6fselling prod-
ucts with pricep € Cat(op) during the period €
[tstm‘tv tend];

2. 0" is the weight for transactiotman(R;);

~(t ~(t ~(t
3. wl( v < wj( 2) (tl < tg) andzte[tsmt, t wz( ) =1.

end]

3.7 Global Weighted Trust

The aim of the Global Weighted Trust is to illustrate the
trust status with respect to the proportion of the same type

of transactions as the new transaction among all conducted
transactions. The nature of this trust value is depicted as

follows.

1. The Global Weighted Trust is high if the number of
conducted transactions similar to the new transaction
TR, is in large proportion of all conducted transac-
tions and obtained trust values are high;

1. n is the number of all previous transactions with trust
ratings;

2. R,Et) is the trust rating for théth transaction with price
Pis

3. Cat(-) is the category of price differencd; = op—p;
and@i = f(CCLt(AZ)) € (O, 1} WhenA,; =0,0; = 1.

This approach is different from the study in [8] and
[12], which categorizes prices and calculates the dif-
ference of price categories. The new method is bet-
ter as in the original method, ©at($100) = 1 and
Cat($101)=2, then the category difference s =

2 — 1 = 1. But actually the price difference is only
$1. In the new method, a& = 1, Cat(A) = 0.

4. w; is the weight forR; and)_, w; = 1.

In an example categor$,100 difference makes sense to
have a new category. E.g. & < 100, Cat(A) = 1
and if 100 < A < 200, Cat(A) = 2, etc. Also, to rep-
resent negative difference, we assutiet(A) = —1 if
—100 < A < 0, Cat(A) = —2if —200 < A < —100,
etc. ButCat(A) is dependent on application domains (e.g.
the category in the property market is different from that of
electronic appliances). Thus we can assume in a certain do-
main, there ard; + D, + 1 price difference categories, i.e.
Cat(A) S [_Dl,DQ]
Meanwhile, in order to indicate higher risk of the cheat-
Ing case mentioned above, |i\;| = |Ay], A; > 0 and
A < 0, thend; < 0. Thus, if the new transaction price is
much higher than existing transaction prices, the calculated
GWTis a very low value even if the rating of each finished
transaction is very good (e.g. 1.0).
Definition 4: Let op andprice; denote the offered price of
the new transaction and the price of existing transaction



A;=op — price; andCat(A;) € [-Dy1, D3] (D; > 0is an According to the above definition, as the function is

integer). The impact factor is calculated as transformed from the Hyperbolic Secant (ih 1]) and Hy-
perbolic Tangent (if—1, 1)) functions respectively’T is
10-Cat(Ag) 2 10 Cat(ay) if Cat(A;) >0 in the scope of (0,1]. Other properties will be studied in
0, = ¢ P o4p o2 , Section 4.2.
e #(L=P)+ 8 icaan <0 00 centralized architecture (like eBay), as all sellers or
) service providers are providing services and make transac-
wherea > 1 andj3 € (0,1). The setting ofa and 3 tions on the same web server, it is easy to collect all prices
values will be studied in section 4.1. for a certain product or service. In a simple case, the mar-
ket price of product” can be calculated as the mean of all
3.8 Price Trust prices offered to customers. Namely,
1
Price trust is used to compare the offered price with the PR S, isa ;er of P o ©)

market price. Hight price trust value results from low price
difference. High price difference leads to low price trust
value. This trust value is useful to prevent the fraudulent
transaction by offering low and attractive price.

whereh is the number of sellers selling.

With mpp, the PT values can be calculated for each
price, after which the new market price can be computed
after filtering out some less trustworthy prices.

In general, the price trust can be computed from the dis- 1
tance of offered price and the market price. Namely, if the mpp = - Z op; (20)
offered price is much lower than the market price, it indi- PT(op;)>p

cates a low price trust and a high transaction risk. Mean-  \herep/ is the number of sellers whose price trust is no
While, _if the offere_d pr_ice_ is much higher than _the market worse than a threshold i.e. PT(op;) > p.

price, it also certainly indicates a high transaction risk and  The calculation of price trust is an iterative process as
low price trust. Thus, the offered price should be close to \yith the new market price, the PT value for each offered
the market price with the distance in a certain range. price will be re-calculated. This iterative process can be

Letd, = =22 denote the price distance in percentage, repeated until each value becomes stable.
whereop is the offered price anehp is the market price.

Some principles for calculating the price trust are listed as3.9 Situational Transaction Trust

follows.
Based on the above discussion, the situational transac-

tion trust can be represented in a vector as follows.
Definition 6: Given a seller or service providérselling a
product or service’ with pricep, its situational transaction
trust can be defined as a 6-tuple:

1. PTisinreverse proportion t@|;

2. 1f 0, 1=10p, 1, 6, < 0 @ndé,, > 0, 6, should result
in a price trust no better than that &f,;

This principle aims to identify a case of cheating by
. . o . STT[tstart, tend,] _

offering very low price. For example, normally it is 5(P) =

quite difficult to sell a product 5% lower than the mar- [tatares fond] (tatares fond] (tatares fond]

ket price. In this case, it is more likely to be a cheating < GTg(py ", PSTypy" ", PCTgpy" ",

case that the buyer will not receive the product ordered. [tstarts tend) [totart, tend] [tstart, tend)

But it is a bit normal to offer a price 50 higher than TACT5(p) » GW T () » PTs(p) (1>1)

the market price. This is likely for the seller to earn

. . Now the concern is how to compare the trust of two sell-
more money instead to cheating the buyer.

ers or service providers. In this section, we define two com-
parison methodsstrong comparisoandweak comparison
Definition 7: Given two sellers or service providersand

B selling the same product/serviég A is strongly better
than B if and only if for each element in STTg(py, T4 >

Definition 5: Let op andmp denote the offered price of
S and the market price for produd® respectively and
p="L . The price trust°T"is calculated as

2 5 >0 Tg. Itisdenoted a$TT4 >, STTg.
PTgpy =4 Cmodin o v oo "= Definition 8: Given two sellers or service providersand
37 oD o ey T 0.5 if6,€[-1,00 B selling the same product/servi@®, A is weakly better

(8) than B if and only if PSTy > PSTg, andPT, > PTg.
wherey > 1 andr > 1 are arguments for controlling Itis denoted a$TT4 >,, STTg.
the function curve. The setting of and v values will be Similarly, the relational operatots, and>,, can be de-
studied in section 4.2. fined. Due to the space constraint, we ignore the definitions.
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In Figure 4, wheny, = 50%, P7=0.89, 0.44, 0.17, or
0.064 ify=1, 3, 5, or 7 respectively. Whey, = 100%,

Formulae (7) and (8) are defined with arguments. The PT=0.65, 0.1, 0.014, or 0.0024E1, 3, 5, or 7 respectively.

selection of arguments will be studied in this section.

4.1 Study 1

In this section, we study the properties of formula (7)
to calculate the GWT. We assum@; = 10, namely,
Cat(A) € [-10,10]. We seta=1, 2, 4 respectively and
8 =0.8.

The result in Figure 3 illustrates that a smalteralue
leads to a sticker curve. Whek < 0 andCat(A) = —D;
(D; = 10), 0 is close tog.

4.2 Study 2

In this section, we study the properties of formula (8) to
calculate the Price Trust. We set=1,3,5,0r7,v = 1,2,
or 3 and observe the function curve changes.

Relatively, the result is more reasonable whea [3, 5].
Similarly, the function curve changes can be observed in
Figure 5 for the case @f, < O when setting’ = 1,20r3. A
largerv value results in sleeper curve. We can observe that
whenv = 2 or 3, the trust value is close to 1.0df = 10%
or 20%. But PT starts to drop wheh, is more thar80%.
This is reasonable to reflect the nature of price trust.
When selectingy = 3 andv = 3, formula (8) is plotted
in Figure 6.

4.3 Study 3 - Two Examples

In this section we introduce a case study with two exam-
ples.

In Table 1, theSTT values of three service providers
providing productP; are listed. It is easy to observe that



STTs, >s STTs, >, STTs,. Therefore,S; is the best
one to have the transaction.
But as there are six values in t&'7 tuple, sometimes

the partial order, not the total order, exists in the service

provider set.

Service Providers GTT PST PCT TACT GWT PT
S1 0.95 0.98 0.98 0.98 0.95 0.98
Sa 0.95 0.98 0.98 0.98 0.85 0.95
S3 0.85 0.88 0.86 0.82 0.85 0.90

Table 1. STT values of three service providers

In Table 2, we can observe thatl'l's, >, STTs,,
STTs, >, STTs,, STTs, >, STTs, and STTs, >
STTs,. Butitis not a full order set.

ple, each customer can specify a set of weightsvhere
w; is the weight for theith elementT; in the trust vector.

All service providers can be ordered by the final trust value
T = %EiTi - w;, from which the best service provider can

be selected.
Service Providers GT  PST PCT TACT GWT PT
Sa 0.93 0.94 0.98 0.98 0.95 0.98
Ss 0.92 0.96 0.98 0.98 0.85 0.95
Se 0.95 0.88 0.86 0.82 0.85 0.90
S~ 0.85 0.86 0.86 0.82 0.85 0.85
Ss 0.85 0.84 0.86 0.82 0.85 0.87

Table 2. STT values of five service providers

5 Conclusions

In this paper, we present the new concept of situational [11]
transaction trust and an approach for trust evaluation. The
trust result is a vector consisting of six trust values, which
can outline not only the global trust level, but also the spe-
cific trust level that is particularly bound to a forthcoming
transaction. This result is especially important and valuable [12]
to a buyer or a service provider prior to the transaction. To
the best of our knowledge, this is the first work to address

the situational transaction trust in detail.

In the future work, more factors can be incorporated for [13]
the trust evaluation, such as the reputation of the web site.
This may include the policy for transaction management
and disputation solving, and security technology for trans-
actions. In addition, if the customer already has some ex-
perience with some sellers, the proposed approach should
be incorporated with the experience for trust evaluation and

decision making.

In this case, the
judgement to select the best seller has to be left to the cus-
tomer according to the customer’s preference. For exam-

(1]

(3]

(4]

(5]

(6]

(7]

(8]

9]

(10]

(14]
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