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Abstract

Online social networks are becoming increasingly pop-
ular and are being used as the means for a variety of
rich activities. This demands the evaluation of the trust-
worthiness between two unknown participants along a
certain social trust path between them in the social net-
work. However, there are usually many social trust
paths between participants. Thus, a challenging prob-
lem is finding which social trust path is the optimal one
that can yield the most trustworthy evaluation result.

In this paper, we first present a new complex social
network structure and a new concept of Quality of
Trust (QoT) to illustrate the ability to guarantee a cer-
tain level of trustworthiness in trust evaluation. We
then model the optimal social trust path selection as
a Multi-Constrained Optimal Path (MCOP) selection
problem which is NP-Complete. For solving this prob-
lem, we propose an efficient approximation algorithm
MONTE K based on the Monte Carlo method. The re-
sults of our experiments conducted on a real dataset of
social networks illustrate that our proposed algorithm
significantly outperforms existing approaches in both
efficiency and the quality of selected social trust paths.

Introduction

In recent years, online social networks have been attract-
ing a large number of participants. In such social net-
works, each node represents a participant and each link cor-
responds to real world interactions or online interactions be-
tween participants. One participant can give a trust value
to another based on their past interactions. For example,
a trust rating can be given by one participant to another
based on the quality of the movies recommended by the
latter at FilmTrust!which is a social networking site for
movie recommendations. As each participant usually inter-
acts with many other participants, multiple trust paths may
exist between two participants without any direct link be-
tween them, such as the trust path A — B — E — M,
A—-C—-FE—-MandA—D—FE— MinFig. 1. Ifa
trust path links two nonadjacent participants (i.e., there is no
direct link between them), the source participant can eval-
uate the trustworthiness of the target participant based on
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the trust information between the intermediate participants
along the path. This process is called the trust propagation
(Golbeck and Hendler 2006). This path with trust informa-
tion linking the source participant and the target participant
is called a social trust path (Hang, Wang, and Singh 2009).
For example, in Fig. 1, if A is an employer and M is an
employee candidate in the social network, A can evaluate
the trustworthiness of M along the social trust paths from
A to M. We term A as the source participant and M as
the target participant. In another example, in a new genera-
tion CRM system, if A is a retailer who wants to introduce
new products to a person M who is not a customer but is a
friend or friend’s friend of some existing customers, A can
evaluate the trustworthiness of M based on the trust infor-
mation between the customers along the social trust paths
from A to M. Nevertheless, there can be over tens of thou-

Figure 1: Social network

sands of social trust paths between a source participant and
the target one in large-scale social networks (Kunegis, Lom-
matzsch, and Bauckhang 2009). Evaluating trust values
along all these social trust paths consumes huge computa-
tion time (Baase and Gelder 1999). Therefore, a problem is
that among multiple social paths, which one is the optimal
yielding the most trustworthy result of trust propagation. In
the literature, Lin et al. (2009) propose an optimal social
path selection method, where all links are assigned the same
weight and the shortest path between the source participant
and the target participant is selected as the optimal one. This
method neglects trust information between participants. In
the work by Hang er al. (2009), the path with the maximal
propagated trust value is selected as the most trustworthy so-
cial trust path. However, social relationships between adja-
cent participants (e.g., the relationship between a buyer and
a seller, or the one between an employer and an employee)
and the recommendation roles of a participant (e.g., a su-
pervisor as a referee in his postgraduate’s job application)



have significant influence on trust propagation (Adler 2001;
Miller, Perlman, and Brehm 2007) and can be obtained
by using data mining techniques in some specific social
networks (Mccallum, Wang, and Corrada-Emmanuel 2007;
Tang et al. 2008). But these factors have not been consid-
ered in existing social trust path selection methods.

In addition, different source participants usually have dif-
ferent preferences in evaluating the trustworthiness of the
target participant. Thus, different constraints of the above
factors should be set by each source participant to represent
their preference in social trust path selection. But this is not
supported in existing trust propagation models.

In this paper, we first introduce the structure of complex
social networks which contains trust information, social re-
lationships and recommendation roles of participants. We
also present a new concept, Quality of Trust and model the
social trust path selection as the Multi-Constrained Optimal
Path (MCOP) selection problem, which is an NP-Complete
problem (Korkmaz and Krunz 2001).

Since the characteristics of social networks are not con-
sidered in existing approximation algorithms (Korkmaz and
Krunz 2001; Li, Wang, and Lim 2009; Yu, Zhang, and Lin
2007) for solving the MCOP selection problem, they can
not deliver good performance. Therefore, we propose an ef-
ficient approximation algorithm, MONTE_K, based on the
Monte Carlo method (Gentle, Hardle, and Mori 2004) and
our optimization strategies. The experiments conducted on
a real online social network, Enron email corpusz, demon-
strate the good performance of our proposed algorithm in
both optimal social trust path selection and efficiency.

Related Work

Sociologists have been studying the properties of social net-
works for a long time. In the 1960’s, Milgram (Milgram
1967) illustrated that the average path length between two
Americans was about 6 hops in an experiment of mail send-
ing and thus proposed the small-world characteristic in so-
cial networks. In the 1970’s, Pool et al. (Pool and Kochen
1978) further analyzed the influences of small-world char-
acteristic on human interactions. Mislove et al. (2007) an-
alyzed several popular social networks including Facebook,
MySpace, Flickr and Orkut, and validated the small-world
and power-law (i.e. in a social network, the probability that
a node has degree k is proportional to k~", r > 1) charac-
teristics of online social networks.

In social networks, since trust is one of the most impor-
tant factors for participants decision-making (Kuter and Gol-
beck 2007), several trust management methods have been
proposed. For example, Guha et al. (2004) propose a trust
propagation model, where the number of hops in trust prop-
agation is considered in calculating the propagated trust val-
ues between a source participant and the target one. Gol-
beck et al. (2006) propose a trust inference mechanism
for the trust relation establishment between a source par-
ticipant and the target one based on averaging trust val-
ues along the social trust paths. The above trust manage-
ment strategies are based only on the ratings from partic-
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Figure 2: Complex social network

ipants. As pointed in social science theories (Adler 2001;
Miller, Perlman, and Brehm 2007), both social relationships
(e.g., the relationship between a buyer and a seller, or the
one between an employer and an employee) and recommen-
dation roles (e.g., the supervisor as a referee in a job appli-
cation) have significant influence on participants’ decision
making. Therefore, they should be taken into account in
trust propagation. In (Kuter and Golbeck 2007), though do-
main experts can determine the “confidence of trust”, social
relationships are not explicitly considered. In addition, in
those reported works, the trust value between two partici-
pants without direct links is calculated based all social trust
paths, consuming huge computation time. Thus they are not
feasible for large-scale social networks.

For addressing the social path selection problem, Lin et
al. (2009) propose a shortest optimal social path selec-
tion method. In their model, up to 16 social paths with no
more than 6 hops between a source participant are selected
and the shortest one is taken as the optimal path. In this
method, some significant influence factors including frust
information, recommendation roles and social relationships
between participants are not taken into account. In another
reported work (Hang, Wang, and Singh 2009), Hang et al.
propose a social trust path selection method, where the so-
cial trust path with the maximum propagated trust value is
selected as the optimal one that yields the most trustworthy
results of trust propagation between a source participant and
the target participant. In their model, although trust informa-
tion is taken into account in social trust path selection, the
other two important factors are ignored.

Complex Social Networks

The complex social networks proposed by us (Liu, Wang,
and Orgun 2009) comprise the attributes of several impact
factors, which influence the trustworthiness of trust propaga-
tion and hence the decision making of a source participant.

Trust between Participants

In the literature, many different trust definitions have been
proposed addressing different aspects of trust. Alunkal et al.
(2003) define that “trust is the value attributed to a specific
entity, including an agent, a service, or a person, based on
the behaviors exhibited by the entity in the past”. Golbeck
et al. (2006) define that “trust in a person is a commitment
to an action based on a belief that the future action of that
person will lead to a good outcome”.

In the context of this paper, the trust between participants
in social networks can be defined as follows.



Definition 1: Trust is the belief of one participant in an-
other, based on their interactions, in the extent to which the
future action to be performed by the latter will lead to an
expected outcome.

Let T4p € [0, 1] denote the trust value that participant A
assigns to participant B. If T4 g =0, it indicates that A com-
pletely distrusts B while T4p = 1 indicates A completely
believes that B’s future action can lead to the expected out-
come.

Social Intimacy Degree

A participant can have trust to the participants with whom
he/she has more intimate social relationships than those with
whom he/she has less intimate social relationships (Ashri
et al. 2005). The following principle in social psychology
illustrates the impact of social relationships on trust.

Principle 1: An intimate relationship is a particularly
close interpersonal relationship, in which the participants are
confidants and trust one another very well (Miller, Perlman,
and Brehm 2007).

Therefore, the Social Intimacy Degree (SID) should be
defined to describe the extent to which two participants have
intimate social relationships. The SID values can be ob-
tained by using data mining techniques.

Definition 2: r 45 € [0, 1] is the Social Intimacy Degree
between participant A and participant B in online social net-
works. 745 = 0 indicates that A and B have no social rela-
tionship while r 4 5 = 1 indicates they have the most intimate
social relationship.

For example, in the work by Mccallum ef al. (2007),
through mining the subjects and contents of emails in En-
ron Corporation, the social relationships between two partic-
ipants can be discovered and the corresponding SID values
can be calculated based on probabilistic models. In addi-
tion, in academic social networks formed by large databases
of Computer Science literature (e.g, DBLP or ACM Digi-
tal Library), some social relationships between two schol-
ars (e.g., co-authors, supervisors and students) can be mined
from their publications or from their home pages. The SID
value between them can be calculated by applying the in-
formation of social relationships into the PageRank model
(Tang et al. 2008).

Role Impact Factor

Rich activities of participants in social networks can be cat-
egorized into different domains (e.g., recruitment or prod-
uct introduction) based on their characteristics (Wang and
Varadharajan 2007). In a certain domain, recommendations
from a domain expert are more credible than that from a be-
ginner. For example, the recommendation from a professor
to a textbook is more credible than that from a student in a
subject taught by the professor. The following principle in
social psychology illustrates the impact of recommendation
roles on trust.

Principle 2: The effective growing knowledge intensity
is a trend towards greater reliance on trust, especially rele-
vant to particular social positions where one’s actions weigh
heavily on one’s social position (Adler 2001).

Therefore, Role Impact Factor (RIF) should be defined
to reflect the impact of a participant’s recommendation role
(e.g., expert or beginner) on trust propagation.

Definition 3: p4 € [0, 1] is the Role Impact Factor, illus-
trating the impact of participant A’s recommendation role
on trust propagation. p4 = 1 indicates that A is a domain
expert while p4 = 0 indicates that A has no knowledge in
the domain.

Though it is difficult to build up comprehensive role hier-
archies in all domains, it is realistic to build it up in a partic-
ular application. For example, in the Enron email dataset?,
the role of each email sender or receiver can be known
through parsing or mining the contents of emails. The value
of RIF can be calculated based on the role of a participant
(e.g., department manager or CEO) by applying probabilis-
tic models. In addition, in academic social networks, the
roles of scholars can be mined from authors’ publications or
from the profile in their home pages. The value of RIF can
also be calculated by applying the PageRank model (Tang et
al. 2008).

Social Trust Path Selection

In this section, we propose a novel social trust path selection
model with end-to-end Quality of Trust (QoT) constraints.

Quality of Trust (QoT)

In Service-Oriented Computing (SOC), Quality of Service
(QoS) consists of a set of attributes, used to illustrate the
ability of services to guarantee a certain level of perfor-
mance (Franken 1996). For example, in broadband services,
bit rate, delay and packet dropping probability are important
for quality measurement. Similar to the QoS, we propose a
new concept, Quality of Trust (QoT) as follows.

Definition 4: Quality of Trust (QoT) is the ability to guar-
antee a certain level of trustworthiness in trust propagation
along a social trust path, taking trust ('), social intimacy
degree (r), and role impact factor (p) as attributes.

In service composition, service consumers can set mul-
tiple end-to-end constraints for the attributes of QoS (e.g.,
cost, delay and availability) to satisfy their requirements of
services. Different requirements have different constraints
(e.g., total cost<$20, delay<S5s and availability>70%). In
our model, a source participant can set multiple end-to-end
constraints for QoT attributes (i.e., T, r and p) as the re-
quirements of trust propagation in social trust paths. For ex-
ample, in Fig. 2, source participant A can set the end-to-end
QoT constraints for the social trust paths from A to M as
Qan = {Q%, > 0.5, Q7 > 0.05, Q% > 0.5} in the
domain of employment or Qapr = {Q%,, > 0.3, QT >
0.4, Q% > 0.2} in the domain of product introduction.
Q% Q7 and Q) ,, are the QoT constraints of 7', r and
p respectively.

QoT Attribute Aggregation

When specifying end-to-end QoT constraints of social trust
path selection, we need to know the aggregated value of each
QoT attribute in a social trust path.
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Figure 3: Attenuation equation

Trust Aggregation In our model, we adopt the strategy
that the aggregated trust value between a source participant
and the target participant is calculated as the multiplication
of trust values between all adjacent participants along the
social trust path. This strategy has been widely used in the
literature as a feasible trust aggregation method (Li, Wang,
and Lim 2009; Walter, Battiston, and Schweitzer 2008). In
the model, if there are n participants a, ..., a,, in order in
a social trust path (denoted as p(ay, ..., a,)), the aggregated
trust value is calculated as.

p(al,...,an) = H Tai Qi1 (1)

(ai,air1)€p(ar,....,an)

In identifying the optimal social trust path that yields the
most trustworthy result of trust propagation, different from
existing works (Hang, Wang, and Singh 2009; Lin et al.
2009), this aggregated trust value will be combined with so-
cial intimacy degree and role impact factor.

Social Intimacy Degree Aggregation Social intimacy be-
tween participants involves some extent of transitivity and it
is attenuated with the increasing number of hops between
them in a social trust path (Levinger 1983). In addition, in
the real world, the intimacy degree is attenuated fast when
approaching one. In contrast, the intimacy degree is atten-
uated slowly when approaching zero (Miller, Perlman, and
Brehm 2007). Namely, the attenuation of social intimacy de-
gree is non-linear in social networks. The attenuation equa-
tion can be defined in Eq. (2) (plotted in Fig. (3)).

1
Y=+ 2)
where X and Y are independent variables and o > 1 is used
to control the attenuation speed.
Based on Eq. (2), the aggregated r value in path

p(ay, ..., a,) can be calculated by Eq. (3).

[T, i1 1o Ta; a;
Pp(as i) = — )Ep(i;ol e ©)

where 6 is the number of hops of path p(ay, ..., a,).

Role Impact Factor Aggregation Since RIF does not
have the transitivity property (Adler 2001), in this paper, we
average the RIF values of intermediate recommending par-
ticipants in path p(aq, ..., a,,) as the aggregated value based

on Eq. (4)

Z?;l pai
Pp(ar,...,an) = niiz “4)

Utility Function

In our model, we define the utility (denoted as F) as the
measurement of the trustworthiness of social trust paths,
which takes the QoT attributes 7', r and p as arguments.

]_;J(al ..... a,) —WT * 1;(&1 ..... an) "HUT*Tp(al ..... an) +wp *Op@as,..., Ezé,%
where wr,w, and w, are the weights of T, r and p respec-
tively; 0 < wr,wr,w, < land wr + w, +w, = 1.

Thus, the goal of optimal social trust path selection is
to select the path that satisfies multiple QoT constraints
and yields the best utility with the weights specified by the

source participant.

Social Trust Path Selection Algorithm

The optimal social trust path selection with multiple end-to-
end QoT constraints can be modelled as the classical Multi-
Constrained Optimal Path (MCOP) selection problem which
is NP-Complete (Korkmaz and Krunz 2001). In this section,
we first analyze some existing approximation algorithms for
the MCOP selection problem and then propose an efficient
approximation algorithm, MONTE_K, based on the Monte
Carlo method (Gentle, Hardle, and Mori 2004) and our op-
timization strategies.

Existing Approximation Algorithms

In the literature, several approximation algorithms have been
proposed for the MCOP selection problem.

Korkmaz et al. (2001)propose a heuristic algorithm,
H_MCOP which is one of the most promising algorithms
in solving the MCOP selection problem as it outperforms
prior algorithms in both efficiency and the quality of deliv-
ered solutions. In H-MCOP, multiple QoS constraints and
QoS attributes are aggregated into a single value based on a
non-linear function as in Eq. (6). H-IMCOP adopts the Dijk-
stria’s shortest path algorithm twice to search the path with
the minimal g, (p) value.

aa(p) 2 (qgi)))x N (qu(f) qgiz:))x

where )\ > 1; ¢;(p) is the aggregated value of the i** QoS
attribute of path p; Q; is the i*"* QoS constraint of path p.
Consequently, in the field of Service-Oriented Comput-
ing (SOC), Yu et al. (2007) propose an approximation algo-
rithm, MCSP K to solve the quality-driven service selection
problem which is also the MCOP selection problem. This
method keeps only K paths from a source node to each in-
termediate node, aiming to reduce the search space and exe-
cution time. Their K-path selection is based on Eq. (7).

P o+ ( (6)

s e dLP)) (22(p) gm (p)
£(p) = maz{( o )s ( 0 ) e ( O )]

From Eq. (7), if any QoS attribute value does not satisfy
the corresponding QoS constraint in path p, then £(p) > 1.




In their search strategies, the paths with up to A minimum
& values are kept at each intermediate node. This method
never prunes any feasible path if it exists. In their service
candidate graph, all services are categorized into different
service sets based on their functionalities. Any two nodes in
adjacent service sets have a link with each other and thus all
paths from a source node to an intermediate node can be enu-
merated when necessary, avoiding an exhaustive search. But
if a network does not have such a typical structure, MCSP_K
has to search all paths from a source to each intermediate
node and hence the time complexity will become exponen-
tial. Therefore, the algorithm does not fit large-scale social
networks.

Algorithm Description

Monte Carlo Method Monte Carlo method (Gentle, Har-
dle, and Mori 2004) is a computational algorithm which re-
lies on repeated random sampling to compute results. The
Monte Carlo method has been used in an algorithm called
MCBA (Monte Carlo Based Algorithm) (Li, Wang, and Lim
2009) for solving the NP-Complete trustworthy service se-
lection problem. But MCBA has some drawbacks when ap-
plied to the computation in networks: firstly, all neighbors of
anode are regarded as candidates for selection. Thus at each
node, there exists a large search space leading to low ineffi-
ciency. Secondly, in each simulation, there exists a certain
probability to deliver a solution worse than that from previ-
ous simulations, leading to a lower probability to deliver the
optimal solution.

MONTE K In this paper, we propose MONTE_K, an effi-
cient Monte Carlo approximation algorithm. In MONTE_K,
we adopt two optimization strategies.

Strategy 1: K-path selection. Let v, denote a source par-
ticipant and v; denote the target one. According to Eq. (7),
the lower the £ value of a path, the higher the probability for
that path to be a feasible solution. Thus, given a partially
identified social trust path from v to v, (v, # v;), we cal-
culate the ¢ values of the paths from v, to each neighboring
node of v, and record up to K neighboring nodes that yield
up to K minimum & values as candidates for selection.

As this strategy selects no more than K neighbors at each
step in social trust path selection, it can reduce the search
space and deliver higher efficiency than MCBA.

Strategy 2: Optimization at dominating nodes. If the in-
degree of v, (v, # vs) is greater than 1 in the social network,
then node v, is regarded as a dominating node. To obtain a
near-optimal solution, MONTE_K performs multiple simu-
lations. In the first simulation, if a social trust path from v
to v, (denoted as path py) is selected, we store the utility F,
& value and the aggregated value of each QoT attribute of p;
at vy. In all subsequent simulations, if a different social path
from v, to v, (denoted as path p,,, where y > 1) is selected,
the optimization is performed in the following situations.

Situation 1: If v, = v; and F(p,) < F(p1), it indicates
Dy is worse than p;. Thus we replace the values of py (i.e.,
T, r, p, F and &) with the one stored at vy, .

Situation 2: If v, = v, and F(py) > F(p1), it indicates
Dy is better than p;. Thus, we store the values of p, at v,,.

Situation 3: If v, # vy, F(py) < F(p1) and &(py) >
&(p1), it indicates p,, is worse than p;. Thus we replace the
values of p, with the one stored at v,, .

Situation 4: If v, # v, F(py) > F(p1) and &£(p,) <
&(p1), it indicates p,, is better than p;. Thus, we store the
values of p, at vy.

Following Strategy 2, the dominating node v,, records T,
r, p, F and £ values of the locally optimal social trust path
from v, to v,. The optimization at v,, can guarantee that the
delivered solution from v to v, is locally optimal.

The process of MONTE K is as follows.

Initialization: Mark the status of all nodes in the network
as unvisited. Add v, into set temp_P that stores the solution
(i.e., identified social trust path). Let Min_K (1) be a set
that stores up to K neighboring nodes of node u (lines 1 to
3 in Algorithm 1).

Step 1: Get an unvisited node p from temp_P and mark
w as visited. Select up to K neighboring nodes of u based
on strategy 1 and put these nodes into Min_K (u) (lines 4
to 12 in Algorithm I).

Step 2: For each v; € Min_K (1), calculate the probabil-
ity of v; for selection, based on the utility of the social trust
path from v, to v; via p (denoted as path p,,). The proba-

]:(pv,-,)
Zsz‘ze(Min,K(u)) Fpo,)

i=1

bility of v; to be selected is P(p,,) =
(lines 13 to 17 in Algorithm I).

Step 3: Select v; from set Min_K (1) based on a random
number rand € [0,1] and {P(p,,)}. If {(p,;) < 1 and the
indegree of v; is greater than 1, then v; is a dominating node
and thus perform the optimization at v; based on Strategy 2.
If {(py,;) > 1, it indicates that no feasible solution has been
delivered in this simulation (lines 18 to 25 in Algorithm 1
and lines 1 to 18 in Algorithm 2).

Step 4: If v; # v, add v; into temp_P and go to Step 1.
If v; = vy, return temp_P and F(temp_P) (lines 26 to 30
in Algorithm I).

According to the power-law characteristic (Mislove et al.
2007), only a few nodes have a large outdegree in social
networks (e.g., in Enron email corpus2, 94.7% nodes have
an outdegree less than 15). Therefore, in MONTE_K, each
node can keep a small search space without pruning a large
number of neighboring nodes (i.e., candidates) of a node
in K-path selection, which results in high efficiency and a
higher probability of finding the optimal solution. The time
complexity of MONTE_K is O(mluK), where m is the
number of simulations; [ is the average length of the shortest
social trust paths from a source participant to the target one
in social networks; w is the maximal outdegree of nodes in
social networks and K is the argument specified for K-path
selection. In social networks, usually [ < 7 according to
the small-world characteristic (Mislove et al. 2007). Thus
the time complexity of MONTE K is O(muK). By both
addressing the characteristics of social networks and adding
optimization strategies in the algorithm design, MONTE_K
can deliver better solutions with less execution time than ex-
isting methods.



Algorithm 1: MONTE_K

Algorithm 2: Optimization at Dominating Nodes

Data: G = (V, E), QoT constraints, v, v¢, K-path number
Result: F, Pgt

1 /*G = (V, E): the sub-network between a source agent and the target agent; vs, v¢: a
source agent and the target agent; F: utility; Pgy: identified social trust path; temp_P:
partly identified social trust path; De(v): the indegree of v; P (v): the probability of v to
be selected; adj[p]: neighboring nodes of p1; Min_K (u): the set stores up to K
neighboring nodes of 11: Fo14(Pv): Eo1d (Pv)s Tord (Pv): Told (Pv): Potd (Pv)-
temp 1 q-P(py): values stored at dominating node v; */

2 begin
3 Mark the status of all node as unvisited, Ps; = (), temp_P «—— vg
4 while (unvisited node exists in temp_P) do
5 Get unvisited node . from temp_P
6 Mark p as visited
7 for each v; € adj[u] do
8 | Caleulate T(py, ). 7(pv; ). p(Pv;) and £ (pu;)
9 if size(adj[p]);K then
10 L Put v; with K minimum &(p.; ) into Min_K (u)
11 else
12 | Putv; € adj[u]into Min K (u)
13 for each v; € Min_K(u) do
14 F(pv;) = wr * T(pv;) + wr * 7(Pv;) + wp * p(Pu;)
size(Min_-K
15 P(vi) = Fpo,) 1 {5 KD 7,
16 Generate a random number rand € [0, 1]
17 Select the m!" node vj suchthat rand < 3570 P(v;)
18 if&(py;) > 1then
19 | Break
20 else
21 if De(v;) > 1 then
22 Optimization at Dominating Nodes
(F(Pv;)s€(Pv;)s T(Po;)s (P )s p(Poy ), temp-P)
23 if v; = vy then
24 F = F(pv;), Pst = temp-P
25 Return F and Psy
26 else
27 T(ij) = Tnew(?vj )wr(ij) = Tnew(p'u]')
28 P(ij ) = Pnew (p/uj ), temp-P = temp-Prnew
29 Put v into temp_P
30 end

Experiments
Experiment Settings

The Enron email dataset?> has been proved to possess the
small-world and power-law characteristics of social net-
works and has been widely used in the studies of social
networks (Goldstein et al. 2006; Mccallum, Wang, and
Corrada-Emmanuel 2007; Yoo et al. 2009). In addition,
the social intimacy degree between participants and the
role impact factor of participants can be calculated through
mining the subjects and contents of emails (Mccallum,
Wang, and Corrada-Emmanuel 2007). Therefore, in con-
trast to other real social network datasets (e.g., Epinions?
and FilmTrust!), the Enron email dataset fits our proposed
complex social network structure very well. Thus, to verify
our proposed algorithm, we select the Enron email corpus?
with 87,474 nodes (participants) and 30,0511 links (formed
by sending and receiving emails) as the dataset, and conduct
experiments on it.

As the complexity of MCSP_K (Yu, Zhang, and Lin 2007)
is exponential in finding an optimal social trust path in social
networks, it is ignored in our experiments. Instead, we com-
pare MONTE_K with H MCOP (Korkmaz and Krunz 2001)
and MCBA (Li, Wang, and Lim 2009) in both execution

3http://epinions.com/

Data: 7 (pv; ), £(pv; ), v, temp-P, T'(pv; ), 7(Pv; )s (P ;)
Result: Fnew (Pv; ), Enew (P ) temp-Prew, Tnew (Pv; ) Tnew (Pvj ),
pnew(Puj;)

1 begin
2 Get (node(v;).F, &, T, r, p, temp_P) that stored at v;;
3 Put these values into

(Fora(Pv;)s €ota(Pv;)s Tora(Pv;)s Tora(Pv;)s Potd (P ), temp-Pora)

4 if vj # vy then

5 i F(pv;) < Ford(pv;) and €(pv;) > Eotd (v ) then

6 Put {Fo1a(Pv; ) €o1a(Pv;): Totd (P ) Tora(Pvy),
Potd(Pv; ), temp-Porg} into {Frew (Pv; ), Enew (Po )

| Tnew(Pv;)s Tnew(Po; ) Prew (Poj; ) temp-Pnew}

7 else
8 W F(pv;) > Fora(pv;) and €(v) < &o14(pv;) then
9 Put {]:(ij ) &(ij ) T(ij ) T(ij ) P(ij )
temp-P} into { Frew (v). Encw (v): Trew (0).
Tnew (V). Pnew (V) temp-Prew
10 Update(node(v;).F, €&, T, r, p, temp-P) with these values
11 else
12 if}-(l’vj) < ]'-nld(Pv7' ) then

13 Put {Fo1a(pv;) Eota(Pv;). Tord(Pvj) ora(Pu; ).
Pold (P'vj ). temp_Py1q} into { Frew (pvj ) Enew (P'vj )s
Thew (ij )s Tnew (ij ): Prew (ij ). temp_Ppew}

14 else
15 Put {]:(ij )s E(I’vj )s T(ij ) T(pv]‘ ) p(pv]‘ ), temp_P}
into {Frnew (ij ) fncw(l’vj ) Tncw(?vj )s Tnew (ij )s
prew(Pvy; ), temp-Pnew}

16 Update (node(v;).F, &, T, r, p, temp_P) with these values

17 Return(Fr.cw (Pv ) Enew (Puj)s Tnew (Pu; ) Trew (Poj ),
prew(Pv; ), temp-Pew)

18 end

time and the utilities of identified social paths. Since this
paper does not focus on detailed data mining techniques, in
our experiments, the T, r and p values are randomly gener-
ated. The end-to-end QoT constraints are setas Q = {Q7 >
0.05, Q" > 0.001, @” > 0.3} and the weights of attributes
in utility function are set as wy = 0.25, w, = 0.25 and
w, = 0.5.

All three algorithms are implemented using Matlab
R2008a running on an IBM ThinkPad SL500 laptop with an
Intel Core 2 Duo T5870 2.00GHz CPU, 3GB RAM, Win-
dows XP SP3 operating system and MySql 5.1.35 database.

Performance in Social Trust Path Selection

In this experiment, in order to evaluate the performance of
our proposed approximation algorithm in the sub-networks
of different scales and structures, we first randomly select 16
pairs of source and target nodes from Enron email dataset.
We then extract the corresponding 16 sub-networks between
them by using the exhaustive search method. Among them,
the maximal length of a social trust path varies from 4 to 7
hops following the small-world characteristic. The proper-
ties of these sub-networks are listed in Table 1.

The number of simulations of MONTE_K and MCBA in
each sub-network is also listed in Table 1. The average out-
degree in all these sub-networks is 3.77 and 95.5% nodes
have an outdegree less than 15. Hence we set K = 15
in the K-path selection, without pruning a large number of
neighboring nodes of most nodes following the power-law
characteristic (Mislove et al. 2007). Secondly, we per-
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Figure 4: Maximal length of paths is 4 hops
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Figure 5: Maximal length of paths is 5 hops

form 500 repeated experiments for MONTE_K and MCBA
in each sub-network and record the utilities of the identified
social trust paths in each experiment. The maximal utili-
ties of the social trust paths identified in all 500 experiments
by MONTE_K and MCBA are selected for the comparison
with that yielded by H.MCOP. The average execution time
of each of MONTE_K and MCBA in each sub-network is
recorded based on 500 repeated experiments. The execution
time of H.IMCOP is averaged based on 5 independent exe-
cutions. The results are plotted in Fig. 4 to Fig. 7.

Table 1: Properties of different social networks

ID Max | Number of | Number of Max Max Simulation
Hops Nodes Links Outdegree | Indegree |  Times
1 4 60 113 16 15 100
2 4 86 192 20 32 100
3 4 115 257 41 82 150
4 4 236 1321 74 91 200
5 5 60 107 9 18 100
6 5 215 528 34 48 200
7 5 240 655 32 49 250
8 5 286 749 31 84 300
9 6 61 124 17 32 100
10 6 161 355 43 46 200
11 6 371 1623 56 48 350
12 6 651 2475 173 151 450
13 7 137 373 48 18 200
14 7 321 860 39 38 350
15 7 551 3265 122 91 400
16 7 793 3411 83 89 500

Utility: We can see that in any of 16 cases, MONTE_K
does not yield any utility worse than that of H_-MCOP while
in most sub-networks, the utilities of social trust paths iden-
tified by MONTE_K are better than those of H-MCOP (see
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Figure 7: Maximal length of paths is 7 hops

Fig. 4(a, ¢, d), Fig. 5(a) to (d), Fig. 6 (a) to (d) and Fig. 7
(b) to (d)). The sum of utilities computed by MONTE K is
12.23% more than that of H-MCOP in 4 hops sub-networks,
4.27% more in 5 hops, 60.62% more in 6 hops and 41.51%
more in 7 hops. This is because when a trust path with the
maximal utility is a feasible solution, H-MCOP can iden-
tify it as the optimal solution. However, when the identified
trust path is not a feasible solution, H- MCOP can hardly find
a near-optimal solution and some times yields an infeasible
one even when a feasible solution exists (see Fig. 6(b) where
the utility computed by H_ MCOP is 0).

Regarding the utility of identified paths, MONTE _K also
outperforms MCBA in most cases and is no worse than
MCBA in all cases. The sum of utilities computed by
MONTE K is 17.25% more than that of MCBA in 4 hops
sub-networks, 10.89% more in 5 hops, 14.30% more in 6
hops and 34.60% more in 7 hops. This is because Strategy
2 in MONTE_K guarantees that the solutions identified by
later simulations will be no worse than the current one.

Execution Time: From Fig. 4 to Fig. 7, we can observe
that the execution time of MONTE_K is significantly less
than that of H.MCOP in all sub-networks. The total execu-
tion time of MONTE _K is only 5.92% of that of H- MCOP
in 4 hops sub-networks, 10.58% in 5 hops, 5.63% in 6 hops
and 4.05% in 7 hops. In particular, in the most complex sub-
network with 793 nodes, 3411 links and 7 hops (see the last
row of Table I), the execution time of MONTE K is only
2.88% of that of H-.MCOP (see Fig. 7 (d)). From the above
results, we can see that MONTE_K is much more efficient
than H_ MCOP for identifying the optimal social trust path,



especially in larger scale sub-networks. (see Fig. 4(d), Fig.
5(c, d), Fig. 6(c, d) and Fig. 7(b) to (d)).

In addition, the execution time of MONTE_K is also
less than MCBA. The total execution time of MONTE K is
91.48% of that of MCBA in 4 hops sub-networks, 87.72% in
5 hops, 86.94% in 6 hops and 78.25% in 7 hops. This is be-
cause in MONTE_K, when any QoT constraint of a trust path
from the source participant to an intermediate node v can not
be satisfied, MONTE_K starts a new simulation, rather than
searching the social trust path from v to the target. Thus,
the execution time of MONTE K is less than MCBA in all
sub-networks. And the more the number of hops, the less
the execution time of MONTE_K than MCBA.

Through the above experiments conducted in sub-
networks with different scales and structures, we can see
that our proposed approximation algorithm, MONTE_K, ad-
dresses the characteristics of online social networks well and
thus can deliver better near-optimal solutions with less exe-
cution time than existing approximation algorithms.

Conclusion

In this paper, we have presented the complex social network
structure, reflecting the real-world situations better. The
optimal social trust path selection with QoT constraints in
complex social networks is an NP-Complete problem. For
solving this challenging problem, we proposed MONTE_K,
an approximation algorithm. The results of the experiments
conducted on the real dataset of social networks demonstrate
that MONTE K significantly outperforms existing ones in
both execution time and optimal social trust path selection.

In our future work, we will develop a new generation
CRM system, which maintains a database of both customers
and the complex social network containing them. In this
system, our proposed method will be applied, for instance,
to help a retailer identify new trustworthy customers and in-
troduce products to them.
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